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Executive Summary  

A Digital Wallet is a software piece designed to securely store private information, usually related 

to payment methods (credit cards, bank accounts). A password “safe”, an application that securely 

stores a user’s credentials, can be considered a simpler version of a Digital Wallet. One of the 

earliest examples of a digital wallet provider was PayPal. The company saw a clear requirement to 

handle customers processing of transactions and grew to the company it is today. Additionally, 

there are Digital Wallets specialized in handling cryptocurrency. These store the currency keys to 

enable transactions in a secure way. Finally, due to the complexity of creating secure software 

solutions, businesses have start providing Digital Wallets-as-a-Service, ranging from fully developed 

applications and payment agreements to hosting the wallet in a custody, where the user simply 

needs to enter their set of credentials to access the management interface. 

Regarding current applications of Digital Wallets there three types: a) Closed Wallet (closed type), 

where users can use the funds stored to make transactions with only the issuer of the wallet, b) 

Semi-closed Wallet (half-closed type), that allows users to make transactions at listed merchants 

and locations, and c) Open Wallet (Open type), that allow the users to make payments online and 

at stores at any time. Taking delivered technology under consideration, Digital Wallets offer a 

variety of technologies supported. These include NFC, iBeacon and Bluetooth, QR codes, Digital 

Delivery Technology, and SMS-based payments. 

Digital Wallets used for cryptocurrency can be divided into a) Desktop wallets, where users can 

install this service on their computer or laptop only, and they are accessible only from the computer 

on which they are installed, b) Hardware wallets, which are similar to desktop wallets but are using 

a hardware data storage device (e.g., USB) c) Online digital wallets, that run on the Cloud and can 

be accessed from multiple devices, d) Mobile digital wallets, that work as an application on a mobile 

device or cell phone, and e) paper wallets, which actually are the physical copy of the generated 

public and private keys used in a wallet. Examples of the most popular Digital Wallets being used 

today are Google Pay, Apple Wallet, Paypal, Amazon Pay, Samsung Pay, Facebook Pay, and 

Coinbase. 

Nowadays, there are various architectural models being used by Digital Wallet providers / 

developers. They must deal with one of the major concerns brought by the Internet: Digital Identity. 

There are 3 main Digital Identity Models being used: a) Centralized Identity Model, which is the first 

type of Internet identity, and it is the one we still use today in many circumstances, by creating an 

account (usually a username and password) with a website, service, or application, hence, an entity 

is only allowed to plug into a website, service, or application, b) Federated Identity Model, which 

attempts to address some of the drawbacks of the centralized model by inserting a Trusted Third 

Party (the Identity Provider) in the middle of the relationship of the user and the service / website. 

Single sign-on (SSO) is now a regular feature of most business intranets and extranets, thanks to 

protocols of this model (OAuth, OpenID, SAML), and c) Self-Sovereign Identity Model, as the 

breakthrough of Bitcoin and blockchain technology showed that the development of entirely 

distributed systems with no TTPs is practically possible, thus, eliminating the Internet’s reliance on 

centralized enterprises. Verifiable Credentials (VC), Decentralized Identifiers (DIDs) and 

Decentralized Public Key Infrastructure (DPKI) are being used that have enabled the Self-Sovereign 

Identity (SSI) to be used. 
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Although some form of universality among digital wallets, that would at least allow for portability 

between vendor implementations, is a desirable property, at the moment there is no standardized 

structure that can allow end-users, or even businesses to switch between different vendors of 

Digital Wallets. A standardization effort has been initiated under the umbrella of the W3C to 

provide a specification for a universal wallet, however, this effort is still in a very early, experimental 

state. It may even be deemed obsolete in the future as the standard attempts to address issues 

both from the space of digital currencies and that of digital identity and the proposed interface is 

extremely immature and very poorly documented. 

On the other hand, considerable amount of work has been done to the Decentralized Identifier 

(DID), a newly introduced globally unique identifier, similar to the URLs. It allows the identification 

of any type of resource on the Internet. A DID is a URI that can be looked up (resolved) to obtain a 

standardized set of information (metadata) about the resource indicated by the DID. Its properties 

are Persistence, Resolvability, Cryptographic Verifiability, and Decentralization. This data structure 

is not designed to be read directly by end-users in a web browser or comparable software, like a 

web page. it's a machine-readable document designed to be ingested by digital identity applications 

or services like Digital Wallets. The recommended best practice is for a DID document to provide 

only the bare minimum of machine-readable metadata required to enable trusted interaction like 

a set of public keys, one or more service endpoints for the interaction with the subject, and other 

metadata, such as timestamps and cryptographic proofs. 

In the digital world, a single key can unlock billions of dollars in value in the form of 

cryptocurrencies, digital fiat currencies, or other digital assets. Decentralized Key Management is a 

considerably newer topic than its centralized counterpart, which has been the subject of decades 

of research. Discussions and publications around this topic were scarce and generally confined in 

academic circles until 2016, when the first version of the DID community specification was 

published. According to the "DKMS Design and Architecture" published document, a Decentralized 

Key Management System should provide for a) No single point of failure, b) Interoperability, c) 

Portability, d) Resilient Trust Infrastructure, and e) Key Recovery. DID-based authentication has 

been proposed, aiming at defining data formats and challenge-response protocols that will allow 

an identity owner to prove control of a DID to a relying party. 

Digital wallets have become increasingly ubiquitous as online banking grows. The challenges that 

need to be overcome are various: There are legal and ethical issues, and so are cultural differences 

between financial institutions and other companies. There are different legal frameworks 

worldwide been applied and ownership is almost always a major point of discussion. There are also 

organizational issues to be overcome, as potential business opportunities increase, and of course 

there are always privacy and security issues to be tackled. End users should always apply best 

practices for securing their Digital Wallets, like use strong passwords and secure networks only, and 

only install apps from Trusted Stores to minimize the possibility of attacks like malware, man-in-

the-middle attacks, phishing etc. 
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Terminology 

This section is dedicated to providing succinct definitions of terms that are discussed throughout 

this document. Our main goal is to facilitate the understanding of the interested reader by 

elaborating further on a plethora of concepts, some of which have been introduced very recently, 

by procuring an independent reference point (Table 1) that can be revisited while reading through 

this report. 

 
Table 1: Succinct definitions of terms and concepts that are cited throughout this report. 

Decentralized Identifier 

(DID) 

A globally unique persistent identifier that does not require a 

centralized registration authority and is often generated and/or 

registered cryptographically.  

DID Controller 
An entity that has the capability to alter a DID document. There can 

be multiple controllers associated with a DID. 

DID Scheme 

The formal syntax of a decentralized identifier, which begins with the 

“did:” prefix, followed by a unique method name and, lastly, a colon-

delimited identifier string. 

DID Method 

A specification document that precisely defines the implementation 

of operations by which DIDs and their respective documents are 

created, resolved, updated, and deactivated. 

DID Subject 
The entity, be it a person, a group, an organisation, a thing, etc. that 

is identified by a DID and described by a DID document. 

DID Resolver 
A component that, on input a DID, outputs the corresponding (if any) 

DID document. 

DID Document 

A collection of data that provide additional information regarding the 

DID subject, such as cryptographic keys, service endpoints, 

authentication methods, and others. 

Distributed Ledger 

A distributed, replicated, shared, and synchronized collection of 

totally-ordered records that is maintained by multiple, cooperating 

peer nodes and does not have a single point of administration. 

Blockchain 

A particular construction of a distributed ledger, i.e., blockchains are 

a subset of distributed ledgers. These are comprised of a growing list 

of records, which are referred to as blocks, that are sequentially linked 

to each other using cryptography, mainly hash functions. Each block 

contains the hash of the previous one, a timestamp, and a list of 

transactions. These linked blocks form a chain that iteratively leads 

back to the initial block, which is referred to as the genesis block.  

Entity 
Anything with a distinct, independent existence (be it a human, a 

software/hardware component, an organisation, etc.). 

Claim 
A statement, or assertion about a particular subject, or more 

generally, an entity. 

Issuer 

An entity asserting claims about one or more subjects, producing a 

verifiable credential from these claims, and transferring the verifiable 

credential to the holder. 
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Holder 

An entity that has (holds) one or more verifiable credentials and 

employs them to create (verifiable) presentations. The verifiable 

credentials that a holder maintains are usually, but not always, a 

subject of the credentials they have. Credential repositories are where 

holders keep their credentials. 

Verifier 

An entity receiving one or more verified credentials for processing, 

which may or may not be contained within a verifiable presentation. 

This idea is sometimes referred to as a reliant party in other standards. 

Agent 

A software component that represents, or (automatically) takes 

action on behalf of an entity, such as sending and receiving messages, 

encrypting and decrypting information, digitally sign attestations, and 

others. 

Verifiable Data Registry 

(VDR) 

A system mediating the generation/registration and verification of 

identifiers, keys, and other necessary data, such as verifiable 

credential schemas, revocation registries, issuer public keys, and 

other data that may be required to use verifiable credentials. 

Predicate 
A binary clause, i.e., it evaluates to true or false, depending on the 

evaluation of an operand among two values. 

Attribute A value conveying a specific facet of a subject. 

Presentation 

Data extracted from one or more verifiable credentials issued by one 

or more issuers and exchanged with a single verifier. A verifiable 

presentation is one that is tamper-evident and encoded in such a way 

that following cryptographic verification, the authorship of the data 

can be trusted. 

Selective Disclosure 
A holder's ability to make fine-grained judgements about what data 

to share. 

(External) Identity 

Provider 

A system for creating, preserving, and managing identity information 

for holders while offering authentication services to dependent party 

apps within a federation or distributed network. 

Service Endpoint 
A network address, such as an HTTP URL, where services for a DID 

subject function. 
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1. Introduction  

1.1. Purpose and Scope 

This deliverable will outline the challenges, the research problems and the scientific directions 
addressed in WP4, along with the SotA report that will be the baseline for the design and 
development of the first prototypes of GLASS. In this document we research the challenges of 
designing, developing and integrating the wallet back-end mechanisms in the GLASS network. 
Based on the state-of-the-art analysis of relevant mechanisms either operating in a centralised or 
in a distributed manner, this work will be the stepping stone regarding the research strategy the 
project will follow towards the development of the prototypes and their advancement beyond the 
state of the art. 
 

1.2. Structure of document 

The document starts by giving an overview of the history of digital wallets, how and why they came 
to be, and what kind of wallets have emerged. In Section 2, the current applications of Digital 
Wallets are being described and examples of popular existing wallets are shown and compared, 
based on features and goals. 
Section 3 lists all the policies and regulations that apply to this field.  
The document follows on Section 4 by introducing main issues like security and architectural choices 
that should be taken under consideration when designing / deploying Digital Wallet services. The 
challenges presented in Section 5 discuss several issues related to different scopes in the use of 
Digital Wallets. 
 

1.3. What is a Digital Wallet? 

A Digital Wallet is a software piece designed to securely store private information, usually related 

to payment methods (credit cards, bank accounts). A password “safe”, an application that securely 

stores a user’s credentials, can be considered a simpler version of a Digital Wallet. However, the 

“Wallet” term is mostly associated with currency storage and that’s what most of the available 

“Digital Wallet” applications specialize in handling. This document, however, goes beyond that 

simplest application and analyses the wider applications of secure document storage and other 

credentials. 

 

1.4. A Brief History of Digital Wallets 

Mobile payments may be seen as the precursors to digital wallets. Mobile operators saw the 

potential of handling micro-transactions between mobile numbers and implemented the service. 

In 1997, Coca-Cola made available a limited edition of vending machines where beverages could be 

bought just using a mobile phone. 

One of the earliest examples of a digital wallet provider was PayPal. The company saw a clear 

requirement to handle customers processing of transactions. Once a customer has transferred 

funds to their wallet, they are then able to transfer to other wallets using simple identity methods 

such as an email address or phone number rather than having to have complex account numbers, 

swift codes and International Identifiers. There are also Digital Wallets specialized in handling 

cryptocurrency. These store the currency keys to enable transactions in a secure way.  
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1.5. Digital Wallet as a Service 

Due to the complexity of creating secure software solutions to manage digital goods and providing 

agreements with different entities for payment acceptance or document authenticity validation, 

the development of a new wallet application can be quite complex, both in technological terms, as 

in bureaucracy. As such, several companies have created general solutions that can be customized 

to a client, a Wallet-as-a-Service product. Offers can range from fully developed applications and 

payment agreements, ready to be branded to the customers image, to hosting the wallet in a 

custody, where the user simply needs a set of credentials to access the management interface. 
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2. Applications 

2.1. Current Applications 

Regarding the current applications of digital wallets, one can identify three types of them [1-3]  

classified by targeted users, as it is depicted in Figure 1: 

 
Figure 1: Classification of digital wallets based on targeted users. 

 

• Closed Wallet (closed type): A company selling products and/or services can develop a 

closed wallet for customers. Users of a closed wallet can use the funds stored to make 

transactions with only the issuer of the wallet, that is customers will be able to use such a 

wallet only in the specific company’s stores. The money from cancellations, returns, or 

refunds is stored in the wallets. This is basically for those companies that have been in 

business for a long time, but the integration of digital wallets came in some time later. These 

support only a specific application. Amazon Pay is an example of a closed wallet. 

• Semi-closed Wallet (half-closed type): A semi-closed wallet allows users to make 

transactions at listed merchants and locations; those that have signed a special agreement 

with the respective provider. Although the coverage area of such wallets is restricted, both 

online and offline buying can be done through the wallets. However, merchants need to 

enter into agreements or contracts with the issuers for accepting payments from the mobile 

wallets, and coverage area is still rather limited, as not all stores and shops might be able 

to receive money through this medium, hence they are called semi-closed. 

• Open Wallet (Open type): These ones are the most used e-wallets as they allow the users 

to make payments online and at stores at any time. Banks or institutes partnered with banks 

issue open wallets. Users with open wallets can use them for all transactions allowed with 

a semi-closed wallet in addition to withdrawal of funds from banks and ATMs and transfer 

of funds. That means that owners can freely pay different goods and services, including 

financial ones. The service provider allows them to make any transactions from any place 

in the world, provided both the sender and the receiver have their accounts on the same 

app. 

 

When making a classification based on the delivery technology used in a digital wallet, we have the 

following types of wallets [4-5]: 
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• NFC technology: Near Field Communication (NFC), is a contactless payment technology 

based on a radio frequency and designed to exchange data between readers and payment 

devices through a simple touch gesture. The essence of technology lies in the simple data 

exchange between closely located devices: between a credit card/smartphone and reading 

terminal. It allows contactless payment instead of payment cards. Striking instances are 

Samsung Pay, Android Pay, Apple Pay. 

The advantages of NFC technology can be summarised as following: 

o Intuitive design. 

o Easy connection to the ecosystem of e-payment services. 

o High level of security (due to the close physical proximity required to exchange 

data). 

The disadvantage of NFC technology is the following: 

o Terminals (or other similar devices) must be equipped with an NFC component. 

• iBeacon and Bluetooth payment: iBeacon and Bluetooth are the most popular technologies 

when it comes to proximity payments. Wallets equipped with these technologies allow data 

transfer via proximity and peer-to-peer payment solutions within a specific range of 

distance (up to 70 meters on average). 

• Optical/QR code: QR code stands for Quick Response code, a 2D barcode readable by 

smartphones. Digital wallets equipped with this payment technology scan the code, decode 

it, and then confirm the payment information. 

• Digital Delivery Technology: Such digital wallets are designed for purchasing goods and 

services on the Internet and are rarely used in offline outlets. 

• SMS-based payment: This type of digital wallets uses SMS commands for payment 

confirmation and is good for P2P marketplaces, C2B real-world transactions, etc. 

 

Finally, categorisation of digital wallets based on the wallet’s goal includes the following types [6]: 

• Money Management: Such apps enable users to have maximum control over their money. 

Managing finances in a digital wallet helps to better understand users’ income, categorize 

spending, and meet budgets. 

• Online Payments: These wallets are designed for all kinds of online payments and provide 

users with quick transfer speed. Such wallets are compatible with a wide range of credit 

and debit cards and support a wide variety of devices. 

• Local and International Money Transfer: Such digital wallets allow users to easily transfer 

money to friends or family or pay for goods/services through their smartphones or mobile 

devices. This type of digital wallets makes money transfers online easier and cheaper as 

they do not require a third-party money transfer provider involved. 

• Cryptocurrency Store and Exchange: These digital wallets enable users to store and 

exchange their cryptocurrencies safely. They can be either cold or hot. The key difference 

between these two types is that cold wallets are not connected to the Internet thus they 

provide enhanced security. Cold wallets are usually hardware-based, for example a USB 

device that can be easily unplugged from a computer, and hot ones include mobile, 

desktop, and hybrid wallets. 

 

2.1.1. Cryptocurrencies 

A cryptocurrency is a form of electronic money, which has been incredibly popular lately [7]. Since 

any cryptocurrency is virtual, users also need electronic wallets.  Cryptocurrencies can be stored in 
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wallets or in other places, such as a blockchain network, with Bitcoin being an example of the latter 

case. The wallet only contains private and public keys and makes it possible to work with them. 

Cryptocurrency wallets are divided into several types [8]: 

• Desktop wallets, that are one of the most popular digital wallets used for cryptocurrencies. 

Users can install this service on their computer or laptop only, and they are accessible only 

from the computer on which they are installed. Desktop wallets enable the user to create 

a bitcoin address for sending and receiving the bitcoins. They also allow the user to store a 

private key. They provide sufficient data security, although when hacking a computer (or if 

a computer has been infected with a virus) there is a chance of losing all means. Examples 

of desktop wallets are MultiBit, Armory, Hive OS X, Bitcoin Core, and others. 

• Hardware wallets, which are similar to desktop wallets but using a hardware data storage 

device (USB or something of the sort). 

• Online digital wallets, that run on the cloud for cryptocurrencies and due to which it is easy 

to access them from multiple devices. They are convenient to use but are also susceptible 

to theft and often need additional layers of security. There are some drawbacks in the 

cloud-focused approach (like a greater risk to have information stolen), although there are 

also benefits: i.e. the accessibility (namely, the possibility to use these wallets anywhere, 

from any device), but the main reason online wallets attract people for their 

cryptocurrencies is that they are fast. Examples of online wallets are Google Wallet, Yandex 

Money, and others. 

• Mobile digital wallets are convenient and increasingly becoming popular digital wallets. 

They work as an application on the mobile device. Mobile wallets are digital versions of 

carrying money in the pocket. Many companies are jumping into the mobile payments 

space on both the paying and receiving sides of the transaction. The advantages are 

undeniable, you are even allowed to use such wallets in retail outlets. Examples of mobile 

wallets are Apple Pay, Google Pay, PayPal, and others. 

• Paper wallets, that are one of the most secure ways to store digital assets like 

cryptocurrency. They are a physical copy of the generated public and private keys. They are 

easy to use and provide a high level of security but are not always convenient to use.  

Examples of services which are capable of generating paper wallets on behalf of the user 

include BitGo, LitCoin, and others. 

There are wallet apps focused only on a particular type of currency, but there are also those which 

allow making any type of mobile payment. 

 

2.2. Existing wallets 

This section provides information on some of the most popular digital wallets [9-11] 
. 

 

2.2.1. Google Pay 

Google Pay is the successor of Google Wallet and Android Pay; it combined those two. Google wallet 

was Google’s first attempt to provide a wallet service, but the market was already dominated by 

PayPal (see below) and additionally its use was rather cumbersome. There was no NFC technology 

available at the time, so users had to use a dedicated app, upload their credit card credentials, 

unlock their phones at the counter, enter security PINs, and finally authorize payment. Then, 

Android Pay was introduced: Users didn’t have to download a dedicated app since Android Pay 

came automatically integrated with all later Android devices. Google Wallet targeted P2P payments 
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while Android Pay aimed at online and retail shopping. The two services and their overlap somehow 

confused the public until Google decided to merge those two into Google Pay. 

Google Pay platform was established in 2015 and gained immense popularity in 2019 when people 

realized how the app made life easy for them and helped them make transfers without the hassle 

of carrying their wallets and cash. Google Pay enables users to make transactions on an app or any 

website using debit or credit card details saved to the users’ Google Account, Google Play, Chrome, 

YouTube, Android phones, and watches. The app also supports other electronic documents such as 

student ID, movie tickets, gift coupons, store cards, and transportation tickets. The app is 

compatible with both iOS and Android. Here are some of its benefits: 

• It offers quick checkout facility even on the web. 

• Offers sophisticated security infrastructure that has multiple layers incorporated into it. 

• Information is easily manageable. 

• Lures users by offering them rewards and cashbacks. 

• Complete transaction history on readily available. 

• There are several ways of making the transactions. 

• The API integration is easy and quick to set up. 

• All utility bills can be paid via the app. 

• Integrated with audio based QR system for easy payments. 

• Free of charges, therefore the users do not have to pay a single penny to install and use the 

app.  

• It adopts the features of both Android Pay as well as Google Wallet for online payments. 

 

2.2.2. Apple Wallet 

Apple Wallet is an application exclusively available on iPhone, iPad and Apple Watch that securely 

and conveniently organizes credit and debit cards, transit passes, boarding passes, tickets, student 

ID, car keys, rewards cards, and any documents compatible with Apple Wallet. It is considered to 

be one of the leading digital wallet platforms across countries and is one of the oldest e-wallet app 

on the market. It accepts a large number of locations and card types. A user can easily make 

transactions by sending messages of by giving a command to Siri. It is also one of the most secure 

methods of conducting any transactions. For in-store transactions, users can unlock their phones 

and hold them near a compatible point of sale system. Apple Wallet supports geofences, so that 

cards can be readily available in chosen locations. Here are some of its benefits: 

• It has the attribute of touch and the face Id authentication. 

• It is a competitive app; therefore, it provides touch competition to other digital platforms. 

• The information entered in the app is secured and not shared with anyone else. 

• Like most other platforms, it does not let the users save their card information. 

• If the users try to make a transaction with their credit or debit cards, their information will 

immediately be removed after the transaction is complete. 

• The app allows the users to save their important documents on the app. 

• It makes convenient transactions by letting users purchase within the messages’ application 

with Siri’s help. 
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2.2.3. PayPal 

PayPal is one of the first digital wallets available and only supports monetary values. It enables users 

to make payments or transfer funds faster by allowing them to skip the login screen and eliminate 

the need to enter passwords. With a presence in almost 200 countries the money transferring 

platform has been in existence since 1998. It allowed international transactions when there was no 

other way of sending money to other countries. It is one of the most secure platforms to make 

transactions which is even easier as compared to several other e-wallets. PayPal’s mobile wallet 

app can also be operated on a desktop, laptop, or tablet. PayPal can be used when shopping online 

and in person and it makes it easy to transfer funds between accounts. Sending invoices to others 

when someone sells products or services is also an option. 

PayPal also allows setting up all major credit cards as supported payment methods or even 

connecting directly to a bank account. The app supports 25 currencies and is available on both iOS 

and Android phones. Some of its advantages are summarised below: 

• It is one of the most secure payment platforms available globally. 

• It can make an instant transfer from a PayPal account to a bank account in less than 24 

hours. 

• Users can easily keep their records of previous transactions in the PayPal account. 

• It is packed with features such as barcode scanning, credit card reader, and mobile card 

reader. The seller does not get the information of the payer even after the payment is done, 

giving a sense of security to the buyers. 

• The buyers get a protection of 180 days which allows them to get a complete refund within 

this span. 

• Users do not need multiple accounts for purchasing from local and global sites. One account 

per person is enough. 

• The seller does not get the financial information. 

• The app helps in preventing fraud and protecting the information of the sellers. 

• Conflicts are easily solved. 

• The app has a conversation rate of over 82 per cent (in comparison with checkouts which 

do not use PayPal [12]). 

• Sellers can send out payment requests via email. 

• It offers free return shipping facility to the users. 

• The transactions made through the app can be tracked easily. 

• The payments made through this medium are fast. 

 

2.2.4. Amazon Pay 

One of the fasted methods of payment, which is accepted almost across the world, Amazon pay 

offers a robust and most secure way of making payments. It is used in various countries as it makes 

transactions easy and flexible. Here are some of its advantages: 

• Users have to create a single account on Amazon, which can be used in all transactions. 

One does not have to make multiple accounts for different apps. 

• It is available on web and mobile devices as well. 

• The app has been integrated with Alexa, which allows the users to give command to Alexa 

during the checkouts. 
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• It is encrypted, therefore, provides security to the users. 

• The app has also led to several conversions on Amazon. 

• One of the most prominent advantage of the app is that it allows the buyers to split the 

payments. 

2.2.5. Samsung Pay 

Samsung Pay is only available in Samsung Galaxy phones. It allows the storage of payment cards 

and simplifies how you pay, safely. Accepted at more locations than most other methods of mobile 

payment thanks to MST and NFC support, you need a Galaxy phone, to swipe up from the home 

button and authorize the payment through its highly secure fingerprint identification system. 

Placing the phone against the card reader should provide the payments details and conclude the 

transaction. Some of its advantages are summarised below: 

• It offers a plethora of financial services. 

• You have multiple options available for making payments. These include the likes of code 

scanning, show code and send money option. 

•  Offers rewards and vouchers to users after each transaction. 

• Helps the users check their credit score. 

 

2.2.6. Facebook Pay 

Facebook is not only a social networking platform, but also offering their own digital wallet. There 

are several benefits that you can draw through Messenger, WhatsApp and Instagram pay. Some of 

its advantages are summarised bellow: 

• It helps in the prevention of any anti-fraud activity as it detects one. 

• It is encrypted with data security and does not share any financial information of the users 

with the merchants. 

• It does not charge the users any money when they make transactions through WhatsApp 

and Facebook. 

• Support is provided to the users in the form of live chat or email. 

• The payment history is accessible in all the apps that fall under Facebook Pay. 

• It has a verification process in which the users have to either allow facial recognition or put 

in a pattern or pin to proceed with a payment. 

 

2.2.7. Coinbase Wallet 

This App [13] is dedicated to cryptocurrency transactions. It is one of the most popular in this area. 

Users can sell, purchase, and securely store Bitcoin, Ethereum and Litecoin. They also have a 

Coinbase Pro feature that brings an intuitive interface that gives options like real-time order books, 

charting tools and data exporting. It grants users access to real-time market data. 

 

2.2.8. Meo Wallet 

MEO Wallet is the mobile wallet of the Portuguese telco altice MEO. It only supports payments. 

Users can load funds by bank transfer or card and use their MEO Wallet to make purchases in-store 

with an NFC or QR code or even via SMS if they do not have a smartphone. Payments can be made 

online with a QR code. 
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2.2.9. M-Pesa 

M-Pesa is a mobile phone-based money transfer, payments and micro-service, launched in 2007 by 

Vodafone and Safaricom, the largest mobile network operator in Kenya. It has since expanded to 

Tanzania, Mozambique, Democratic Republic of Congo, Lesotho, Ghana, Egypt and several other 

countries. M-Pesa allows users to pay for goods and services, access credit and savings, all with a 

mobile device.  

Users can deposit money into an account stored on their cell phones, to send balances using PIN-

secured SMS text messages to other users, including sellers of goods and services, and to redeem 

deposits for regular money. Users are charged a small fee for sending and withdrawing money using 

the service.  

M-Pesa is more than a simple currency wallet, making it a branchless banking service; M-Pesa 

customers can deposit and withdraw money from a network of agents that includes airtime 

resellers and retail outlets acting as banking agents. 

The service has been lauded for giving millions of people access to the formal financial system in 

the developing world and for reducing crime in otherwise largely cash-based societies, most 

vulnerable to robbery crimes. 
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3. Policies and Regulation 

This chapter presents existing policies and regulation related to the provisioning of Digital Wallet 
services. They are presented in this deliverable for completeness purposes; however, they are 
presented in detail in Deliverable 2.2.  

3.1. Existing Policies and Regulations 

  

3.1.1. EU 

The EU has a long history of laws and regulations related to a subject’s Identity (in whatever scope 

this might be examined) and its protection. Starting from the EU Charter of Fundamental Rights 

[14], in Articles 7 and 8 of the Charter, the right to privacy and to protection of personal data 

respectively, up to its latest regulation, the General Data Protection Regulation (GDPR) [15]. Since 

personal data includes any information that can be linked to an identifiable person, and the entire 

concept of GLASS focuses on allowing persons to govern data, it is unambiguously clear that the 

architecture of GLASS must be implemented with GDPR compliance in mind, and that any use cases 

of the GLASS architecture must also be executed in compliance with the GDPR. It outlines the 

requirements for fair and lawful processing of personal data and applies in principle to any 

processing (i.e. collection and any other use, including simple exchanges) of personal data, defined 

as any information relating to an identified or identifiable natural person (a ‘data subject’) (Article 

4 (1) of the GDPR). 

Additionally, there also exists the eIDAS Regulation: this is an advanced legal framework, developed 

by the EU, in relation to electronic identification and authenticity. This Regulation addresses three 

principal topics: electronic identification, trust services, and electronic documents. All three of 

these are relevant in the context of GLASS. It allows Member States to notify electronic means of 

identification used by the public sector (e.g., eID cards or mobile identification apps), and to allow 

an objective assessment of the reliability of those means of identification on the basis of common 

EU standards (their so-called level of assurance, which can be rated as high, substantial, or low).  

It should also be noted that the eIDAS Regulation comprises more than a purely legislative 

framework. Substantial development, implementation and development work has been organised 

at the EU and national level, resulting in the creation of the so-called eIDAS nodes. The eIDAS nodes 

can be understood as a standardised reference implementation software that Member States must 

deploy, operate and maintain, and which is capable of supporting cross border identification using 

notified eIDs. 

The European Commission has also created the Payment Service Directive (PSD), which was 

established to deliver a single context for payment standards and obligations, leading to the 

creation of the Single European Payments Area (SEPA) [16], which is a regulation adopted in 2012 

(EC260/2012), aiming to create a single market for the European retail payments market. Together 

with the E-Money Directive of 2009 they have created a set of regulations and guidelines for 

payment services inside the European Union territory. PSD provides the legal foundation of an EU 

single market for payments, including a set of rules applicable to all kind of payment services in the 

European Union. Its main objective is to make cross-border payments easy, efficient, and secure. E-

Money Directive (EMD) was released on 2009 under (2009/110/EC) and aims to benefit consumers 

and businesses within the European market. Its objectives are to enable new, secure, and 

innovative electronic money services, open the market to new companies, and promote effective 

competition. 
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Finally, throughout the EU the Payment Card Industry (PCI) standard is applied. The Payment Card 

Industry Security Standards Council was launched in the year 2006 as an open global forum initiative 

of the five founding payment brands. American Express, Discover Financial Services, JCB 

International, MasterCard, and Visa, along with strategic partners, share equality in the council’s 

governance and inputs into the security standard used in mobile transfers (among others). 

3.1.2. National Examples 

Each country has its own legal and regulatory environment, that it should follow the directives from 

the EC, but can add additional set of rules or interpret in a different way the mandatory guidelines 

from the EU. Additionally, worldwide we can see a lot of examples of countries trying to strengthen 

their legal and regulatory framework with actions like the Regulation on Mobile Payment Services, 

the Electronic Fund Transfer Act (EFTA), the Federal Trade Commission Act and others. 

3.2. Future Policies and Regulations 

As with all European projects, Glass project needs to be maintained to reflect changes into existing 

and new legislation (SDGR implementing Act, eIDAS Revision, the Data Package), and any 

regulation(s) that may change in the future. 
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4.  Architecture 

4.1. Security concerns in User Identification 

Authentication methods are widely used to test user identity in mobile transactions as the user 

identity is required to execute transactions [17]. There are mainly 3 types of authentication 

methods: knowledge-based authentication, object-based, and biometric authentication. With 

Knowledge-Based, users can use a personal identification number (PIN) or a password to validate 

their identity [18]. Physical tokens (such as smart cards) are used to perform object-based 

authentication. Objective knowledge-based methods can create inexpensive and straightforward 

authentication systems for various computing applications. However, both the above methods have 

the disadvantage of being likely to be lost or forgotten by the users, which can be an intellectual 

burden for application users [19]. To overwhelm the restrictions of these methods, advanced 

authentication systems have been developed [20]. Biometric methods based on user personal 

identity (i.e., Physical Characteristics) have been effectively applied to protect and verify users’ 

identities. Identity verification based on human-specific biometrics (such as fingerprints, voice, or 

iris) is unlikely to be easily stolen or transferred. Previous research has shown that the apparent 

advantages of biometric authentication systems improved account security and the perceived 

pleasure and reduced cognitive load and time, which provides more excellent value to consumers 

[21]. Biometric technology has its limitations. Because of the complication of high-quality images, 

many factors in a biometric system will reduce user identification accuracy [22]. Physical issues like 

wet surfaces, dirty fingers, or scratches are familiar illustrations that can delay biometric 

authentication. In addition, the biometric system also has privacy issues related to users’ identity 

management. Biometrics characteristics can be divided into three main classes namely 

‘Morphological’, ‘Behavioural’ and ‘Biological’ [23-24]. Morphological is related to the shape of the 

body such as retina, voice, prints (finger, thumb, palm), iris, hand geometry, face recognition, ear, 

height, weight, skin, veins, gender. Behavioural is related to the behaviour of a person such as gait, 

signature, keystroke dynamics, voice, driving, gaming. Biological is related to the inner part of a 

living organism such as heartbeat, odour, DNA, blood. 

Three types of authentication factors named single-factor authentication (SFA), two-factor 

authentication (2FA), and multi-factor authentication (MFA) can be understood through the 

definitions proposed by research [25-26]. They proposed that a process allowing individual users to 

seek access from authenticating parties for attestation of their personalities with the utilization of 

single attribute associates with their identifies is termed as Single-Factor Authentication (SFA). An 

example of such an attribute would be the use of a PIN for unlocking cell phones. The user-friendly 

and straightforward nature [27] of this authentication type made it a preferable choice for many 

companies; however, its vulnerability to various forms of attacks [26] made it unsuitable for 

application in financial institutes. The main drawback of static passwords is their lack of protection 

against replay attacks, hence, the purpose of the OTP mechanism is to annihilate the replayability 

of passwords with the generation of a new password for each use [24, 26] Defined Two-Factor 

Authentication (2FA), mentioning that users seeking requests for access from authentication party 

through attestation of their personality with two attributes are a process that comes under the 

concept of Two-Factor Authentication. These attributes include knowing something personal or 

possessing something personal that can be associated with one’s personality. Hence, attackers are 

bound to be aware of two identifiers to get the same authentication as the original users in 2FA. 

This feature of 2FA makes it acceptable and applicable by financial institutions. However, in this 

type loopholes remain, leaving it vulnerable to a MITM attack, eavesdropping, and trojan horse 

attacks. Furthermore, it has its limitations when considered for its effectiveness against phishing 
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[27]. For defining the third type of authentication factor named Multifactor Authentication (MFA), 

[26] describes that it involves users seeking requests for access from authentication parties through 

attestation of their personality with multiple attributes. Biometrics are used along with ownership 

and knowledge as an attribute by MFA. MFA’s higher level of security makes it a better choice for 

various critical services and computing devices. Physical separation of authentication factors from 

the user device can allow MFA to be more successful. The addition of biometric factors makes MFA 

achieve improved identity proof resulting in more secure systems [27-28]. 

 

4.2. Digital Identity Models 

The challenge that the Internet was supposed to solve when it was first developed by the US military 

was to interconnect machines to share information and resources across numerous networks. 

Packet-based data interchange and the TCP/IP protocol was so ingenious that it allowed for the first 

true "network of networks". 

That being said, it is imperative to preface the discussion by citing one of the most well-known, 

accurate, and concise statements: “The Internet was built without an identity layer”. The Internet 

was created with no method of knowing to who or what one is connecting to. This fundamental 

fact, apart from the apparent restrictions that it imposes in terms of digitizing business logic, 

exposes users to ever-increasing threats.  

This appears to be a relatively simple problem to solve—after all, humans and organisations 

invented the Internet, and we control (or at least believe we do) all the “things” that use it. So, how 

difficult could it be to create a simple, standard method of identifying a person, company, or thing 

with whom you are transacting over the Internet? Unfortunately, it turns out to be extremely 

difficult. 

The early Internet was not particularly large. Indeed, the majority of those who used the network 

were university computer scientists. To participate, they all needed expensive machines and 

advanced technical abilities, and the majority of them knew each other. Despite the fact that the 

Internet was supposed to be decentralized and without single points of failure, it was initially a 

small club. 

Needless to say, that has entirely altered. On the Internet, there are now billions of individuals and 

billions of gadgets (e.g., IoT devices), and practically all of them are strangers. The unpleasant truth 

is that there are many malicious actors who actively seek to deceive users about who or what they 

are dealing with through the Internet. One of the most common sources of cybercrime is identity 

theft (or the absence thereof). 

Despite all the attempts to overcome the internet identity dilemma, a brief overview of which is 

provided in the following sections of this chapter, the lack of a breakthrough solution has led to 

several prominent, large-scale episodes of theft and deception. This follows directly from the fact 

that users, the overwhelming majority of which are not technology savvy, are forced to interact 

with authentication systems that are intractable. A testament to this point is that the average 

corporate user had 191 passwords to remember in 2017 or that username/password management 

has become the most disliked consumer experience on the Internet.  

To convey more clearly the severity of this issue, an adequate solution for which evades us even 

today, in the following, we provide a short list of statistics that quantify incurred damages stemming 

from prominent security incidents: 

• By 2021, global cybercrime damages are expected to cost $6 trillion per year. 

• Over 90% of customers in the United States believe they have lost control over how their 
personal information is gathered and utilized by a variety of organisations. 
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• In one of the largest data breaches in history, three billion Yahoo accounts were hacked in 
2016. 

• Compromised user passwords account for 80% of hacking-related breaches. 

• Equifax has incurred a total loss of approximately $4 billion as a result of the data breach. 

• According to a 2014 analysis by Ctrl-Shift, the cost of identity-assurance procedures in the 
UK alone surpasses £3.3 billion per year. 

To conclude, our inability to solve the problem of digital identity is reaching a breaking point. Either 

we repair it, or the Internet's future is in jeopardy. In the following sections, we provide a succinct 

overview of the digital identity models that have been proposed and deployed throughout the years 

on the Internet to provide insight to the interested reader on the hardness of this problem and the 

(subtle in some cases) fallacies of each approach. 

4.2.1. Centralized Identity Model 

 

The centralized identity model is the most straightforward to explain. It is the technique we have 

used for years with virtually all IDs and credentials, including government ID numbers, passports, 

identity cards, driver's licenses, invoices, Facebook logins, Twitter handles, and so on. All of these 

are granted by central governments or service providers such as banks or telecommunications 

firms. 

This approach was also the first type of Internet identity, and it is the one we still use today in many 

circumstances. By creating an account (usually a username and password) with a website, service, 

or application, you can establish your identity. As a result, the paradigm is sometimes referred to 

as account-based identification. 

Figure 2: Illustration of an individual’s relationship to a website (or application) under the Internet's original 

centralized, account-based identity model and the technical standards that are associated with it. 

 

Because in the world of centralized identification, an entity does not exist without an account in 

some centralized system, "You" is depicted as a dotted circle in Figure 2. This organisation is lending 

entities credentials associated with limited controls and permissions; hence, an entity is only 

allowed to plug into a website, service, or application. These credentials belong to the particular 

organisation. Thus, an entity’s ability to access services will be terminated if, e.g., the organisation 

unilaterally decides to delete, or deactivate, an entity’s account. Consequently, an entity’s entire 

digital footprint will disappear from the Internet. Interestingly enough, the organisation in question 

will still retain complete ownership of an entity’s data, on which the latter has no means of 

expressing any form of control.  
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Unfortunately, there are several other important issues that manifest from the model of centralized 

identity management, which are as follows: 

• Entities are solely responsible for remembering and keeping all usernames and passwords 
(as well as other multi-factor authentication techniques such as one-time codes in some 
situations) private and secure. 

• Each website has its own security and privacy standards, and they are all different (a classic 
example is the wildly disparate password rules: minimum length, special characters 
allowed, and so on). 

• An entity’s PII is not transferable or reusable (users are warned never to reuse passwords). 

• These centralized databases of personal information are massive honeypots that have 
resulted in some of the world's largest data breaches. 
 
 

4.2.2. Federated Identity Model 

The industry developed a new model, which is commonly referred to as the federated identity 

model, in an attempt to address some of the drawbacks of the centralized model. The basic concept 

is straightforward: a service provider known as an identity provider (IDP) is inserted in the middle 

of the relationship (Figure 3). 

 
Figure 3: Illustration of the three-way relationship that is intrinsic to the federated identity paradigm, along with 

technical standards that are associated with it. 

 

In this paradigm, entities have only one identity account with the IDP, which allows them to log in 

and share some basic identity data with any website, service, or app that uses it. A federation is 

loosely defined as a collection of all the websites that piggyback on the same IDP (or even a group 

of IDPs). The organisations that participate in a federation are referred to as relying parties (RPs). 

Since 2005, three generations of federated identification protocols—Security Assertion Markup 

Language (SAML), OAuth, and OpenID Connect—have all been created, with considerable success. 

Single sign-on (SSO) is now a regular feature of most business intranets and extranets, thanks to 

these protocols. Federated identity management (FIM) started gaining traction on the consumer 

Internet, where it was dubbed as "user-centric identification." Social login buttons from Facebook, 

Google, Twitter, LinkedIn, and other companies are now a standard feature on many consumer-

facing websites thanks to protocols like OpenID Connect (Figure 4). 
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Figure 4: Prominent illustrations of SSO buttons that appear on websites in an attempt to simplify registration and 

login processes. 

 

Despite the fact that federated identification has been in development since 2005, it has yet to 

supply us with the Internet's missing identity layer. There are several causes for this, a short list of 

which is summarized in the following: 

•  There is no website, service or app which is compatible with all available IDPs. As a result, 
users require accounts with several IDPs, and they quickly forget which IDP they used with 
every site, service, or app. 

• IDPs must have “lowest common denominator” security and privacy rules since they service 
so many sites. 

• Many users — and many websites — are wary of having a "man in the middle" of all their 
relationships, who can monitor a user's login activity across several sites. 

• Prominent IDPs are among the most popular honeypots for cybercriminals. 

• IDP accounts are not transferable in the same way that centralized identity accounts are. 
An entity’s account logins are lost if an IDP is forfeited. 

• IDPs are unable to assist users in safely sharing some of their most valuable personal data, 
such as passports, government-issued identifiers, health data, financial data, and so on, due 
to security and privacy concerns. 
 

4.2.3. Self-Sovereign Identity Model 

Breakthroughs, like many other disruptive developments, can originate from unexpected locations. 

A prominent testament to this fact is the publication of Bitcoin’s white paper. No one expected it 

would fundamentally shift the way we think about money, identity and trust online, concepts which 

are heavily intertwined for many centuries. Bitcoin, the world's first widely adopted cryptocurrency, 

revolutionized digital payments by allowing untrusted actors to transact safely without relying on 

trusted third parties (TTPs). The system is comprised of a distributed network of peers (miners) with 

open membership that maintains a highly replicated, auditable, append-only log of transactions 

known as a blockchain. 

Following the introduction of Bitcoin, blockchains have shown promise that the development of 

entirely distributed systems with no TTPs is practically possible. The system of blockchain protocols 

incentivizes participants to engage in the protocol. The benefits come in the form of a digital 

currency (cryptocurrency) that compensates its users, establishing a disincentive to free-riding 

while still maintaining a highly scalable, open-entry system. The introduction of this ingenious 

technological construct has led to calls from the community to “re-decentralize” the Internet by 
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using blockchain technologies to build critical digital identity services, thus, eliminating the 

Internet’s reliance on centralized enterprises. 

The pervasiveness of blockchains has even caught the attention of even prominent government 

institutions and regulatory bodies, such as the U.S. Department of Homeland Security Science & 

Technology, the European Union via the EU Blockchain Observatory & Forum, the European SSI 

Framework (eSSIF), and even the Chinese government, all of which collectively acknowledge the 

potential of blockchains in solving the critical issue of the Internet’s lack of a digital identity layer. 

Inspired by this innovative technological advancement, a hybrid identity model emerged in which 

connections between entities are entirely peer-to-peer (P2P). However, the issue of managing keys 

was delegated to a centralized entity. This paradigm was essentially decentralized and no longer 

reliant on centralized or federated identity suppliers. It grew quickly as new advancements in 

cryptography, distributed databases, and decentralized networks were absorbed. It gave birth to 

new decentralized identification standards, including verifiable credentials (VCs) and decentralized 

identifiers (DIDs), which we go over in greater depth in Chapter 4.3. The most significant distinction 

in this paradigm is that it is no longer based on accounts. Instead, it functions similarly to how 

identification works in the real world: it is built on a direct relationship between entities, as 

illustrated in Figure 5. It is important to stress that in this case, neither entity provides, controls, or 

owns in any way the connection.  

 

 
Figure 5: Illustration of the decentralized identity paradigm that enables peer-to-peer relationships, restoring entity 

direct, private contacts protected by public key cryptography. 

 

Because each peer can connect to any other peer anywhere, which is exactly how the Internet 

works, these P2P connections are naturally decentralized. To transform this underlying concept into 

a practical identity layer, public key cryptography is employed to, e.g., facilitate end-to-end (E2E) 

encryption. The blockchain is leveraged to build an identity management system, i.e., it essentially 

acts as a decentralized public key infrastructure (DPKI). The latter provides a distributed network 

that can serve as a building block to: 

• Directly exchange public keys between any two peers to build private, secure connections. 

• Store some of these public keys on the ledger to verify the signatures on digital 
identification credentials (also known as verifiable credentials) that peers can trade to 
prove their real-world identities. 

The more appropriate and digestible analogy for the decentralized identity model is how one 

establishes her identity in the real world every day, i.e., by revealing physical credentials accrued 

by other trustworthy parties, such as government-issued identity cards. The digital equivalent of 

this can be attained by employing digital wallets, digital credentials, and digital relationships with 

decentralized digital identity. 
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Figure 6: Illustration depicting the foundational principles underpinning the SSI paradigm Invalid source specified.. 

 

As this paradigm gained traction, the term self-sovereign identity (SSI) was coined. In Figure 6, we 

provide an illustration that depicts the funding principles of this new and emerging paradigm, a 

concise description of which is provided in Table 2. 

 
Table 2: Elaboration on the founding principles of the SSI paradigm. 

 Principle Description 
 Existence At the core of the SSI paradigm lies the individual, which will never 

be completely digital in the general case, i.e., its existence 
transcends that of the digital identity system. 

 Control Entities must be able to manage their own identities and have the 
final authority on them, subject to well-understood and safe 
methods that maintain the continuous validity of identity and its 
respective claims. This involves an entity’s ability to refer, amend, 
or even delete it without an implicit or explicit choice regarding 
celebrity and/or privacy. 

 Access Entities must be able to access their own identification information 
at all times without any concealment or gatekeeper involvement. 

 Transparency The systems and algorithms that are employed need to be open, 
both in terms of how they function and how they are controlled and 
updated. This entails free, open-source, and well-known algorithms 
that are as decoupled as possible from any specific architecture and 
which anyone should be able to investigate how they operate. 

 Persistence An entity’s identification information should, ideally, last 
indefinitely, or at least as long as it desires. Even if cryptographic 
material might be (regularly) rotated, one’s identity must stay 
intact. This must not conflict with an entity’s right to be forgotten. 

 

 Portability Identity-related information and services must be portable, even if 
a TTP acts on an entity’s behalf, or best interests. In an ever-shifting 
and changing digital space, this property ensures that an entity is 
able to retain control at all times. 

 



D4.1 WaaS Challenges and SotA reports - a  
 

 
Document name: D4.1 WaaS Challenges and SotA reports - a Page:  31 of 62 

Reference:    T4.1 Dissemination:   Public Version: 0.1 Status: Draft 

 

 Interoperability Broad adoption of digital identities is focal to their success, e.g., in 
crossing international borders cases that effectively lead to their 
globalization. 

 

 Consent Any entity must consent to the usage of its personal information, 
even though it might not be directly participatory, it must still 
remain informed and intentional. 

 

 Minimization Disclosure of claims about ones identity should be kept to a 
minimum and should only contain the information required to 
complete the task at hand. This can be facilitated by modern 
cryptographic techniques that allow for selective disclosure, range 
proofs, and other zero-knowledge proof schemes. 

 

 Protection In cases where the needs of the identity solution clash with, e.g., 
the rights of individual users, the first priority should always be the 
safeguarding of a person’s freedoms and rights. 

 

 

Naturally, as any other identity model, or system in general, SSI introduces its own set of challenges, 

or problems, a succinct list of which is as follows: 

• Establishing the SSI ecosystem: Individual companies or more localized groups can reap 
some of the benefits of SSI. The full network effects will only become apparent when 
diverse industries, governments, and ecosystems begin to accept each other's digital 
credentials. This, in turn, is contingent on achieving true interoperability among SSI's core 
technical components. While this infrastructure is in place, it is still in its infancy, and more 
work needs to be done before it is completely prepared for the Internet’s scale. 

• Decentralized key management systems (DKMS): SSI is dependent on cryptographic key 
pairs that identity holders keep private in their own digital wallets. The loss of such private 
keys equates to the holder's digital identity being erased entirely. The Achilles heel of 
cryptography and public key infrastructure adoption has always been key management. 
Many experts feel it can only be handled by major corporations and centralized service 
providers, such as banks or government organisations, due to its inherent complexity. The 
rise of cryptocurrencies has already resulted in tremendous progress in the field of 
decentralized key management. This issue constitutes one of the most significant 
roadblocks to SSI’s adoption and success. 

• Connectivity: SSI is based on the exchange of digital credentials over a digital network. 
However, there are a variety of instances in which we must be able to confirm our 
identification without using the Internet or a digital gadget, e.g., in remote locations where 
Internet connectivity is not available. As a result, SSI solutions must be able to work both 
online and offline, as well as with intermittent or indefinite connectivity. This is a 
tremendous engineering challenge that, at the time of this writing, remains unresolved 
even at a conceptual level. 

 

4.2.4. Models Discussion 

In the previous sections, and for each prominent identity model, we have already provided a 

descriptive overview of their benefits, pitfalls, and their severity thereof. We dedicate this section 

to discussing more nuanced and subtle points that may not be apparent to the non expert. 

In the context of centralized and federated identity schemes, control lies at the hands of the issuers, 

i.e., the organisations acting as IDPs and the verifiers (Figure 7). However, in the SSI paradigm, the 

focus of control is transferred to the individual user, who can now interact with any other party in 
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a P2P fashion. This paradigm shift has, apart from technical, implications to the business, legal and 

social landscapes. 

 

 
Figure 7: The change in focus that occurs when moving from centralized or federated identification models to self-

sovereign identity models. 

 

The major technological shift brought forth by SSI is on par with that of the Internet or the web 

itself. Consequently, its features and benefits cannot be enumerated exhaustively and still remain 

to be discovered, as was the case with the Internet itself. Indeed, when the Internet was first 

established, nobody could predict the benefits and pervasiveness it would have in every facet of 

today’s society. 

The underlying rationale is that the SSI model addresses fundamental issues regarding digital trust 

at the infrastructure level, much like the Internet addresses fundamental issues in data exchange. 

By providing a solid layer of open standard infrastructure, SSI, like the Internet, can reduce the need 

for hundreds of smaller ad-hoc solutions. 

Examining what drives demand is one way to understand the momentum of SSI. Some of these 

categories may appear bizarre or ideological to more business-minded readers, but our goal is to 

convey what occurs in the market. We have identified the following three broad groups of driving 

demands: 

• Enhancing customer experience and business adeptness: This is the primary market driver 
for SSI, which focuses on security, cost savings, and end-user convenience. Improvements 
in data security, regulatory compliance in terms of privacy and data protection, cost-
cutting, workflow improvement, and strengthening competitiveness by improving end-user 
experience are all positioned as disruptive forces to established identity and access 
management (IAM) solutions. 

• Diminishing/Eliminating monetization of digital surveillance: This is a reaction to the 
business model and practices of some of the most powerful firms on the Internet today, 
whose main economic model revolves around digital advertising. Harvard professor 
Shoshan Zuboff coined the term "surveillance capitalism" to describe this global 
phenomenon. The backlash against this model has become a market driver for 
governments, privacy-conscious individuals, and a small number of corporations who want 
to do more than just ride the next wave of technological innovation and growth; they also 
want to strategically weaken the business model of global data aggregators, resellers, and 
distributors. A prominent example is the European Union's General Data Protection 
Regulation (GDPR), which is spearheading this charge since it puts end-users on an equal 
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footing with Internet behemoths, especially considering all these exponential technological 
advancements. 

• Rise of awareness and importance of individual sovereignty: People who seek more 
control over their lives and data are driving this shift. Perhaps the easiest way to define this 
SSI market force is to say that it aspires to achieve decentralized identification what Bitcoin 
aspires to accomplish for decentralized money. Permissionless cryptocurrency 
technologies, such as Bitcoin, aim to establish fully decentralized markets that are not 
reliant on any central parties. Individuals in this market sector wish to apply the same idea 
to digital identity, opting for decentralized SSI infrastructures. 

Unarguably, the first of all the aforementioned categories constitutes the most important and 

pervasive driver for SSI adoption. 
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4.3. Standards 

4.3.1. Overview of SSI 

In this chapter, we gradually shift the discussion towards more technically-oriented topics related 

to SSI. The previous section presented advantages and disadvantages of applicable models. The 

model discussion above highlighted the reasons that the SSI model is the way to go for Glass project. 

We therefore analyze the SSI in more detail herein. 

As a starting point, we aim to facilitate the reader’s understanding of the structure of SSI 

ecosystems, i.e., the actors involved, their corresponding roles, and the means under which they 

interact to deliver a holistic digital identity solution. The main body of this chapter, however, is 

dedicated to presenting the research performed regarding the so-called de jure standards that 

comprise the SSI technical stack, followed by a concise, but very dense evaluation regarding their 

status, maturity, and implications of their application. 

Figure 8 illustrates the main actors and their respective interactions, following the terminology 

defined by the W3C Verifiable Claims (VC) working group. 

 
Figure 8: Illustration of the main actors involved in an SSI ecosystem, as per the W3C, and their high-level interactions 

in the context of issuing and verifying credentials, which is enabled by a public or private blockchain network. 

 

The point of initiation revolves around issuers who, as the term implies, issue credentials. This 

entails that any other entity in the ecosystem obtains credentials from one or more issuers and that 

every credential has one issuer. Prominent examples of actors that can fulfil this role in a practical 

deployment are (but are not limited to) government agencies, financial institutions, universities, 

corporations, and NGOs. Individuals, as well as IoT devices, can also act as issuers depending on the 

context. For instance, a properly equipped sensor could issue a digitally signed credential regarding 

a sensor reading. 

Holders request VCs from issuers, store them in a digital wallet (a topic we discuss later in this 

chapter), and present proofs of claims from one or more credentials when requested by verifiers 

(following the consent of the holder). Although we most commonly think of individuals as 

holders/provers, these can also be organisations using enterprise wallets, or even IoT devices. 

The role of the verifier can be assumed by anyone, i.e., a person, an organisation, or even a thing, 

depending on the context and embodies some form of assurance of trust in the subjects of 

credentials. Verifiers ask holders/provers for one or more claims originating from one or more VCs 

that are subject to proof. If the holder accepts, the holder's agent responds with a proof that the 

verifier can validate. The verification of the issuer's digital signature, which is commonly achieved 

using a DID (we return on this topic later in this chapter), is a vital stage in this process. 

The relationship between issuers, holders/provers, and verifiers is often referred to as the trust 

triangle. It is a direct reflection of how human trust relationships are conveyed over a digital 

network. Figure 9 illustrates how VCs only convey trust if the verifier trusts the issuer. We stress 

that this does not entail that the verifier must have a direct business or legal relationship with the 
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issuer. Instead, it is meant to convey the verifier’s willingness to base an arbitrary business decision 

on the level of trust, or overall assurance, that the verifier has in the issuer. 

 

 
Figure 9: The digital equivalent of human trust interactions as reflected in SSI ecosystems. 

 

In the interest of clarity and to alleviate (potential) reader confusion, we stress that the trust 

triangle only describes one side of a business transaction. In many cases, it is arguably the case that 

both parties ask the other for information. As a result, both parties act as holders and verifiers in a 

single transaction. In addition, many business transactions may result in the issuance of new 

credentials from one party to the other, or even in a bidirectional fashion. Regardless, the main idea 

is that relevant information can be transmitted in the form of VCs, which are digitally signed by the 

entity that acts as an issuer in that given interaction, or exchange. 

 

 
Figure 10: Technical standards that comprise the SSI stack along with their corresponding standardization bodies. 

 

In Figure 10, we present the technical standards that comprise the SSI stack, along with their 

corresponding standardization bodies. A summarized description of each is as follows: 

• Digital Wallets: The digital equivalents of physical wallets for storing verifiable credentials 
on any modern computing device, such as a smartphone, tablet, or laptop. Typically, these 
are stored in apps or software modules, referred to as agents, that allow entities to obtain 
and present credentials, maintain connections, and securely communicate and exchange 
verified credentials with other digital agents using our digital wallets. 

• Decentralized Identifiers (DIDs): A newly introduced type of “digital address”, which 
employs modern cryptographic techniques to eliminate reliance on centralized registration 
authorities. 
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• Decentralized Key Management Systems (DKMS): A system that manages cryptographic 
keys in a decentralized, scalable fashion by building on top of the security properties of 
distributed ledgers, i.e., immutability, availability, and resilience to provide for verifiability 
and key recovery, among others. 

• DID Authentication (DID Auth): A collection of protocols that allow identity owners to 
prove control of a DID to other entities, the latter of which is commonly referred to as a 
relying party. 

• Verifiable Credentials (VCs): The digital version of the physical credentials that we carry in 
our wallets practically every day to prove some aspect of our identity. 

The astute reader will notice that we make no reference to governance frameworks, i.e., the 

collection of business, legal and technical regulations for using SSI infrastructures, whilst the 

authors acknowledge their importance which, one can argue, undoubtedly overshadows that of 

technical standards. Indeed, reaching agreement among computers, even in the presence of 

arbitrary faults, is, arguably, an easy feat compared to attaining agreement among humans (even 

without considering malicious actors). Consequently, we make the conscious choice in this 

deliverable to focus on technical aspects, as such is the character of the efforts of WP3.  

The remainder of the chapter is organized as follows. We dedicate one section per layer of the SSI 

stack (Figure 10), and for each of which, we provide a high-level introductory paragraph, followed 

by more technical details and an evaluation based on our research findings. Our goal is to convey, 

to the extent of our ability, as much enlightenment as possible regarding each layer of the stack. 

Finally, this chapter concludes with a short discussion of points related to the entirety of the SSI 

technical stack. 

 

4.3.2. Digital Wallets 

We often maintain credentials in a physical wallet in the real world because it keeps them all in one 

place and makes them convenient to carry around and access when needed. A digital wallet's 

function is similar to that of a physical wallet, i.e., it stores (cryptographic) keys, offers protection 

against thievery, and provides accessibility, availability, and portability across multiple devices 

owned by an entity. 

From a formal perspective, we stress that no commonly agreed definition of the term "digital 

wallet" exists. Indeed, during our research, we have come across at least half a dozen different 

definitions. The minimal set of data that, at the time of this writing, prominent digital wallet 

implementations store, such as the one offered by the indy-sdk, is as follows: 

• Various kinds of DIDs. 

• Verifiable credentials. 

• PII (not in the form VCs). 

• Usernames and passwords, i.e., providing similar functionality to that of a password 
manager. 

To provide for secure and user-friendly management of all the aforementioned data points, it is 

generally the case that digital wallets are wrapped into software modules that abstract the majority 

of these intricacies from the user, thus, instantiating what is commonly referred to as a digital agent. 

Similar to the case of digital wallets, a concrete definition for agents is not available. However, for 

the purpose of this discussion, we consider the relationship between a wallet and an agent 

analogous to that of a computer, or smartphone and its operating system.  

This new class of SSI-specific digital wallets and agents is unlike any previous attempt (and there 

have been many). Indeed, the design guidelines for these software components need to be, on the 
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one hand, compatible with SSI’s underlying philosophy and, on the other hand, address a much 

larger set of requirements. A summary of the overarching design principles for digital agents and 

wallets is as follows: 

• Portable and open by default 

• Consent-driven 

• Privacy by design 

• Security by design 

In Figure 11, we present a conceptual architecture adopted by most SSI wallet and agent 

combinations. The top part of the figure displays the agent’s major functions, while the bottom 

boxes those of the wallet. 

 

 
Figure 11: A typical architecture regarding SSI wallets and agents and their respective functionalities. 

 

At the time of this writing, digital wallet and agent implementations are completely disconnected 

from each other, i.e., there is no standardized structure that can allow end-users, or even 

businesses to switch between different vendors. To address this, a standardization effort has been 

initiated under the umbrella of the W3C to provide a specification for a universal wallet. 

This specification aims to create an abstract data model and set of interfaces that closely resemble 

a real wallet system and its most typical usage. Many software systems already exist that manage 

subsets or supersets of the data stored in digital wallets. This specification seeks to be compatible 

with those systems by allowing them to handle information and interfaces as long as they can be 

appropriately specified at both a data model and an interface level. An important component of 

this specification is the ability to describe data and interfaces in their current state. 

The standard aims to JSON-LD data model that can encode cryptographic keys, credentials, credit 

cards, (digital/crypto) currency, and collections of content for grouping together pieces of data 

pertaining to a particular context, among others. In Table 3, we provide an overview of the 

standard’s proposal regarding the interface of the universal digital wallet. 

 
Table 3: Descriptive overview of the universal wallet’s proposed interface. 

 Function Description 
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 Import Receives as input a serialized exported wallet representation, which is 
loaded into the current wallet software. 

 Export Produces a serialized wallet representation that may be exported. 
 Add Loads a representation of wallet content from a serialized export into 

wallet software. 
 Remove Removes the representation from wallet software by taking an IRI to 

wallet content or the content by value, if it exists. 
 Lock Encrypts one or more content pieces of the wallet. 
 Unlock Decrypts one or more content pieces of the wallet.  
 SignRaw On input a byte buffer and an options object, which must contain a 

verification Method, outputs a digital signature. 
 

 VerifyRaw On input a byte buffer, an options object, which must contain a 
verification Method and a digital signature, outputs whether the 
signature is valid or not. 

 

 Verify On input a verifiable credential, or verifiable presentation, outputs a 
boolean verified and, if verified is false, an added error object. 

 

 Issue On input a verifiable credential without a proof property and an options 
object, outputs a proof. 

 

 Prove On input a list of verifiable credentials (identifiers) and an options object, 
outputs a verifiable presentation. 

 

 Derive On input a verifiable credential (identifier), a JSON-LD frame for selective 
disclosure purposes and an options object, outputs a derived verifiable 
credential. 

 

 Transfer The purpose of this function is to allow trading for digital currencies; 
however, at the time of this writing, it is poorly defined. 

 

 Query Search function for arbitrary data stored in the wallet.  
 

At the time of this writing, this effort is still in a very early, experimental state, which implies the 

following. First, it is by no means endorsed by W3C, and, second, it may even be deemed obsolete 

in the future. Unarguably, some form of universality among digital wallets that would at least allow 

for portability between vendor implementations is a desirable property. However, in the author’s 

view, this effort attempts to tackle too many problems at one go, which rarely leads to tangible and 

useful (in a practical sense) outcomes. It is unclear why the standard attempts to address issues 

from the space of digital currencies and that of digital identity. The proposed interface is extremely 

immature and very poorly documented, which is attested by the fact that a large subset of the 

functions is followed by a 3-4 line of descriptive text (without an accompanying data model, mind 

you). Moreover, the specification is riddled with critical issues (marked in red). The majority of the 

proposed API is marked as “… may not be necessary”, even for what, one would consider, core 

functions to provide for portability, i.e., import and export.  

  

4.3.3. Decentralized Identifiers 

 

A decentralized identifier (DID) is a newly introduced globally unique identifier, similar to the URLs 

one can see in the browser's address bar. DIDs, on the other hand, are the atomic building blocks 

of a new layer of decentralized digital identity and the Internet’s public key infrastructure (PKI). This 

decentralized public key infrastructure (DPKI) may influence global cybersecurity and cyberprivacy 

on par with the introduction of the SSL/TLS standard for encrypted web traffic, which is currently 

the largest PKI that has ever existed. 
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Figure 12: Illustration of the structure of a DID string. 

 

Figure 12 illustrates the structure of a DID string, as defined in the W3C DID Core 1.0 specification. 

From a technical perspective, DIDs build on top of the Uniform Resource Identifier (URI), standard 

of the Internet Engineering Task Force (IETF), which allows the identification of any type of resource 

on the Internet. 

A DID is a URI that can be looked up (resolved) to obtain a standardized set of information 

(metadata) about the resource indicated by the DID. If the recognized resource has one or more 

web representations, they can be included in the metadata. However, the description up to this 

point does not encompass the entire set of properties of DIDs, which, for the sake of completeness, 

is as follows: 

• Persistence: DIDs, once generated, are permanent and not amenable to change. 

• Resolvability: Can be used to look up, or retrieve additional metadata. 

• Cryptographic Verifiability: Ownership, or control is provable via strong cryptographic 
techniques. 

• Decentralization: There is no reliance on centralized authorities regarding the management 
of their lifecycle. 

We stress that the last two properties, i.e., cryptographic verifiability and decentralization are the 

main distinguishers between DIDs and URIs. 

Identifiers, as strings of text characters that can be used to refer to a resource, can, of course, be 

helpful on their own. This string can be saved in a database or a document. At this point, the authors 

find it relevant to state an important fact about identifiers: On their own, they convey no useful 

information, especially from the point of view of security. Indeed, based on our experiences, both 

internally in the project, as well as, externally, the terms identifier and identity are, on the one hand, 

a source of great confusion to (purported technically savvy) people and, on the other hand, 

considered to be equivalent. We stress that this is not the case, and we provide the following 

analogy to, hopefully, clarify the situation. We assume that the reader has a high-level and abstract 

knowledge of X.509 public key certificates and the TLS hierarchy. In the web paradigm, imagine that 

a web browser receives an X.509 public key certificate that is signed by a trusted CA, but it does not 

contain a domain name. What can the browser deduce from this (hypothetical) certificate? What 

kind of useful information does it obtain? Clearly, nothing in the context of the web. The browser 

does not know whether it should trust the web server or not. This brings us to our main point: Trust 

transcends cryptographic keys and the means under which they are exchanged. Indeed, trust is 

based on certified information that one knows about the other party, which, in the web paradigm, 

is conveyed by encoding the domain name in X.509 public key certificates.  

Similar to how a web address is not particularly interesting or informative until they are resolved 

and visualized by a web browser, the same holds for DIDs. Although it is currently not possible to 

type a DID into a web browser, a DID can be input to a DID resolver, which will utilize it to get a 

standardized data structure known as a DID document (Figure 13). This data structure is not 

designed to be read directly by end-users in a web browser or comparable software, like a web 
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page or an image file. Instead, it's a machine-readable document designed to be ingested by digital 

identity applications or services like digital wallets, agents, or encrypted data stores. 

 

 
Figure 13: Illustration of the linkage between a DID, its corresponding (resolvable) document, and its subject (assuming 

the subject is also the controller). 

 

Every DID has precisely one DID document connected with it. DID documents are typically 

comprised of segments that encode cryptographic keys, authentication mechanisms, and other 

metadata indicating how to engage in trustworthy interactions with that entity. The DID controller 

is the entity that manages the DID and its related DID document. The DID controller and the DID 

subject are often the same thing, although they can also be separate entities. For instance, a parent 

may control a DID that identifies their child. In this example, the DID subject is the child, but the 

DID controller is the parent. 

A DID document can theoretically contain arbitrary information about the DID subject, including PII, 

such as a name or an email address. In practice, however, this is troublesome due to concerns about 

privacy. Instead, the recommended best practice is for a DID document to provide only the bare 

minimum of machine-readable metadata required to enable trusted interaction with the DID 

subject, which typically includes the following: 

• A set of public keys (or other verification methods) that, during an interaction, can be 
employed to authenticate the DID subject. 

• One or more service endpoints that can be utilized for concrete interaction with the DID 
subject based on various (service-specific) protocols. This could encompass anything from 
instant messaging to social networking to dedicated identity protocols like OpenID Connect 
(OIDC), DIDComm, and others. 

• Other metadata, such as timestamps, cryptographic proofs, or even metadata regarding 
delegation and authorization. 

DIDs, unlike many other types of URIs, are not formed and kept in a single database or network. 

DIDs are not registered or resolved based on authoritative centralized registries. At the time of this 

writing, there are many different forms of DIDs. Regardless, they all have the same set of 

functionalities associated with them. However, differences emerge in the means under which said 

functionalities are implemented, e.g., how one can resolve the document associated with a DID. 

These differences in implementations and the properties that they provide are referred to as DID 

methods. The DID method name is the second portion of the DID identifier format, located between 

the first and second colons. At the time of this writing, there are more than 80 DID method names 
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registered in the W3C DID Working Group's DID Specification Registries. Each DID method is 

expected to have its own technical specification, which must have the following elements: 

• The syntax that follows a DID's second colon. The method-specific identifier as it is called. 
It is usually a long string constructed with the use of random integers and cryptographic 
procedures. Within the DID method namespace, it is always guaranteed to be unique (and 
it is recommended to be globally unique all by itself). 

• Specifications on how implementers can develop four operations related to a DID in the 
context of that particular method. These are referred to by the acronym CRUD and are as 
follows: 

o Create: Generating a DID and registering it along with its associated document. 
o Read: The process under which, on input a DID string, one can obtain its 

corresponding DID document. 
o Update: The mechanism that facilitates changes to a DID document. 
o Deactivate: Rendering a DID (and its associated document) as unusable, or invalid. 

Since DID methods can be created in a variety of ways, it is difficult to make broad statements 

regarding the properties of their CRUD operations. Some DID methods, for example, are based on 

blockchains or other distributed ledgers. Creating or changing a DID in this scenario usually entails 

writing a transaction to that ledger. Other DID techniques do not employ a blockchain and instead 

use other methods. Due to the technological diversity of DID methods, some may be more suited 

for specific use cases than others. DID approaches might differ in terms of how "decentralized" or 

"trusted" they are, as well as the underlying technical infrastructure's scalability, performance, and 

cost. 

DIDs have seen a surge in popularity since their inception. Although the earliest DID methods were 

tightly linked to blockchains and distributed ledgers, as DIDs evolved, a plethora of new DID kinds 

emerged. A broad categorization of the types of DIDs, as they are acknowledged by the community, 

is provided in Table 4. 

 
Table 4: Overview of the main categories of DIDs that are acknowledged by the SSI community. 

 Category Description 
 Ledger-based 

DIDs 
A blockchain or other distributed ledger is used to create a registry that is 
not controlled by a single authority. By submitting a transaction to the 
ledger that is signed with the DID controller's private key, a DID can be 
created, updated, or deactivated. 

 Peer DIDs This type does not require the use of a globally shared registration layer, 
such as a blockchain. Rather, a DID is generated and shared with only one 
other peer (or a relatively small group of peers). The relationship's DIDs 
are exchanged over a peer-to-peer protocol, resulting in private 
connections between entities. 

 Layer 2 DIDs This category adds an extra storage layer on top of the base blockchain 
layer, such as a distributed hash table (DHT) or a replicated database. This 
allows DIDs to be created, updated, and deactivated without requiring a 
blockchain transaction each time. Instead, several operations are 
combined into a single ledger transaction, resulting in improved 
performance and lower costs. 

 Static DIDs In this paradigm, DIDs can be created and resolved, but not updated or 
deactivated. DID approaches like these don't necessitate complicated 
protocols or storage infrastructure. A DID could, for example, be a 
“wrapped” public key from which a full DID document can be resolved 
algorithmically without the need for any data other than the DID itself. 
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 “Alternative” 
DIDs 

Other approaches that do not fit into any of the preceding categories. 
Examples include implementations that are implemented on top of 
existing infrastructures, such as Git, the Interplanetary File System (IPFS), 
and others. 

 

To provide intuition on which DID category, or type, should be employed, we present the following 

general rule of thumb. For one-to-one relationships, peer or static DIDs are the preferred choices. 

For one-to-many relationships, one should employ ledger-based DIDs. The bottom line is that 

entities are expected to have (control/own) multiple DIDs for the sake of privacy, relationship 

isolation, and, ultimately, security. This concludes a basic overview of the DID standard. 

In the following, we provide an example of a standard-compliant, minimal DID document: 

 
{ 

  "@context": ["https://w3id.org/did/v1"], 

  "id": "did:example:21tDAKCERh95uGgKbJNHYp" 

} 

 

The DID standard poses no requirement for cryptographic material even for proving ownership of 

a DID, let alone for authentication. Consequently, this minimal document is, effectively, useless. To 

the author’s view, there is no rational explanation, or even justification in the standard’s 

specification, which we find bizarre, to say the least. 

The section on key agreement states that its use is “… for the purposes of establishing a secure 

communication channel with the recipient” and later on “… this property is useful when encrypting 

a message…”. In case it is not obvious to the reader, we stress that these two statements are 

conflicting. Establishing a secure communication channel, which typically involves generating a 

shared symmetric key, precedes encryption of messages. Next, the sections regarding capability 

invocation and delegation state “… to invoke a cryptographic capability, such as the authorization 

to update the DID Document.” and “… to delegate a cryptographic capability to another party, such 

as delegating the authority to access a specific HTTP API to a subordinate.”, respectively. These 

descriptions are extremely vague and abstract and are do not provide even intuitive examples to 

interested developers. Lastly, in regard to the specification of services in a DID document, the 

standard reads “Services […] the information associated with an encrypted messaging service can 

express how to initiate the encrypted link before messaging begins.”. It is imperative to point out 

that, on the one hand, this standard is a proposal for a data model and that, on the other hand, it 

is not supposed to make any assumptions about the employed protocols (a topic which we revisit 

in this chapter’s concluding section). Apart from the intrinsic vagueness of this statement, the 

standard conflates protocols with data models, which is inaccurate. 

The overwhelming majority of DID methods are completely out of sync with the standard’s core 

specification. Furthermore, the core specification is riddled with conflicting statements, some of 

which were discussed previously, even for core functions, such as the DID resolution 

context/contract. The authors find it very concerning that there are plans of adding even more 

parameters which, in our view, is not advisable. A more concerning issue is that there is no security 

expert, or cryptographer in the author list, or even as a contributing member. The standard has not 

undergone any kind of security review, nor are there test cases provided. Moreover, there are 

inherent incompatibilities between the serialization formats that the standard aims to support, i.e., 

JSON, JSON-LD, and CBOR. Thus, lossless roundtrip conversion seems impossible.  

 

4.3.4. Decentralized Key Management 
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The reader who is not well-versed, or even familiar with the field of cryptography might ponder 

why there is such a big deal about keys. While there is a level of resemblance between physical and 

digital (cryptographic) keys, there are significant differences, which we briefly introduce below. 

• Cryptographic keys without sufficient protection can be subject to remote theft over a 
network. Even if they are amply protected, they are still potentially susceptible to more 
sophisticated attack vectors, such as side-channel attacks that are, arguably, very hard to 
mount, but still possible. 

• Even inferring whether a key has been stolen or not is not at all straightforward. Indeed, if 
the adversary gains access to a key, he can copy it in an instant without leaving any trace. 

• Contrary to physical locks, their digital equivalents, e.g., strong encryption, are almost 
impossible to break. 

• The value of digital keys may be far larger than their physical counterparts. 

Indeed, in the digital world, a single key can unlock billions of dollars in value in the form of 

cryptocurrencies, digital fiat currencies, or other digital assets. To put matters into perspective, in 

the context of the web and the means under which it operates, if an attacker gains access to, e.g., 

the private signing key of a root CA, he can control the entire network and all the applications that 

run on top of it, for as long as the key’s leakage goes by undetected. Hence, it is apparent that 

proper control and management of cryptographic keys is the single and most crucial topic in SSI. 

The issue of cryptographic key management is not a new concept. Furthermore, it is an extremely 

complicated topic that has had throughout the years books and standards that span hundreds of 

pages dedicated to addressing it. The overwhelming majority of the literature revolves around 

“simple”, centralized settings that are not subject to the severe challenges that arise when 

decentralization comes into the picture. Moreover, the design principles of SSI and its strong 

commitment to privacy by design complicate matters even further. Considering these facts, the 

focus of this section is to provide an intuitive overview of the challenges that decentralization and 

SSI introduce, followed by a walkthrough of the various proposals and complementary discussions 

regarding decentralized key management systems (DKMS) and the current state of affairs. 

Decentralized key management is a considerably newer topic than its centralized counterpart, 

which has been the subject of decades of research. Discussions and publications around this topic 

were scarce and generally confined in academic circles. The situation changed in late 2016 when 

the first version of the DID community specification was published. DIDs needed a decentralized 

solution for handling asymmetric key pairs. Due to the increased interest in DIDs, the US 

Department of Homeland Security (DHS) signed with one of the founding SSI vendors, i.e., Evernym, 

a research contract on the topic of decentralized key management. 

Evernym established a team of cryptography engineers and key management experts for the two-

year research effort, which resulted in a document entitled "DKMS Design and Architecture" and 

was published as part of the Hyperledger Indy project at the Linux Foundation. The system should 

provide for the following properties: 

• No single point of failure: The system’s security should not depend on a centralized 
authority that can affect a large subset of the user base. 

• Interoperability: Without relying on proprietary software, service providers, or federations, 
the system has to allow any two identity owners and their applications to exchange keys 
and make encrypted P2P connections. 

• Portability: Identity owners should not be locked into a certain implementation of a DKMS-
compatible wallet, agent, or agency. Identity owners should be able to utilize the DKMS 
protocol to move the contents of their wallet (though not necessarily the actual 
cryptographic keys) across compatible DKMS implementations, as long as adequate 
security protections are in place. 
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• Resilient trust infrastructure: The system should provide the benefits that originate from 
DLTs with respect to decentralized access to cryptographically verifiable data. 

• Key recovery: The system should provide for robust key recovery directly into the 
infrastructure, including agent-automated encrypted backups, key escrow services, and 
social key recovery that are not application or domain-specific. 

Naturally, designing a system that provides such a rich set of properties involves addressing a series 

of challenges, which we discuss in the following:  

• There can be no higher form of identification or authority that the system can rely on. To 
further complicate matters, there are no reset options, i.e., similar to password resets on 
websites. 

• The DKMS must be entirely based on open standards that may be implemented by any 
open-source project or commercial vendor, similar to the W3C Verifiable Credentials and 
Decentralized Identifier standards, which are already the foundation for SSI.  

• The system must not enforce or even assume that all participants will employ the same 
cryptographic algorithm(s) or cipher suite(s). Indeed, since the field is advancing at a very 
rapid pace, the system must have built-in its ability to keep up with cryptography’s 
progress. 

• Wallet data must be transferable across various technological implementations from 
different vendors, a property that must be demonstrated via rigorous interoperability 
testing. Marketing slogans, which plague the security industry and, to some extent, 
research funding efforts, have no place here. 

• The system must not assume that end-users have any form of specialized knowledge. 
Digital wallets and agents that support DKMS must be as simple to use as modern browsers 
and email clients. 

These requirements are extremely challenging. A growing community of architects, cryptographers, 

and usability experts is working diligently on this topic. In the following, we briefly introduce the 

tools and relevant contributions stemming from VCs, DIDs, digital wallets, and agents to navigate 

successfully towards a solution. 

Decentralization of the root of trust is the primary innovation enabling DKMS, which builds on top 

of the ability of DIDs to separate the verification of the public key of a DID controller from 

verification of other identity attributes. In conventional PKI, these two steps are bound together in 

the issuance of an X.509 public key certificate. Contrary to this paradigm, DIDs are generated from 

asymmetric key pair using either an algorithmic root of trust, or a self-certifying root of trust. This 

means that the DID controller can always provide proof of control of their DID by using their own 

private key to digitally sign their own DID document. The distinctions amongst these paradigms are 

illustrated in Figure 14. 
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Figure 14: Illustration of the root of trust distinctive features among the traditional web PKI paradigm and that of SSI. 

 

Assuming a self-certifying root of trust, key generation and rotation operations can take place 

entirely under the aegis of the DID controller. If the DID method uses an algorithmic root of trust, a 

second step is needed that involves issuing a transaction with an external verifiable data registry 

(VDR), e.g., a DLT. These steps can be performed automatically by the DID controller’s agent without 

the need for any human intervention. This introduces the following benefits. First, cost 

minimization and, second, dramatic increases in scalability, the combination of which eliminates 

barriers preventing entities from controlling an arbitrary number of DIDs. 

Based on the fact that cryptographic key verification is facilitated by DIDs and their associated 

documents, VCs can focus on transmitting third-party attestations of the DID controller's real-world 

identity traits. This is what a verifier needs to establish business or social trust in the actual world. 

Furthermore, by separating identity and public-key verification, the quantity and diversity of issuers 

should increase dramatically. This gives DID controllers and verifiers more options while also 

lowering costs for everyone. 

Automated key rotation is another key-management issue that DIDs can help with. All DID methods 

(except for static ones) specify how the DID controller can change their asymmetric key pair(s) 

associated with the DID. DID methods have different mechanisms to provide for this; however, in 

general, DID controllers may perform key rotation without relying on external, administrative 

authorities. Since SSI digital wallets and agents cannot request a reset, or key replacement from a 

higher authority, backup and recovery must be incorporated directly within the system.  

In centralized key management systems, key servers run by organisations, or governments can 

serve a diverse population of users with varying levels of capabilities. Individuals who lack the 

physical, mental, or even financial abilities to operate their own devices and manage their own keys 

must be covered by a decentralized key management solution. This is referred to as digital 

guardianship and constitutes a crucial part of SSI infrastructure. Surprisingly, digital guardians can 

resemble centralized key-management systems from a high level. They are, however, significantly 

different under the hood. Individual cloud wallets are often hosted by guardians for each person 

who relies on them, referred to as the dependent. An official authority normally issues guardianship 

credentials to guardians to authorize their duty as guardians. In turn, guardians can then provide 

delegation credentials to personnel or contractors to authorize their conduct. Finally, as 

information fiduciaries, digital guardians are frequently bound by a governance system that 

imposes strong legal obligations on them. Since any entity can act as a digital guardian, and because 

digital guardianship uses the same open standards and infrastructure, it allows those who would 

otherwise be unable to control and manage digital keys to do so. 
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The fact of the matter is that, apart from some very high-level proposals, which are far from usable 

in the foreseeable future, the situation surrounding DKMS is, arguably, fairly grim. There is a great 

deal of uncertainty regarding important issues, such as the nature and the properties of the 

underlying cryptographic techniques and the necessary set of proofs that will comprise 

transactions, without violating end-user privacy. Moreover, in the context of a global SSI 

infrastructure, which is the ultimate vision, one cannot help but wonder how realistic it is to allow 

end-users (via their agents) to write (issue transactions) directly on the ledger. Assuming that this 

is not the case, prominent issues regarding censorship and privacy manifest by default. 

 

4.3.5. DID Authentication 

Our online lives are plagued by usernames and passwords. Password managers, text files and the 

unreliable nature of human memory are, currently, the only remedies to this global (digital) 

headache. Considering that this affects directly more than 3 billion people who have a steady online 

presence and the more concerning fact that it constitutes one of the weakest points of the 

Internet’s cybersecurity infrastructure, a paradigm shift is long warranted. 

DID-based authentication (DID Auth) aims at defining data formats and challenge-response 

protocols that will allow an identity owner to prove control of a DID to a relying party. Proof of 

control of a DID is a technological interaction that can serve as a prelude to two people forming a 

longer-term connection. A successful DID Auth conversation may generate the necessary conditions 

for the parties to safely share additional data. The goal is to facilitate both one-way and two-way 

authentication, depending on the context of the interaction. 

 

 
Figure 15: Simplified illustration of a challenge-response protocol in the public key setting. 

 

DID Auth uses a challenge-response cycle, similar to other authentication systems, in which a 

dependent party authenticates the DID of an identity owner. During this cycle, an identity owner 

uses the authentication-proof technique to demonstrate authority over the authentication 

information that was developed and disseminated during the creation of a DID document. Protocols 

that follow this paradigm are considered standard and trivial in the field of cryptography for many 

decades (Figure 15). 

Depending on the situation, the way an identity owner or their agent encounters an authentication 

challenge, as well as the format of the challenge, will differ. The identity owner then builds a 

response that validates control of their DID based on the challenge. This usually entails a 
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cryptographic signature, but other proof procedures can also be used. The dependent party 

resolves the identity owner's DID and confirms that the response is valid for a previous challenge 

after receiving the response. 

In terms of transport mechanisms, i.e., the nature of the underlying communication channel that is 

employed to transfer the challenge and the response, there are several options, some better than 

others. Service endpoint-based transports, which are specified in DID documents on top of HTTP 

and web sockets, or even QR codes, constitute the more preferable approaches. Other proposals, 

such as deep links, custom protocol handlers, NFC and Bluetooth lie at the favourable side of the 

spectrum. 

 

4.3.6. Verifiable Credentials 

One of the overarching goals of decentralized identity is providing the digital equivalent of the utility 

and portability given by physical credentials. On a conceptual level, the term credential (in the real 

world) refers to physically printed documents that one holds in their wallet that allow one to 

establish the identity (or facets thereof). These documents are assumed to be tamper-proof, i.e., 

they are (supposedly) very hard to forge. They convey an authority’s attestation to the validity of a 

piece of information about a subject, which allows the latter to persuade other entities that the 

information presented is valid, assuming the authority is trusted. Prominent examples include an 

entity’s driver’s licence, government-issued identity cards and for some countries even credit cards 

issued by banking institutions, and others. 

All of the aforementioned examples refer to instances where humans are the subjects of 

credentials. However, in the world of decentralized identity, there is no such limitation in place, nor 

is it desirable. For instance, it is desirable that a device manufacturer issues credentials for an IoT 

sensor device that convey useful information, such as its firmware version, hardware specification, 

serial number, manufacturing date, and others. Every credential includes a collection of assertions 

regarding the credential's subject. Those claims are made by a single authority, referred to as the 

credential issuer in the SSI space. The holder of the credential is the entity to whom the credential 

is issued, i.e., the entity who will store it in their digital wallet. In most cases, the credential’s subject 

is also the holder, albeit some exceptions to this generic rule of thumb. A credential's claims can 

include information about the subject's characteristics, relationships, and entitlements. 

These assertions must be verifiable in some way for them to be considered as a credential. Put 

simply, there is a necessity regarding a verifier’s ability to determine the authority that acted as the 

issuer, ensure that the credential has not been (maliciously) altered, i.e., tamper-proofness and, 

lastly, establish its validity, i.e., it has not been revoked, nor has it expired. In the real world, this is 

usually accomplished through an integrated proof of validity, e.g., a watermark, or some distinctive 

printing feature, or through a claim specifying the expiration date. It is also possible to verify if the 

credential is legitimate, correct, and current by contacting the issuer directly. However, manual 

verification can be complex and time-consuming, which is one of the main reasons there is a global 

black market for forged credentials. 

This leads us to one of the most predominant attractive features of VCs, which is that they can be 

digitally verified in milliseconds using strong cryptographic primitives that provide for better 

security guarantees across the board compared to physical credentials. Furthermore, they are 

encoded in a standardized format that is machine-readable; thus, the verification process is not 

prone to human errors. 

The effort concerning verifiable credentials originated as an offshoot of the World Wide Web 

Consortium's Web Payments Interest Group, whose main focus is on standardizing the 

management of payments over the web. It quickly became apparent that this effort required a 
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strong method for verifying people’s identities. To address this issue, the Verifiable Claims Task 

Force (VCTF) was established to examine whether the W3C could be useful in this area. Members 

of the Web Payments Interest Body and the W3C Credentials Community Group made up the 

majority of this new non-standards-track group. A preliminary specification was produced by VCTF, 

based on which the committee determined that the W3C has more to offer in this subject area. In 

May 2017, the VCTF completed its work and handed over its specification to the newly formed W3C 

Verifiable Claims Working Group (VCWG). The specification was originally entitled the “Verifiable 

Claims Data Model and Syntaxes” specification, but the VCWG changed it to “Verifiable Credentials 

Data Model 1.0”. 

The W3C VC Data Model specification provisions additionally a data model for verifiable 

presentations (VPs), i.e., the collection of credentials that a holder may present to a verifier, the 

means under which an entity can represent (or express) the data model using JSON Linked Data 

(JSON-LD) and JSON Web Token syntax. The last two pieces are referred to as “syntactic 

representations” of the data model. The difference between a data model and a syntactic 

representation, which is referred to as serialization, is that a data model describes relationships 

between entities in the UML sense. This could be depicted with a diagram; however, machines have 

difficulties interpreting them properly. 

 

 
Figure 16: Depiction of the structure of a W3C VC illustrating its main parts, i.e., credential metadata, claims, and 

proofs, along with a simplified example. 

 

The essential components of a VC, along with a simplified example, are presented in Figure 16. As 

illustrated, a VC is comprised of credential metadata, a set of claims, and a set of proofs. Analysing 

all of the constituent properties of a VC is out of the context of this report. However, it is important 

to note that each VC claim can refer to a different credential subject. Proofs can come in various 

forms, even if they refer to the same claim.  

A verifiable presentation (VP) “wraps” data from one or more verifiable credentials in such a way 

that the data's authorship can be verified. These allow holders to combine claims originating from 

multiple distinct VCs into a single presentation transmitted to the verifier. There are inherent 

similarities between VCs and VPs, i.e., they both include metadata and a proof section. But, in the 
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context of VPs, their main body is comprised of a set of VCs and not claims as was previously the 

case. Figure 17 depicts  the structure of a simple W3C VP. 

VCs were created with an open-world paradigm in mind, which means that anyone can add any 

property to a VC that is appropriate for their application. Nonetheless, VCWG identified a number 

of relevant properties that could be useful in a vast number of use cases. Because any application 

developer can expand the core VC data model to meet application requirements, open extensibility 

maximizes the usefulness of VCs. However, if this extensibility is not effectively managed, it will 

result in a lack of interoperability. This is not a new issue; the standardization efforts regarding 

X.509 public key certificates were faced with an identical problem. It was resolved by allowing 

anyone to expand the content of certificates in any way they chose, as long as each modification 

was labelled with a globally unique object identifier (OID). In the domain of VCs, such extensions 

are published on the Internet as JSON-LD documents. 

 

 
Figure 17:  The structure of a W3C VP illustrating its main parts, i.e., presentation metadata, verifiable credentials, and 

cryptographic proof. 

 

Our first line of criticism is related to the standard’s proclaimed extensibility feature, which at its 

core is founded on how resource discovery and resolution are handled in the domain of semantic 

web technologies.  

 

 
Figure 18: Illustration of the "follow your nose" web crawling paradigm of the semantic web. 
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In Figure 18, we provide a simplified illustration of this, which is commonly referred to as the “follow 

your nose” approach for crawling resources over the Internet. In a few words, a web crawler is given 

as input a set of URLs and recursively resolves (downloads) resources (e.g., web pages) and the 

contents contained within them. Note that these software components are the main building blocks 

for prominent Internet search engines. Focusing on VCs and VPs, the “@context” section defines 

one or more resources that, simply put, serve as the vocabulary for the terms that are contained in 

the remainder of the document. Clearly, as these are specified as URLs, the same resolution process 

as the one just described is employed prior to validating the remainder part of the document. 

One might argue that there seems to be nothing wrong with this approach in the context of 

decentralized identity; after all, similar means are employed by technology giants, such as Google, 

as part of their day-to-day business operations. Unfortunately, this is not the case when it comes 

to critical security infrastructures, such as the ones regarding digital identity. Performance is the 

first obvious problem with this approach. Recursively resolving documents on the web, the byte-

size of which is substantial due to the verbosity of the serialization format, imposes significant 

overhead. From a security point of view, this issue is exacerbated as a malicious attacker may create 

very long chains of links, which will result in a large number of resolution requests and make matters 

worse. Clearly, security-conscious implementations should never allow for such attack vectors and 

should instead employ local caches. However, caching does not solve the problem as these 

resources are amenable to updates and, thus, have to be crawled on a (potentially) regular basis. 

Put simply, denial-of-service (DOS) attacks are baked-in the system, and the responsibility is pushed 

down to developers. 

Even if one assumes that issues stemming from the “follow your nose” approach are successfully 

dealt with, there are other problems with this standard. First, http and https are handled differently 

in the semantic web world. The overwhelming majority of semantic web identifiers do not use TLS 

and are completely vulnerable. Second, semantic data models ultimately resolve to resources that 

are hosted by a very small number of websites, such as schema.org. The implications of this 

regarding decentralization and fault-tolerance stand in stark contradiction with the founding goals 

of SSI. An issue that is almost never discussed relates to the implications of this web-crawling 

paradigm to end-user privacy when one takes into consideration cookies. These have and are 

continuing to be used to track the websites visited and the actions taken by end-users to collect 

profiling information for advertisement purposes.  

It has been the case for many years that the semantic web community is completely disconnected 

from practical aspects of computer systems, especially when it comes to issues related to security.  

To verify the validity of a VC, which is encoded in the optional “credentialStatus” section of a VC 

document, the standard builds on top of the notion of a verifiable data registry (VDR), i.e., an online 

registry that hosts all the critical data and metadata that allows the VC ecosystem to function, such 

as public keys of issuers, VC schemas, subject properties that issuers provide attestations for, and 

others. We stress that this should not be thought of as a centralized component, but simply as an 

abstraction for a system that can naturally be decentralized in practice by building on top of 

blockchains. However, the problem with the introduction of the VDR is that the standard does not 

propose, or even assume, a specific interface for this component. Hence, interoperability, which is 

the most advertised property of this standardization effort, is, once more, pushed elsewhere, i.e., 

extensions of the standard. This promotes fragmentation in terms of incompatible VDR 

implementations and disparate and hard to reason security and privacy properties thereof. 

A surprising finding regarding VPs is that the proof section is considered optional in the standard’s 

specification. This is unclear and nonsensical in the author’s view. Moreover, if one includes in a VP 

a proof and a VC, the latter of which already contains a proof, the standard does not specify the 

validation conditions, e.g., which one should be considered as “the source of truth”. 
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Contrary to the remainder of the SSI stack, this is the only standard that has been approved by the 

W3C. However, its usability, maturity, relevance, and overall usefulness at the time of this writing 

is questionable, to say the least, when every single layer it builds upon is in draft status. The majority 

of the standard’s sections, especially the ones regarding security and privacy, are tagged as non-

normative. Moreover, all the complementary specifications are in either draft, or experimental 

phase. For instance, the specification regarding Linked Data Proofs, which serves as the foundation 

for encoding proofs included in VCs and VPs, is flagged as an unofficial draft. 

On more serious and technical topics, the Resource Description Framework (RDF), which is the 

standard model for semantic data models (ontologies) that are then serialized in, e.g., JSON-LD, has 

no standardized canonicalization format, even if “blank-nodes” are removed. Regardless, even if 

we assume that a standard canonicalization algorithm is established and that the payload is 

serialized, the graph isomorphism problem, which is part of the “framing” process, based on current 

scientific knowledge stemming from the field of computational complexity, is believed to be, at 

best, part of the NP-intermediate or, at worst, NP-complete. We stress that integer factorization 

and the discrete logarithm problems comprise the other two tenants of this complexity class, i.e., 

they are considered equally “hard”. There is no efficient algorithm that can determine if two graphs 

match, which is essential for the verification of VCs. Lastly, the W3C proposes the usage of detached 

signatures. To the author’s view, it seems as if the critical security issues that emerged by 

implementing this approach in the context of XML signatures have either been forgotten, or 

escaped the attention of the standard’s authors. 
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5. Challenges 

Digital Wallets are analogous to physical ones [29], saving all digital credentials as physical entities, 

however, these credentials in a Digital Wallet are digitally signed verifiable credentials and much 

faster to issue and verify than their physical counterpart. Digital wallets have become increasingly 

ubiquitous as online banking grows: Roughly 4 in 5 Americans (79%) use some sort of digital wallet, 

according to NerdWallet survey [30] conducted online during January, 2020, where respondents 

included 1,616 Americans who use mobile payment apps. Millennials (ages 24-39) are the 

generation most likely to use mobile payment apps — 94% use them, compared to 87% of Gen Zers 

(ages 18-23), 88% of Gen Xers (ages 40-55) and 65% of baby boomers (ages 56-74). About two-

thirds of users (68%) say they have maintained a balance in their digital wallet accounts. On average, 

those have kept up to $287 in their account before transferring it to their bank account. More than 

2 in 5 Americans who do not use digital wallet apps (42%) say the reason why is they do not trust 

the security of the apps [31]. 

The U.S. Public Interest Research Group report found a steady increase in consumer problems, with 

a spike of 970 digital wallet complaints in April 2021, nearly double the previous peak in July 2020 

(Figure 19). 

 

 
Figure 19: Monthly consumer complaints related to digital wallets [32] 

 

More than two-thirds of digital wallet complaints (Figure 20) focused on three companies: PayPal 

(owner of Venmo), Square (owner of Cash App) and Coinbase. PayPal received 4,431 complaints, 

with “managing, opening, or closing your mobile wallet account” as the most common issue. 

Square, the second-most complained about company, had 1,202 complaints, with “unauthorized 

transactions or other transaction problem” cited most frequently. 
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Figure 20: Companies with the most digital wallet complaints [33] 

 

It is therefore understood that there are numerous issues that need to be overcome to increase the 

percentages of users willing to make use of a digital wallet and gain users’ trust. In the following 

sections, the most important issues are highlighted. 

5.1. Legal and Ethical 

In the spirit of breaking down barriers, we have seen an explosion of partnerships in the payments 

space that cross traditional industry dividing lines – financial institutions are partnering with e-

commerce companies, retailers are partnering with payment networks and banks are outsourcing 

development of new consumer products and services to software providers. One important aspect 

is the cultural differences between financial institutions and other companies. Financial institutions 

are heavily regulated and have extensive procedural requirements. Other companies, particularly 

technology companies, are nimbler and more prone to ‘build as they go’ because they have not 

operated in the same environment as financial institutions. If potential partners understand one 

another’s culture, we find that goes a long way to making a smooth negotiation. There are a few 

contractual issues that usually are heavily negotiated in mobile payment programme agreements. 

It almost goes without saying, but the partners must be very careful in defining exactly what each 

will do in the programme because that will not only avoid conflict down the road, it will also help 

each partner define its regulatory obligations. Consumer data ownership and use is almost always 

a major point of discussion as sometimes partners are interested in participating in a programme 

more for the opportunity to better understand consumers than for direct financial benefits. 

Payments technology changes so quickly, and the regulatory environment continues to develop, so 

partners also need to pay close attention to how they can exit or change a programme, and who 

should be responsible for problems that may arise [34]. 
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The increased business interest in mobile payments has certainly been mirrored by increased 

interest from regulators. In general, companies in the mobile payments space that are not financial 

institutions recognise that they need to either become financial institutions, which can be quite 

challenging, or partner with financial institutions to achieve their goals. Specific to the EU, the 

Payment Services Directive [35] in 2009 and the second Electronic Money Directive [36] in 2011 

opened the way for many new market entrants into the EU mobile payments market. Directive 

2009/110/EC of the European Parliament and Council of 16 September 2009 on the taking up, 

pursuit and prudential supervision of the business of electronic money institutions established a 

new legal basis for e-money issuance in the European Union. Article 2(1) of the Directive defines an 

“electronic money institution” as a legal person that has been granted authorisation to issue e-

money. Furthermore, according to Article 2(2) of the Directive, “electronic money” means 

“electronically, including magnetically, stored monetary value as represented by a claim on the 

issuer which is issued on receipt of funds for the purpose of making payment transactions […], and 

which is accepted by a natural or legal person other than the electronic money issuer”. Credit 

institutions, as well as other financial and non-financial institutions, may issue e-money [37]. 

Competition authorities have also introduced interchange fee caps and are working on other 

measures to improve access to payment accounts and other types of financial services. The 

Payment Accounts Directive might make it easier for customers to switch payment providers, but 

of course, customers are not limited to a single payment provider and could open and start using a 

new account, rather than switch providers. This will subject certain technology providers that 

provide payments-related services to new regulation, particularly those who initiate payments or 

provide access to payment account information [38]. 

Traditional financial institutions, with entrenched cultures of compliance, are well equipped to 

meet regulatory expectations related to mobile payments. Broadly speaking, as it relates mobile 

payments, traditional financial institutions will be confronted with the same federal and state 

regulations that these financial institutions must comply with today – although much of the 

applicable regulation was not developed with today's or tomorrow’s technology in mind. However, 

innovation in the mobile payments space has attracted new players to the market, some of which 

may not be accustomed to regulatory scrutiny. Implementing a compliance-first culture may 

present challenges for these innovators. Moreover, to the extent traditional financial institutions 

partner with these innovators, they will be expected to manage third-party relationships consistent 

with regulatory expectations, as outlined in regulatory guidance. Financial institutions and 

innovators alike will also have to be patient as stakeholders, including the regulatory agencies, get 

up to speed on the various mobile payment technologies being brought to market. 

There are also some legal risks surrounding e-money. Legal risk arises from violation of laws, 

regulations, or prescribed practices, such as money laundering, customer disclosures, privacy 

protection, etc. Legal risk may also arise when the legal rights and obligations of parties are not well 

established. The contractual and legal relationships between consumers, retailers, issuers and 

operators might be complex. Schemes differ as to when payment is final and as to whether the 

consumer or the merchant bears the credit, settlement and other risks until settlement has 

occurred. A major concern is whether the rights and obligations of all the parties involved are 

certain and transparent. For example, issues could arise regarding liability in the event of fraud, 

counterfeiting, accident, or the default of one or more of the participants [39]. 

As stated by Stephanie Martin [40], Associate General Counsel for the Federal Reserve Board of 

Governors in Congress’ Future of Money Hearing, "It is difficult to make broad generalizations about 

the applicability of existing statutes and rules to mobile payments due to the different types of 

service providers, bank and nonbank, the wide variety of payment arrangements and the potential 

applicability of both banking and nonbanking laws to any given arrangement". Still, some mobile 
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payment issues are currently being covered by the existing regulatory system. If an application 

simply acts as a platform for a bank to facilitate a transaction, it will fall under existing banking 

regulations [41]. Under these existing laws, using a new mechanism to connect consumers to their 

financial accounts, such as a smartphone, does not generally result in changes to financial 

institution’s responsibility to the consumer, or a bank customer’s basic user rights. Depending on 

the method used to facilitate a payment when a nonbank is involved, the current laws may not be 

properly tailored to address a mobile payment. As such, many nonbank payment processors 

operating in the mobile payments space operate as what The Clearing House refers to as “shadow 

payment processors”, as they fall outside of the existing regulatory structure for financial 

institutions. These “shadow payment processors” and other companies that use prepaid debit cards 

and pooled bank accounts to facilitate transactions fall outside of the existing regulatory scheme. 

Not being covered by the current regulatory structure may allow some mobile payment processors 

to slack on anti-money laundering and customer privacy provisions. As the Clearing House stated, 

“the patchwork of regulatory and supervisory regimes applicable to shadow payment providers 

leaves consumers with varied and often uncertain protections” [42]. In an effort to address these 

concerns, some companies have addressed gaps in the regulations through their terms and 

conditions and contracts with their customers [43]. Though this is an admirable effort by some 

companies, consistent regulation is still necessary to establish a consistent precedent across the 

industry to protect consumers. While the current regulatory structure is vast in scope, it still leaves 

some gaps in coverage for payment methods that could not have been conceived when many of 

the existing statutes were written. 

5.2. Organisational 

An initial challenge for both financial institutions and consumers is to understand the growing 

variety of mobile payment technologies available in the market. For financial institutions, 

understanding the range of technology available will be key to identifying potential business 

opportunities and, eventually, to meeting consumer demand. To date, financial institutions have 

been challenged to develop the business case to implement mobile payment technologies because 

many do not expect build or buy investments to result in new transaction revenue. On the consumer 

side, trends in mobile payments transaction volumes suggest that consumers are still seeking a 

value-added mobile payment solution; many points to rewards capabilities or geolocational 

discounts or rebates as a way to incentivise consumers. However, perhaps the biggest structural 

challenge for financial institutions and consumers alike is a lack of merchant adoption at the point 

of sale. While growth in mobile payments in the m-commerce space should continue, mobile 

payments volumes at the point of sale will not grow without improved adoption among merchants 

[44]. 

Maintaining consumer confidence, however, is an unending endeavour. Companies active in the 

mobile payments space can maintain or improve consumer confidence by providing the types of 

consumer protections – such as dispute resolution and consumer control over the payment and use 

of data – that consumers have come to expect from the payment products and services they use at 

their traditional financial institutions. Clear and digestible terms of service are also a key aspect of 

maintaining consumer confidence. Mobile payments providers would also be well served to form 

solid contractual relationships with service providers and other third parties. Fundamental to these 

solid relationships is appropriate up front due diligence, clear definition of expectations and 

responsibilities, ongoing monitoring and clear accountability [45]. 

From a legal perspective, there are a variety of models through which mobile payment providers 

and other payment technology companies operate. In the US, for example, some aspects of mobile 

payment technologies are regulated at either the state or federal level and often require some form 
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of licensing and related compliance obligations. To illustrate this point, the movement of funds 

between various parties typically requires non-bank entities operating in the US to acquire at least 

47 separate state money transmitter licences. While such licensing requirements are obtainable for 

some companies, the costs associated with applying for, renewing and maintaining such licences 

across the whole of the US often prove insurmountable for smaller mobile payment providers. 

Alternatively, some companies looking to enter the mobile payments space have chosen to partner 

with a chartered financial institution in order to bring their products and services to the market and 

to avoid the necessity of state by state licensing.  

Looking ahead, we do not expect a huge change in these types of relationships. For those companies 

with the economic means to operate as a standalone mobile payments company, the benefits of 

having sole control over their products and services as well as the ability to move much more quickly 

than would be possible if partnered with a bank will remain key reasons in the growth of this model. 

And, to the extent that there are no regulatory interference from banks’ regulators with respect to 

the partnership model, what is suspected is that we will continue to see interest among mobile 

payments companies and banks in pursuing these types of relationships. 

5.3. Privacy 

It is important to understand that payments are not just about the transfer of money from one 

place to another. A digital wallet has mainly two components, software and information. The 

software component stores personal information and provides security and encryption of the data. 

This information includes data regarding how people spend money, where do they spend money, 

and so forth. Innovators are using technology to establish the best use and protection of this data. 

For example, companies are limited in developing consumer data from traditional payments such 

as cash. Even if you use a credit card, your bank only knows about your activity with that credit card. 

Companies in the payments space are driving toward the achievement of a more complete picture 

of who you are and your preferences by combining your credit card activity, for example, with other 

data obtained from your interaction with a mobile application or device, or even other sources. 

Obviously, this implicates real privacy and security concerns and responsible companies are also 

making sure that consumers understand their choices relating to how their data is collected and 

used. With regard to tokenisation, companies are also developing technologies and processes to 

better secure consumer data while recognising that no system provides complete immunity from 

attack. The companies that are most successful in developing and deploying emerging payment 

technologies recognise that siloed business lines and different consumer experiences across 

channels impedes a company’s ability to fully understand and serve its customers. Successful 

companies are focused on breaking down these barriers and partnering with other companies to 

deliver additional value to customers [46]. 

Moreover, privacy remains a major concern for consumers using mobile payment systems. The 

Federal Trade Commission states, "In addition to the banks, merchants, and payment card networks 

present in traditional payment systems, mobile payments often involve new actors such as 

operating system manufacturers, mobile phone carriers, application developers, and coupon and 

loyalty program administrators. When a consumer makes a mobile payment, any or all of these 

parties may have access to more detailed data about a consumer and the consumer’s purchasing 

habits as compared to data collected when making a traditional payment" [47]. Consumers using 

mobile payment systems may find that merchants are able to gain access to enough data to put 

together a financial profile for a consumer from just one transaction. However, although the Federal 

Trade Commission has urged companies to adopt privacy and data security provisions to address 

issues such as these, no law explicitly requires mobile payment companies to adopt any specific 

data security or privacy provisions. 
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5.4. Security 

Security issues are a major source of concern for everyone both inside and outside the banking 

industry. Such considerations are an important part of digital wallet. E-money increases security 

risks, potentially exposing hitherto isolated systems to open and risky environments. All retail 

payment systems themselves are vulnerable in some way, e-money products raise some more 

issues such as authentication and non-repudiation, integrity and privacy [48].  

Sound practice requires the ability to track and verify that the proper exchanges occur which 

ensuring that only authenticated parties and payment mechanisms are involved in the exchange, 

and that they exchange only those items for which they are authorised. However, consumers may 

fear that their financial, credit and spending information derived from e-money transactions or 

products could be used without their knowledge or permission. These fears will be widespread and 

strongly held when e-banking and the use of e-money becomes more widespread. With the growth 

of e-money, the spread of crime is likely to accompany the vastly increased storage and 

transmission of customer financial information. Therefore, many parties want the option of 

anonymous financial transactions. However, it is difficult to be widely accepted due to security 

concerns and money laundering. Even so, to achieve widespread confidence, all participants in the 

system such as banks, other issuers, consumers and merchants, must have certain basic information 

about the rules governing the use of e-money products. The consumer must be guaranteed that 

any information exchanged will be transmitted only to properly authenticated parties and only to 

the extent to which they are authorized to receive the information. 

Security breaches could occur at the level of the consumer, the merchant or the issuer, and could 

involve attempts to steal consumer or merchant devices, to create fraudulent devices or messages 

that are accepted as genuine, to alter data stored on or contained in messages transmitted between 

devices, or to alter the software functions of a product. Security attacks would most likely be for 

financial gain but could also aim to disrupt the system. Security breaches essentially fall into three 

categories: breaches with serious criminal intent (e.g., fraud, theft of commercially sensitive or 

financial information), breaches by casual hackers (e.g., defacement of web sites or denial of service 

– causing web sites to crash), and flaws in systems design and/or set up leading to security breaches 

(e.g., genuine users seeing / being able to transact on other users’ accounts). All these threats have 

potentially serious financial, legal, and reputational implications. 

It is essential to ensure that payment information exchanged between the client and the merchant 

cannot be impersonated or modified by any attacker [49]. Otherwise, the forged payment 

information may be fatal to the reputation of the digital wallet. On the other hand, the real identity 

of the malicious customer should be disclosed by the system manager; but meanwhile the privacy 

of the honest customer should be protected as far as possible. Despite these concerns seem similar 

to those identified in other wireless networks, the nature of mobile payment such as the size of the 

network and the limited resources of the mobile devices make the problem very novel and 

challenging. 

Additionally, it is important to assess whether an institution’s proposed system is sound and the 

service provided through the Internet has adequate security. Surely there no absolute security 

exists in either the electronic or physical world of banking. However, the level of security should be 

"fit for purpose". The fundamental objectives that security arrangements of e-money products 

should try to achieve are to: 

• restrict access to the system to those users who are authorised; 

• authenticate the identity and authority of the parties concerned to ensure the enforceability of 

transactions conducted through the internet; 

• maintain the secrecy of information while it is in passage over the communications network; 
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• ensure that the data has not been modified either accidentally or fraudulently while in passage 

over the network; and 

• prevent unauthorised access to the bank's central computer system and database. 

There are specific security features available to protect e-money products, which are perceived to 

lie in the use of encryption, electronic signatures and, in some cases, in certificates issued by third 

parties, i.e. Trusted Third Parties (TTPs). A key safeguard for card-based schemes is to make the 

microchip embedded in the card tamper-resistant. A critical safeguard for both card-based and 

software-based schemes is the encryption technology used to authenticate e-money devices and 

messages and to protect data on the devices from unauthorised alteration. Maximum limits on the 

amount that can be held on e-money devices and on the transaction value can play an important 

role in containing losses in the event of a security breach. 

The use of all kinds of security tools can provide security that is comparable to that offered in 

physical transactions. However, as with a physical transaction, the effectiveness of such measures 

is largely dependent on their proper implementation and the establishment of a set of 

comprehensive policies and procedures that are rigorously enforced. Continuing developments in 

security technology are required to maintain the effectiveness of security measures on an ongoing 

basis as new threats to existing systems arise over time. Banks should accordingly be responsible 

for ensuring that they keep up with such developments on a continuing basis. Unless they do this, 

their existing security measures may quickly become obsolete. If security breaches arise from this, 

it would not only expose the banks to risk of loss, but also more generally undermine the confidence 

of their customers. All the evidence suggests that security is very much at the forefront of 

customers' minds in deciding whether to use this new medium [50]. 

With new, diverse technologies driving digital payments forward, it is no surprise that the number 

of consumers getting anxious about the security of their data and private information increases 

[51]. Mobile payment companies have begun to address these concerns by installing security 

provisions for their customers. Some mobile payment systems allow for “end-to-end encryption”, 

or encryption throughout the entire payments process, and store payment information separately 

from the rest of a mobile device’s memory. However, not every mobile payment company uses 

these security provisions, and there are no laws currently that explicitly force mobile payment 

companies to provide these security provisions. 

5.5. Attacks 

The most common threats to digital wallets [52-53], that can lead to potential attacks are the 

following: 

• Impersonation, SIM swapping 

• Impersonation occurs when a fraudster steals information and then poses as a 

genuine user to do a transaction using the stolen e-wallet details and password. 

• SIM swaps occurs when fraudsters first collect the user's information, and use it to 

get his / her mobile phone SIM card blocked, and obtain a duplicate one by visiting 

the mobile operator's retail outlet with fake identity proof. The mobile operator 

deactivates the genuine SIM card, which was blocked, and issues a new SIM to the 

fraudster who then generates one-time passwords using stolen information. 

• Man-in-the-middle attack and Phishing: Sophisticated threats like Man-in-the-Browser or 

Man-in-the-Middle attacks intercept online transactions by reading payment data from the 

Internet browser while the user is typing his credit card or bank account details. Phishing 

attacks are used to steal users' login details and personal data, making e-wallet accounts 

susceptible to fraud. 
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• Social engineering: In social engineering, user data available in the public domain and the 

attackers can steal it from there. This information monetized or sold in underground market 

forums or used for fraudulent payments. Sometimes attackers use this theft information as 

their identity. 

• Malware Attacks: Malware attacks on apps have threatened the safety of user’s money. An 

attacker can inject a malware to attack the app and collect details from his phone to misuse 

it. Attackers will install malware by malicious attachment, Redirecting the user to a 

malicious URL, insecure WiFi hotspots, a network spoofing attack, fake access point with 

same network, fake website, etc. Then use user information for mobile wallet payment. 

• Mobile Operating System Access Permissions: Users give certain permission to OS access, 

that can be use by attackers to access sensitive data and harm the mobile application 

5.6. Best Practices for securing e-wallets 

In an attempt to increase the levels of security, when using some sort of digital wallet, users should 

[54-55]: 

• Enable Passwords on Devices: Strong passwords should be enabled on the user’s phones, 

tablets, and other devices before e-wallets can be used. Additional layers of security 

provided by these devices should be used. 

• Use Secure Network Connections: It's important to be connected only to the trusted 

networks. Avoid the use of public Wi-Fi networks. More secure and trusted WiFi 

connections identified as "WPA or WPA2" requiring strong passwords should be used. 

• Install Apps from Trusted Sources: Reading the user ratings and reviews can provide some 

clues about the integrity of the e-wallet app. The user must check for the e-wallet provider 

to be showing strong legacy of securely, reliably, and conveniently handling sensitive 

financial data and providing customer support (in the event of card loss or account fraud). 

• Keep Login Credential Secure: Avoid writing down information used to access the digital 

wallets in plain view or storing them in an unprotected file to avoid their misuse. 

• Create a Unique Password for Digital Wallet: Use hard-to-guess password unique to the 

digital wallet to prevent against the risk of unauthorized access. 

• Stay vigilant and aware of cell phone’s network connectivity status and register for Alerts 

through SMS and emails: The user should not switch off his cellphone in the event when 

numerous annoying calls are received, rather answering the calls should be avoided. This 

could be a ploy to get him to turn off his phone or put it on silent to prevent him from 

noticing that his connectivity has been tampered with. The customer should realize that 

when he is not receiving any calls or SMS notifications for a long time against his e-wallet 

uses, he should make enquiries with his mobile operator to be sure about not falling victim 

to such scam. 

• Identify Points of Contact in case of Fraudulent Issues: For any fraudulent activity occurring 

on the user's account in the scenarios like when phone is lost or stolen, an individual card 

stored in the wallet is lost or account has been hacked, appropriate points of contact for 

resolving the issues should be understood by the user. The user must completely 

understand the e-wallet providers contract terms and conditions. 

• Not use public Wi-Fi hotspots for mobile wallet payments. Distinguish real and fake website 

and access point, only use real one. 

• Keep OS up to date and don’t use untrusted phones. 
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6. Summary – Conclusions 

This deliverable has outlined the challenges, the research problems and the scientific directions that 

are being addressed in WP4. Along with the SotA reports they will be the baseline for the design 

and development of the first prototypes. 

Digital Wallets have been presented, including a brief history of how they emerged and what they 

‘ve grown to be today. Their types and technologies have been discussed, and their architecture 

and identity models have been presented in detail. 

Along the way there are a lot of challenges to be tackled, such as legal and ethical, organisational 

issues, and security and privacy concerns. This deliverable, together with the SotA reports of D4.2 

will shade some light in the direction that the project will have to follow to address relevant issues 

in an optimal way. 
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