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1 Executive Summary  

Admittedly, the rapid growth of information and communication technologies and their ubiquitous 
presence in everyday life has significantly affected the way services for the public sector are 
developed and delivered nowadays. This poses diverse challenges to safeguard the data 
confidentiality and integrity of eGovernment services, while at the same time increasing their 
adoption and usage by citizens and businesses. In line with the above, the GLASS project aims to 
deliver a novel eGovernance model and address the challenges that governance structures in the 
EU are currently facing, spanning from divergent and legal groundwork to physical and 
technological limitations, towards the democratization and openness of the public administration 
services. The project is citizen-centric by design, promotes the once-only principle and it builds on 
state-of-the-art technology, including Blockchain, single sign-on Wallet-as-a-Service, and 
distributed applications for authentication and transactions validation. GLASS envisions the 
creation of an open, cross-sector and cross-border model of interaction among public 
administration, citizens and businesses with a strong social, societal, economic, technological and 
scientific impact. 

Aiming to provide a solid and well-documented baseline that will drive the implementation of the 
aforementioned vision, this deliverable includes a thorough analysis of the current solutions and 
practices and best-of-breed technologies in eGovernment and eGovernance models. It reports on 
the outcomes of T2.1: International eGovernance SotA Analysis, whose main goal is to conduct a 
detailed analysis of the state-of-the-art (SotA) approaches proposed to transform public services 
and facilitate digital by default, cross-border by default and interoperable by design services. We 
identify the strengths and weaknesses of these approaches, and we discover possible gaps and 
missing services. Our analysis adopted a two-step approach, by considering:  

• Nineteen (19 ) research projects that were funded through EU calls of the last period (2018-
2020) of the Horizon 2020 framework programme and are related to the use of ICTs in the 
public sector. The corresponding calls were included in the “Societal Challenge 6 (SC6): 
Europe in a changing world - inclusive, innovative and reflective societies”. Two out of the 
three calls in the context of SC6 were related to the public sector, namely “Socioeconomic 
and cultural transformations in the context of the fourth industrial revolution” and 
“Governance for the future”. 

• Recent research articles and reports in the literature, elaborating concepts and 
technologies identified in the first step, as well as reports on the emerging technologies and 
breakthrough cross-sector services considered in the context of the GLASS project, which 
have been produced by EC and prominent eGovernment related organizations. The results 
of the literature analysis are structured upon five categories, concerning technologies of 
primary importance for the successful delivery of the foreseen GLASS platform and 
associated services.  

 
To make sense of the accumulated knowledge in the field under consideration, in both these steps 
we adopted a concept-centric methodology. The most important concepts that will facilitate the 
synthesis of the identified content were specified, while for each research issue considered the 
associated concepts were extracted and meaningfully combined into a framework for 
understanding the use of emerging technologies in the public sector. We mainly focused on 
investigating current solutions and technologies for distributed governance approaches, personal 
information authentication and sharing, transparency of transactions, distributed ledgers and smart 
contracts, distributed applications, single sign-on e-wallets, intercommunication between 
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centralized and decentralized systems, AI and ML techniques for interoperability issues, 
transactions analytics for distributed eGovernment services, and intelligent data management.  
 
Based on both the literature review and the analysis of recently funded research projects, this 
deliverable also proposes a roadmap of actions to be carried out towards the definition of the 
foreseen GLASS eGovernance model. In particular, it identifies actions related to research gaps and 
the subsequent advancements foreseen in the context of GLASS project, as well as actions towards 
an efficient and effective alignment of the foreseen advancements with recent initiatives and 
directives with respect to European and world-wide eGovernance policy making.  
 
Specifically, the first category of actions concerns key technologies to be elaborated in the course 
of the project, including IPFS, Distributed Ledger Technologies, Self-Sovereign Identities, Digital 
Wallets, Blockchain, Smart Contracts and ML-based data transformation and interoperability. The 
second category of actions concerns two recent EC-driven and -promoted infrastructures, namely 
the European Blockchain Services Infrastructure (EBSI) and the CEF (Connecting Europe Facility) 
Building Blocks, as well as the recently organized eGOV Project Cluster, which comprises projects 
funded under the H2020 call “DT-GOV-05-2020: New forms of delivering public goods and inclusive 
public services”, and intends to encourage synergies between projects, putting projects’ 
coordinators in contact with policy officers, discussing policy needs as well as encouraging 
contributions to the Conference on the Future of Europe. 
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2 Introduction  

2.1 Context and Purpose 

The rapid growth of Internet technologies, mobile communications, cloud infrastructures and 

distributed applications have brought an unprecedented impact to all spheres of the society and a 

great potential towards the establishment of novel eGovernance models [1]. These models should 

deploy core values such as improved public services and administrative efficiency, open 

government capabilities, improved ethical behaviour and professionalism, improved trust and 

confidence in governmental transactions [2]. Towards the modernization of their services and the 

reduction of the associated bureaucracy, public administrations need to transform their back-

offices, upgrade their existing internal processes and services, and provide privacy-preserving and 

secure solutions. It is necessary to leverage key digital enablers, such as open services and technical 

building blocks (e.g., eID and eSignature), shared and reusable solutions based on agreed standards 

and specifications (e.g., Single Digital Gateway), as well as common interoperability practices (e.g., 

European Interoperability Framework). Such actions will lead to the upgrade of services that enable 

cross-border data sharing among public administrations, businesses and citizens. 

 

In line with the above, the work reported in this deliverable has been carried out in the context of 
WP2: GLASS eGovernance Methodology and Ecosystem Definition, which aims to define, structure 
and propose a novel eGovernance model that is suitable for public and private organizations. The 
foreseen model should meaningfully host common public services and activate the digital by default 
priority of the EC. As reported in the Grant Agreement, the main objectives of WP2 are to: 

● investigate in detail the legal and constitutional framework in which a digital by default 
governance model will be established; 

● scrutinize user’s requirements and provide service specifications guidelines for the 
different types of services among cross-sector (public, private, third-party) stakeholders;  

● analyse existing international and EU eGovernance frameworks and policies; 
● define the GLASS eGovernance model and its adoption action plan; and 
● specify the actions which will ensure its sustainability. 

 
In particular, this deliverable includes a thorough analysis of the solutions, best practices and best 
of breed technologies for eGovernment and eGovernance models at an international level. It 
reports on the outcomes of T2.1: International eGovernance SotA Analysis. The main goal of this 
task is to conduct a detailed analysis of the State of the Art (SotA) approaches to transform public 
services and facilitate digital by default, cross-border by default and interoperable by design 
services. The SotA solutions and methodologies in the areas that are relevant to the overall GLASS 
approach are documented and analysed, aiming to set the baseline towards the definition of the 
foreseen GLASS eGovernance model. To do so, this deliverable also identifies the strengths and 
weaknesses of the current approaches, and reports on possible gaps and missing services from a 
citizens’ needs point of view. 
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2.2 Approach 

This deliverable is organized as follows:  
● Section 2 sketches the context and purpose of this work and clarifies its association with 

the work being conducted in other work packages and deliverables of the project; 
● Section 3 presents the approach that was followed in order to achieve the objectives of this 

deliverable, putting emphasis on actions concerning the analysis of related research 
projects and literature;  

● Section 4 describes prominent solutions and current practices in eGovernance, as revealed 
from the analysis of recently funded research projects and related reports and deliverables; 

● Section 5 provides a thorough presentation and assessment of best-of-breed technologies 
in eGovernment, which are directly or indirectly associated with the foreseen GLASS 
solution; 

● Section 6 synthesizes and interprets the findings of the previous two sections, aiming to 
derive meaningful implications and insights, as well as to identify potential research gaps, 
that will shape the roadmap towards the definition of the GLASS eGovernance model; 

● Section 7 outlines concluding remarks and comments on the boundaries of this work. 

 

2.3 Relation to other Work Packages and Deliverables 

D2.1 is an important deliverable for the work being carried out in most work packages of the GLASS 
project. The data and references reported and elaborated in this report will provide useful input 
towards shaping the foreseen project modules and integrated GLASS solution. 
 
The relation of this deliverable to other tasks and work packages of the project is illustrated in Figure 
1. As far as WP2 is concerned, D2.1 will aid the requirements and specification analysis (T2.3 and 
D2.3: Government to ALL Specification list, providing information about the identified digital 
interactions, their dependencies and their specification towards the digitization of public services), 
and will be used as a basis for the definition of the foreseen GLASS eGovernance model (T2.4 and 
D2.4: GLASS eGovernance Model white paper) as well as the definition of a business model that will 
assure the sustainability of the GLASS solution and accelerate its adoption (T2.5 and D2.5: Business 
and Sustainability strategy & Adoption Plan). 
 
With respect to WP3, the current deliverable is expected to offer valuable input for the 

identification of the functional, structural and technical components of the solution planned in the 

context of the project. Particularly, D2.1 will facilitate the analysis of technical, operational and 

interoperability requirements (T3.2 and D3.2: Technical, Operational and Interoperability 

specifications), and will provide useful information for the definition of the distributed content 

management and data sharing model (T3.3 and D3.3: Distributed data sharing model) and the 

structural and operational architecture of the GLASS solution (T3.4 and D3.4: System’s 

architecture).  

 

Moreover, the information included in Sections 4 and 5 of this deliverable, as resulted from the 

analysis of nineteen recently funded eGovernment research projects and related literature, will be 

used as a basis and provide insights for the work planned in the context of WP4 (aiming to design, 

develop, and deploy the project’s e-Wallet solution), WP5 (aiming to design and deploy the overall 

distributed environment and deliver the operational framework for sharing common services) and 
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WP6 (aiming to design and develop the components that reflect the project’s vision of eGovernance 

functionalities). Also, the aforementioned information will be used for dissemination and training 

purposes in the context of T8.3 (and the associated deliverables D8.2: Interim Report on 

Dissemination & Communication Plan and D8.3: Final Report on Dissemination & Communication 

Plan). 

 

 
Figure 1: Relation of D2.1 to other tasks and work packages of the project 

 

Finally, D2.1 is expected to provide valuable feedback for the work being planned in the context of 

WP7. Specifically, it will aid the analysis, design and development of a detailed integration plan for 

all individual project’s modules into a unified framework (T7.1 and D7.1: Integration Plan and APIs 

definition), as well as the planning of the GLASS pilots (T7.3 and the associated deliverables D7.2: 

Demonstration plan and testing protocols and D7.3: Operational guidelines and evaluation criteria) 

and the formulation of the foreseen policy recommendations for processes and data minimization 

(T7.5 and D7.6: GLASS eGovernance recommendations). 
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3 Approach and Methodology 

3.1 Approach and Objectives 

The primary objective of WP2 is to define, structure and propose a novel eGovernance model that 

offers advanced digital by default, cross-border by default and interoperable by design services. 

Such a model should adopt a citizen-centric paradigm [3]; it should take into account citizens’ needs 

and expectations of new services, without excluding them from operational and decision-making 

processes. Moreover, documentation exchanges and processes should function as a whole, being 

sufficiently inter-connected among countries and organizations. Transparency and accountability 

are additional aspects of major importance towards building a good and fair governance model [4]. 

Admittedly, governments that employ models to make information sharing and decision-making 

processes transparent improve the principle of accountability and augment the participation of 

citizens and other stakeholders in related actions [5]. The corresponding digital transformation of 

public services can reduce administrative burdens, enhance productivity of governments, 

minimizing at the same time all the extra cost of traditional means to increase capacity, and 

ultimately improve the overall quality of interactions with and within public administrations [6]. 

 

This deliverable contributes to the above objectives by conducting a detailed analysis of the SotA 
solutions and associated technologies. This analysis adopted a two-step approach; specifically, it 
was carried out by considering:  

● the research projects that were funded through EU calls of the last period (2018-2020) of 
the Horizon 2020 framework programme and were related to the use of ICTs in the public 
sector; 

● recent research articles and reports elaborating concepts and technologies identified in the 
first step, as well as reports on the emerging technologies and breakthrough cross-sector 
services considered in the context of the GLASS project, which have been produced by EC 
and prominent eGovernment related organisations. 

 
In both steps, our approach is concept-centric [7]. It is noted that a concept-centric analysis helps 

others to make sense of the accumulated knowledge in the field under consideration. As a result, 

the most important concepts that will facilitate the synthesis of the identified content need to be 

specified. In this work, for each research issue considered, the associated concepts were extracted 

and meaningfully combined into a framework for understanding the use of emerging technologies 

in the public sector. 

 

Aiming to provide a complete and scientifically sound analysis framework, core eGovernment 

related EU artefacts were also considered. Specifically, we consulted the eGovernment Action Plan 

2016-2020, which (i) illustrates the main principles that need to be taken into account in relevant 

initiatives in Europe, and (ii) sketches a set of reusable solutions and services (key digital enablers) 

based on agreed standards and technical specifications to facilitate the development of digital 

public services. 

 

The eGovernment Action Plan 2016-2020 describes a set of underlying principles that relevant 
eGovernment initiatives have to take into account. Both research projects and technologies 
considered in this work aim at contributing towards one or more of these underlying principles. 
According to the eGovernment Action Plan 2016-2020, these underlying principles are: 
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● Digital by default: public administrations should preferably deliver services digitally and 
provide information in a machine-readable format; 

● Once-only principle: public administrations should ensure that citizens and businesses have 
to provide certain standard information to the authorities and administrations only once;  

● Inclusiveness and accessibility: digital public services should address different needs such 
as those of the elderly and people with disabilities; 

● Openness and transparency: public administrations should be open and transparent, 
accessible to anyone, anytime, anywhere, and responsive to new ideas and demands; 

● Cross-border by default: public administrations should make digital public services available 
across borders; 

● Interoperability by default: public services should be designed to work seamlessly across 
organisational silos; 

● Trustworthiness and security: public services should account for personal data protection, 
privacy, and IT security. 

 

In addition, research projects and their pilot cases exploit various key digital enablers in order to 
achieve their objectives. As introduced in the eGovernment Action Plan 2016-2020, the 
modernisation of the public sector should rely on "shared and reusable solutions and services based 
on agreed standards and technical specifications in order to reduce their cost of development, their 
time to deployment and increase interoperability". These key digital enablers include open services 
and technical building blocks, which were funded through the Connecting Europe Facility (CEF) 
programme [8]. The CEF building blocks offer basic capabilities that can be used in any European 
project to facilitate the delivery of digital public services across borders. Examples of key digital 
enablers include: 

● eID, which enables the mutual recognition of national electronic identification schemes 
across borders; 

● eDelivery, which facilitates public and private organisations to transfer documents and data 
among each other over a public or private network; 

● eSignature, which facilitates the creation and verification of electronic signatures across 
public administrations and businesses; 

● eArchiving, which facilitates the preservation and reuse of information in the long-term, 
and 

● eInvoicing, which enables public sector contractors and companies to receive and process 
electronic invoices, according to the European standards. 

 
Subsequently, at the pilot case level, the Core Public Service Vocabulary Application Profile (CPSV-
AP) [9] was utilized to rigorously describe the pilot case implementations. The CPSV-AP, which is 
developed under the responsibility of the European Commission's ISA2 Programme [10], is a first 
step towards creating a model for describing public services related to business and life events. We 
consider each pilot case being involved with a government activity. By adopting CPSV-AP, the 
proposed concept-centric analysis framework classifies these activities according to the Type 
property of a public service, which refers to the purpose of a government activity. According to 
CPSV-AP v.2.2, the Type property is populated using the classification of the functions of 
government (COFOG) glossary [11], which was developed by the Organisation for Economic Co-
operation and Development and published by the United Nations Statistical Division as a standard 
for the classification of the purposes of government activities. COFOG includes the following 
classes: 

● General public services, i.e., executive and legislative organs, financial and fiscal affairs, 
external affairs, foreign economic aid etc.; 
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● Defence, i.e., military and civil defence, foreign military aid etc.; 
● Public order and safety, i.e., police and fire-protection services, law courts and prisons, 

public order and safety etc.; 
● Economic affairs, i.e., general economic, commercial and labour affairs, agriculture, fuel 

and energy, manufacturing and construction, transport, communication etc.; 
● Environmental protection, i.e., waste management, water waste management, pollution 

abatement, protection of biodiversity and landscape etc.; 
● Housing and community amenities, i.e., housing development, community development, 

water supply, street lighting; 
● Health, i.e., medical products, appliances and equipment, outpatient and hospital services, 

public health services etc.; 
● Recreation, culture and religion, i.e., recreational and sporting services, cultural services, 

broadcasting and publishing services, religious and other community services etc.; 
● Education, i.e., pre-primary, primary, secondary and tertiary education, post-secondary 

non-tertiary education, and 
● Social protection, i.e., sickness and disability, old age, family and children, unemployment, 

housing etc. 
 

3.2 Project Analysis 

The concept-centric analysis framework described in the previous section was employed to analyze 
the identified projects and extract a series of insights about recent research development and 
application in the public sector. The results of this analysis are included and commented on in this 
section. 
 
For the needs of this deliverable, we considered nineteen (19 ) research projects that are related to 

the use of ICTs in the public sector and were funded through the calls of the last period (i.e., 2018-

2020) of the Horizon 2020 framework programme. The corresponding calls were included in 

“Societal Challenge 6 (SC6): Europe in a changing world - inclusive, innovative and reflective 

societies”. Two out of the three calls in the context of SC6 were related to the public sector, namely 

“Socioeconomic and cultural transformations in the context of the fourth industrial revolution” and 

“Governance for the future”. The research projects considered in this deliverable were funded 

through the following three topics, under which eight (8) calls for proposals were issued between 

2018 and 2020: 

● DT-TRANSFORMATIONS-02-2018-2019-2020: Transformative impact of disruptive 
technologies in public services. This topic focuses on public administrations’ and policy 
makers’ “use of disruptive technologies (such as artificial intelligence and big data analytics, 
block chain, Internet of Things, virtual and augmented reality, simulations or gamification)”; 

● DT-GOVERNANCE-05-2018-2019-2020: New forms of delivering public goods and inclusive 
public services. This topic refers to “the transformative impact of new technologies” in the 
public sector; 

● DT-GOVERNANCE-12-2019-2020: Pilot on using the European cloud infrastructure for public 

administrations. This topic refers to public administrations’ use of “open and big data, in 

particular as facilitated by high-performance computing (HPC) capabilities offered by the 

European Cloud Initiative”. 
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In our study, we adopted a two-fold level of analysis, focusing first on the overall scope of each 
research project and then on their pilot cases. Specifically, the vision, the overall objectives and the 
characteristics of each research project were first investigated. Then, at a more detailed level, the 
cases of applying and piloting the ICTs in a specific context were analyzed. This may include, for 
instance, the use of ICTs to augment a certain digital public service provision in a specific country 
or to streamline public policy making in a specific city.  
 
The concept-centric method adopted in our study [7] ensures the accumulation of a relatively 
complete census of relevant literature. In our case, this requires the identification of the research 
projects along with the elicitation of details about the use of ICTs in the pilot cases of each specific 
project. The Community Research and Development Information Service (CORDIS), which is the 
European Commission’s primary portal for disseminating information about EU-funded research 
projects and their results, was searched for projects that have been funded under the above-
mentioned calls. The nineteen (19 ) research projects identified officially started within the 2018-
2021 period and, as of the time of writing this deliverable, most of them are still active. The websites 
of the projects were thereafter searched for deliverables that describe the application and 
exploitation of emerging technologies. It is noted that for projects that are still in their early 
implementation stages, only limited content was available in CORDIS; in these cases, additional 
information was sought and collected by directly contacting the project coordinators and/or 
associated partners. Table 1 provides a detailed list of the projects considered in our study. The 
results from the analysis of these projects are presented in detail in the first part of Section 4. 

 

# Acronym Topic Duration 

1 Qualichain DT-TRANSFORMATIONS-02 2019-21 

2 URBANAGE DT-TRANSFORMATIONS-02 2021-24 

3 ETAPAS DT-TRANSFORMATIONS-02 2020-23 

4 IMPULSE DT-TRANSFORMATIONS-02 2021-24 

5 URBANITE DT-TRANSFORMATIONS-02 2020-23 

6 HECAT DT-TRANSFORMATIONS-02 2020-23 

7 TOKEN DT-TRANSFORMATIONS-02 2020-22 

8 CO3 DT-TRANSFORMATIONS-02 2019-21 

9 ACROSS DT-GOVERNANCE-05 2021-24 

10 inGOV DT-GOVERNANCE-05 2021-23 

11 GLASS DT-GOVERNANCE-05 2021-23 

12 INTERLINK DT-GOVERNANCE-05 2021-23 

13 mGov4EU DT-GOVERNANCE-05 2021-23 

14 DE4A DT-GOVERNANCE-05 2020-22 

15 DUET DT-GOVERNANCE-02 2019-22 

16 PolicyCLOUD DT-GOVERNANCE-02 2019-22 

17 IntelComp DT-GOVERNANCE-02 2021-23 
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18 AI4PublicPolicy DT-GOVERNANCE-02 2021-23 

19 DECIDO DT-GOVERNANCE-02 2021-23 

Table 1: The H2020 projects considered in our study 

3.3 Literature Analysis  

A concept-centric approach was also adopted during a systematic analysis of relevant and high-
quality research articles elaborating concepts and technologies identified in the first step (project 
analysis). Our literature analysis focused on very recently published articles and reports. It is noted 
here that a concept-centric analysis, in contrast to the author-centric approach, aims to help others 
make sense of the accumulated knowledge in the field under consideration. As a result, the most 
important concepts that will facilitate the analysis and synthesis of the identified content need to 
be specified.  
 
The results of the literature analysis, which are presented in detail in Section 4, are structured upon 
five (5) categories that reflect technologies of primary importance for the successful delivery of the 
foreseen GLASS platform and associated services. These categories are: 

● Distributed file systems and centralized approaches 
● Single sign on e-Wallet as a service 
● Ledgers, dApps and Smart Contracts 
● AI and ML for interoperability in eGovernance 
● Transactions insights for distributed eGovernment services 

 

In our study, for the research questions we aim to answer, the relevant concepts were extracted 
and meaningfully combined into a framework for understanding the use of emerging technologies 
in the public sector. This framework was also aligned with the emerging technologies and 
breakthrough cross-sector services promised to be delivered in the context of the GLASS project. 
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4 Recent Solutions and Practices in eGovernance 

This section is divided into two main parts, one reporting on the outcomes of the analysis of the 

nineteen recently funded research projects elaborated in our study, and a second one outlining the 

outcomes of reports on emerging technologies and breakthrough cross-sector services in 

eGovernance, which have been produced in the context of various EC initiatives. 

4.1 Analysis of Research Projects 

The concept-centric analysis framework adopted in our approach was employed to further analyse 
the identified projects and extract a series of insights about recent research development and 
applications in the public sector. The results of this analysis are included and commented on below 
(in two levels of analysis, i.e., research projects and pilot case implementations). 
 
Initially, the objectives of the projects, as they stated at the CORDIS portal, were analysed in order 
to identify whether they explicitly aim at exploring a specific technology or contributing towards a 
specific action plan principle or digital key enabler. Moreover, the projects were classified into two 
broad categories upon their scope, namely the ones that develop solutions for policy or decision 
making and those that focus on public service provision. 
 
As shown in Table 2, eleven (11) out of nineteen (19) projects focus on public service provision, 
while the remaining eight (8) focus on policy-making or decision-making. The former was funded 
through the DT-TRANSFORMATION-02 and DT-GOVERNANCE-05 topics, while the latter through 
DT-TRANSFORMATION-02 and DT-GOVERNANCE-12. 

 

Scope Count Project 

Policy-making, decision-making 8 
PolicyCLOUD, URBANAGE, IntelComp, DUET, 

DECIDO, AI4PublicPolicy, URBANITE, HECAT 

Public service provision 
11 Qualichain, mGov4EU, INTERLINK, DE4A, ACROSS, 

inGov, GLASS, ETAPAS, IMPULSE, TOKEN, CO3 

Table 2: Scope of the research projects considered in our study 

 

In terms of emerging technologies, Table 3 presents the most prominent technologies that are 

included in the description of the objectives of the project according to the CORDIS portal. The 

technologies identified were grouped into broader categories that correspond to a well-established 

research field. It is noted that the projects might have exploited more technologies during the 

course of their operation. The technologies included in the table are the ones that the projects 

highlight. According to Table 3, the most prominent category of technologies is Artificial 

Intelligence. In this category, we included not only mentions to the term “artificial intelligence” per 

se, but also mentions to “machine learning/deep learning” (DE4A and AI4PublicPolicy), “predictive 

algorithms” (URBANITE and HECAT) and “algorithmic techniques” (Qualichain). Blockchain and 

distributed ledger technologies along with Cloud Computing and Hyper Performance Computing 

(HPC) are the two following categories of technologies in the list. The next more frequent category 

of technologies is Semantic technologies, which includes semantics (ACROSS), ontologies (DE4A), 

linked data and knowledge graphs (inGov), as well as tools for data aggregation and linking 
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(PolicyCLOUD). Natural language processing (NLP) technologies including virtual assistants, 

chatbots (inGov), sentiment analysis and opinion mining (PolicyCLOUD) are in the same place in the 

list with semantic technologies. Mobile apps (inGov and ACROSS) and mobile devices (mGov4EU) 

are aggregated in the category Mobile technologies, which is the next more frequent category, 

along with that of Gamification. Finally, the two less frequent categories are Digital Twins and 

Virtual and Augmented Reality (VAR) and 3D interfaces. 

 

Emerging Technology Count Project 

Artificial Intelligence 8 
IntelCOMP, URBANAGE, IMPULSE, URBANITE, 

HECAT, DE4A, AIPublicPolicy, Qualichain 

Cloud Computing/HPC 
6 ACROSS, AI4PublicPolicy, DECIDO, DUET, 

IntelComp, PolicyCLOUD 

Blockchain and Distributed Ledgers 6 DE4A, Qualichain, IMPULSE, CO3, GLASS, TOKEN 

Semantic Technologies 4 ACROSS, DE4A, inGov, PolicyCLOUD 

Natural language processing 4 inGov, AI4PublicPolicy, IntelComp, PolicyCLOUD 

Mobile Technologies 3 inGov, ACROSS, mGOV4EU 

Gamification 3 URBANAGE, HECAT, CO3 

Digital Twins 2 DUET, URBANAGE 

VAR and 3D Interfaces 2 DUET, CO3 

Table 3: Emerging technologies explicitly mentioned in the objectives of the research projects 

considered 

 

We also mention that UX (HECAT), geolocated social networks (CO3), privacy preserving 

technologies (ACROSS), and zero-knowledge proofs (DE4A) are mentioned only in one project each, 

and thus we do not include them in Table 3. Finally, we report that two projects, namely INTERLINK, 

and ETAPAS do not explicitly mention any technology in the description of their objectives. 

 

An interesting exercise is to explore the allocation of the identified emerging technologies in 
projects dealing with policy/decision making or public service provision. Table 4 summarizes this 
allocation. As shown, Blockchain and mobile technologies are mentioned only in public service 
provision projects, while digital twins only in policy/decision making ones. Moreover, semantic 
technologies are mainly employed (three out of four projects) in public service provision projects, 
while natural language processing in policy/decision making ones (three out of four projects). An 
interesting observation is that artificial intelligence, although present in both categories of projects, 
prevails in policy/decision making. Finally, cloud computing and HPC technologies are mainly 
mentioned (five out of six projects) in policy/decision making projects. 

 

Emerging Technology Policy/decision making Public service provision 

Artificial Intelligence 5 3 

Cloud computing/HPC 5 1 

Blockchain and Distributed Ledger 0 6 
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Semantic Technologies 1 3 

Natural Language Processing 3 1 

Mobile technologies 0 3 

Gamification 2 1 

Digital Twins 2 0 

VAR and 3D interfaces 1 1 

Table 4: Emerging technologies and the scope of the projects 

 
It is also observed that, although most of the projects comprise several pilot cases addressing 
different problem areas, four projects focus on a single problem area. These include public 
education (Qualichain), urban planning (URBANAGE), urban mobility (URBANITE), and labour 
market (HECAT).  
 
Finally, the objectives of the projects were analysed in order to identify whether the projects 
explicitly aim at contributing to or exploiting a specific principle or key enabler that has been 
proposed by the EU. Table 5 presents these projects along with the specific EU eGovernment 
principles or enablers. The Single Digital Gateway (SDG) along with the Regulation that brings the 
gateway into effect were explicitly mentioned in the objectives of three projects. The EU’s SDG 
facilitates online access to the information, administrative procedures and assistance services that 
citizens and businesses need to get active in another EU country. Similarly, the European Open 
Science Cloud (EOSC) is explicitly mentioned in three projects. EOSC is part of the “European Cloud 
Initiative”. Thereafter, the ISA2 core vocabularies, including the Core Public Service Vocabulary 
(inGov), are explicitly mentioned in the objectives of two projects. Core Vocabularies are simplified, 
reusable, and extensible data models that capture the fundamental characteristics of an entity such 
as a person, a business, a location, a public organisation, or a public service. Two projects refer to 
the electronic identification schemes (eIDs) and the European regulation eIDAS regarding the 
electronic identification and trust services for electronic transactions in the internal market. Finally, 
three projects explicitly mention the “once-only” principle. 

 

EU eGovernment principles/enablers Project 

Single Digital Gateway (SDG) and Single Digital 

Gateway Regulation (SDGR) 
ACROSS, DE4A, mGov4EU 

European Open Science Cloud (EOSC) AI4PublicPolicy, DECIDO, IntelComp 

ISA2 core vocabularies inGov, DECIDO 

eID and eIDAS Regulation IMPULSE, mGov4EU 

Once-only principle DE4A, mGov4EU, GLASS 

Table 5: EU eGovernment principles and enablers 

 
We also note that the European Interoperability Framework (inGov), the relevant only principle 
(DE4A), and the digital by default principle (mGov4EU) are mentioned only in one project each, and 
they were not included in Table 5. 
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At a more detailed level of granularity, our analysis focused on pilot cases, which constitute an 
essential instrument to demonstrate the applicability and facilitate the evaluation of the results of 
the research projects. We observed different levels of granularity, e.g. some projects evaluate their 
outcomes through distinct use cases, whereas others distinguish further their expectations through 
a series of pilots under a certain case. Table 6 presents a list of indicative public services being 
developed in the aforementioned cases, associated with their type (as described in the COFOG 
vocabulary) and the corresponding emerging technology. 
 

Emerging Technologies  Public Services  Project 

General Public Services  

Blockchain and Distributed Ledger, Mobile 

Technologies, Artificial Intelligence 

Social security number and bank 

account registration 

GLASS 

Natural Language Processing 
Information provision for public service 

discovery and selection 

inGOV 

Mobile Technologies Online voting mGov4EU 

Mobile Technologies Signature generation mGov4EU 

Blockchain and Distributed Ledger Change of address DE4A 

Blockchain and Distributed Ledger 
Requesting a birth, marriage or death 

certificate 

DE4A 

Blockchain and Distributed Ledger 
Requesting pension information and/or 

a pension claim 

DE4A 

Cloud computing/HPC Ethically responsible Big Data ETAPAS 

Natural Language Processing 
Information and access to municipality 

services 

ETAPAS 

Artificial Intelligence, Blockchain and 

Distributed Ledger 

Participatory democracy portal Impulse 

Artificial Intelligence, Blockchain and 

Distributed Ledger 
Complaints filling service Impulse 

Artificial Intelligence, Blockchain and 

Distributed Ledger, Mobile Technologies 
Municipality services application Impulse 

Artificial Intelligence, Blockchain and 

Distributed Ledger 

Civil registration and certification Impulse 

Public order and safety 

Artificial Intelligence, Blockchain and 

Distributed Ledger 

eID card retrieval from lockers Impulse 

Economic affairs 

Blockchain and Distributed Ledger, Mobile 

technologies, Artificial Intelligence 
Education certification and skills 

validation 

GLASS 

Blockchain and Distributed Ledger Starting a business abroad DE4A 
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Blockchain and Distributed Ledger Doing a business abroad DE4A 

Artificial Intelligence, Blockchain and 

Distributed Ledger 
Enterprise digital drawer Impulse 

Cloud computing/HPC Grant distribution via competitive calls TOKEN 

Cloud computing/HPC Smart City services TOKEN 

Cloud computing/HPC Public procurement TOKEN 

Blockchain and Distributed Ledger, 

Gamification, AR/VR 
Urban modelling CO3 

Housing and community amenities 

Semantic Technologies Household units identification inGOV 

Blockchain, Gamification, AR/VR Community mapping of empty buildings CO3 

Health 

Natural Language Processing Robot-mediated rehabilitation ETAPAS 

Education 

Blockchain and Distributed Ledger 
Application for admission to educational 

institutions 

DE4A 

Blockchain and Distributed Ledger 
Application for educational financing 

abroad 

DE4A 

Blockchain and Distributed Ledger 
Recognition of academic and 

professional studies 

DE4A 

Social protection 

Blockchain and Distributed Ledger, Mobile 

technologies, Artificial Intelligence 
Insurance certification GLASS 

Semantic Technologies 

Issuance and renewal of the disabled 

citizens discount cards for public 

transportation 

inGOV 

Natural Language Processing Misinformation detection ETAPAS 

Blockchain and Distributed Ledger, 

Gamification, AR/VR 

Social distribution of quality food excess CO3 

Table 6: Technologies per type of public service for the pilot cases identified 

 
The above analysis of recently funded EU projects has certainly provided a top-level overview of 
the status of related digital initiatives in Europe. However, we argue that the dynamic nature of the 
ongoing research in the field under consideration, as well as the large number of eGovernment 
projects that are currently underway, continuously shape the eGovernment landscape and 
necessitate a frequent update of the established regulations and findings. 

4.2 eGovernance Development in the EU 
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The Tallinn Declaration on eGovernment [12], issued back in 2017, is still considered as the main 

document of reference as far as European initiatives towards eGovernance development are 

concerned. This declaration was strongly based on an earlier study (carried out in 2015), titled 

“Towards faster implementation and uptake of open government” [13], which provided a 

comprehensive overview of existing initiatives around open and collaborative government, and 

facilitated the emergence, prioritisation and implementation of actions around open and modular 

digital public services and open policy making. This study provided significant input to the European 

Commission for setting an action plan with respect to its eGovernment initiatives, which was 

planned to be as open as possible, by including citizen participation in the process. 

 

More specifically, in the context of shaping Europe’s digital future, the European Commission has 

sketched an eGovernment Action Plan [14], which aims to: 

● set up a Digital Single Gateway that will enable users to obtain all information, 
assistance and problem-solving services needed to operate efficiently across borders; 

● interconnect all business registries and insolvency registers and connect them to the 
eJustice portal, which will become a one-stop shop; 

● pilot the ‘once-only’ principle for businesses across borders, so they only need to 
provide information to a public administration in one EU country and if permitted it is 
then re-used between different countries; 

● help EU Member States develop cross-border eHealth services such as e-prescriptions; 
● accelerate the transition to e-procurement and implementation of the ‘once-only’ 

principle in public procurement. 

To achieve the above objectives, the eGovernment Action Plan has identified twenty (20) actions 
addressing at least one of the following three key policy priorities (identified in the Digital Single 
Market Strategy): 

● modernising public administrations using key digital enablers; 
● enabling mobility of citizens and businesses by cross-border interoperability; 
● facilitating digital interaction between administrations and citizens or businesses for 

high-quality public services. 
 
As stated in the Tallinn Declaration, “the overall vision remains to strive to be open, efficient and 
inclusive, providing borderless, interoperable, personalised, user-friendly, end-to-end digital public 
services to all citizens and businesses – at all levels of public administration”. Also, the Declaration 
calls for certain actions during the period 2018-2022 to achieve a series of objectives related to the 
principles of: digital-by-default, inclusiveness and accessibility; once only; trustworthiness and 
security; openness and transparency; interoperability by default (see also Section 2.1).  
 
Policy action lines that have been stated in the Tallinn Declaration and are of particular interest in 
the work foreseen in the context of GLASS project include: 

● take steps to reduce the need for citizens and businesses to unnecessarily interact with 
public administrations, for example, by relying on (re)use of data; 

● take steps to enable seamless digital delivery of services across sectors and collaboration 
in public service provision, by allowing EU institutions, private sector and civil society 
linkages to information held in public administration databases and systems in appropriate 
policy areas; 
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● take steps to increase the findability, quality and technical accessibility of data in key base 
registers and/or similar databases, to build up readiness for applying the once only principle 
for national or cross-border digital public services; 

● ensure timely implementation and promote the widespread use across sectors of the 
Regulation on electronic identification (eID) and trust services for electronic transactions in 
the internal market (eIDAS [15]); 

● make it possible for citizens and businesses to digitally manage their personal data held by 
the public administration (e.g., access, check and inquire about the use of, submit 
corrections to, authorise (re)use of), at least for base registries and/or similar databases; 

● enhance the re-use of emerging joint solutions under the Connecting Europe Facility (CEF) 
programme or other common frameworks (e.g., those implemented by ISA2 and CEF 
programmes) - in particular eID [16], eSignature, eDelivery, eProcurement and eInvoicing - 
and promote their implementation in more domains; 

● work to modernise the design of public services, procurement and contracting 
arrangements, to make them compatible with modern and agile ways of developing and 
deploying digital technology. 

 
In any case, we note here that the aforementioned documents did not strongly consider 

decentralisation trends yet.  

 

A comprehensive account of the existing eGovernment landscape in Europe for implementation of 

eServices and cross border enablers has been recently carried out in the context of the DE4A (Digital 

Europe for All) EU research project1. DE4A was launched in January 2020 as a result of collaboration 

of 27 organizations from 11 countries of the European Union. As stated in the project’s homepage, 

“DE4A is a Member State-driven pilot, aligned with strategic eGovernment Action Plan 2016-2020 

and European Interoperability Framework Implementation Strategy and with full regulatory 

compliance, establishing a culture of co-creation, transparency, accountability and 

trustworthiness”. A set of DE4A’s public deliverables (published in June 2020) have identified 

existing national eGovernment capacities, major setbacks and potential drivers for the domains of 

Electronic Identification (eID), electronic Identification, Authentication and Trust Services (eIDAS), 

Single Digital Gateway (SDG), Digital Service Infrastructure (DSI), Once-Only Principle (OOP) and 

Data Strategy. This was achieved through the analysis of data collected from a dedicated survey 

distributed to the chief information officers of the EU and EFTA countries. The response rate to this 

survey was 77.5%, which makes the overall study highly reliable for reporting on the actual status 

of the domains under consideration. 

 

In these deliverables, it is concluded that - despite the significant number of eGovernment 

initiatives in the EU - the national context of digitalization strategies is highly important; the 

different processes and legislation of each country poses a series of challenges for the 

establishment of a seamless cross-border platform for public service provision. Furthermore, it is 

stressed that “there is a common trend for increasing private sector participation in the domain of 

service provision, which could reorient the available services, enabling provision of non-

governmental services such as telecom, banking etc.”. Another conclusion drawn is that “the 

administrative structure of each country has also been repeatedly reported as an additional factor 

influencing the progress of the national digitalization strategy”. 

 
1 https://www.de4a.eu/ 

https://www.de4a.eu/
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Key findings of the aforementioned DE4A deliverables that are of particular interest for the work 
being conducted in the context of GLASS project are [17, 18]: 

● The eID schemes have been unequally implemented across the EU. Only one third of the 
eID schemes have been (pre-)notified under the eIDAS regulation [19], whilst over 90% of 
the responding countries confirmed availability of a national eID scheme. The national 
eIDAS-Nodes similarly demonstrate asymmetric readiness for cross-border use, being more 
advanced in terms of receipt of foreign eID-schemes for national use rather than supporting 
national eIDs abroad [20]. On the contrary, the implementation of trust services has 
demonstrated a rather homogenous spread across the participating countries. 

● The DSIs envisaged in the Connecting Europe Facility (CEF) programme have also 
demonstrated different scale of implementation of both domain-specific and domain-
independent building blocks. Whilst some DSIs have been widely set on technical 
implementation in the EU, some others were not referenced by the majority of the 
responding countries. It is noted that most of the respondents denoted their on-going 
Blockchain projects, aiming to increase connectivity and transparency of the built solutions. 

● Similarly, the twenty-one life events for citizens and businesses announced under the SDG 
regulation [21] have demonstrated considerable differences in terms of possibility for eID-
authentication, mobile accessibility, applicability of the OOP and availability for cross-
border use. Whilst showing generally high availability of the services for use with mobile 
devices, only approximately half of the services were accessible with the eID and enabled 
for cross-border use. 

● Current levels of the implementation levels of the OOP were found to be rather low with 
respect to the time horizon for implementing the SDG. Although implementation levels of 
the procedures related to the twenty-one life events of the SDG were slightly better, the 
overall picture remains one of low adoption and implementation.  

● As far as Data Strategy is concerned, 50% of the responding countries reported that they 
do not have a strategy for reusing public sector data in place.  

● As a conclusion, the status of data harmonisation, free and effective access to data, 
implementation of the OOP in national and cross-border services and the availability of 
those services for cross-border use, show severe shortcomings and must be improved 
drastically within the next three years for the SDG to be implemented as initially envisaged. 

4.3 Emerging Technologies and Current Practices 

A bunch of deliverables produced in the context of recently funded EU projects, as well as very 
recent research articles in the literature, deal with the emerging technologies and associated best 
practices in the public sector. In this subsection, we attempt to summarize their key findings, while 
at the same time considering issues that are of particular interest for the work planned to be carried 
out in the GLASS project. 
 
A very comprehensive work aiming to highlight the main opportunities and challenges for the use 
of emerging technologies, and in particular emerging digital technologies such as AI and Blockchain, 
in the public sector is an OECD Working Paper on Public Governance, titled “State of the art in the 
use of emerging technologies in the public sector” [22]. Based on the analysis of data collected in 
20 countries, this work offers a few insights on the state of the art on the strategies and practical 
examples on how governments are attempting to integrate emerging technologies in the public 
sector. Its major outcomes are cited below: 
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● Emerging technologies such as AI and Blockchain demonstrate considerable potential for 
making the public sector smarter, i.e., more agile, efficient, user-friendly and trustworthy.  

o AI can be used to deliver more effectively personalised services and foster citizen 
engagement with public institutions through the design of human-centric 
interfaces; enhance operational efficiency and the quality of administrative 
procedures through increased automation of physical and digital tasks; enable 
greater predictive capabilities for better decision making and policy outcomes 
through the use of algorithms designed to uncover trends and patterns in large 
volumes of data.  

o Blockchain, if properly applied in the public sector, yields significant benefits in 
terms of increased transparency, accountability and security through stronger data 
integrity and immutability across agencies; as well as efficiency gains resulting from 
the reduction of processing time and costs thanks to contract automation (i.e., 
‘smart contracts’). 

● Governments can play multiple roles towards strengthening national research capacity and 
translate technological progress into public sector applications that deliver public value; 
namely: 

o Government as a convener, through the adoption of an overarching strategy that 
showcases high-level political commitment.  

o Government as financier, typically through the provision of direct or indirect funds 
to support the research, development and adoption of emerging technologies.   

o Government as direct user and co-developer, together with public sector 
organisations, acting through innovative procurement practices and other forms of 
collaboration to build tailored solutions.   

o Government as a regulator, as the diversity of challenges raised by the digital 
transformation calls for a reassessment of existing policy frameworks, holistic 
approaches to ensure policy coherence and international regulatory co-operation. 

● Governments worldwide are experimenting with emerging technologies to better meet the 
needs of public-service users and steward coherent use of resources to maximise public 
value. These projects are increasingly centred around the applications of AI and, more 
recently, Blockchain. Specifically:  

o Governments exploring the role of AI tend to focus on projects where human-
machine interactions can provide better user experiences or free up resources for 
higher value-adding tasks.  

o Use cases for Blockchain in the public sector have so far addressed issues related 
to digital identity and certificates, personal records authentication, welfare 
benefits or entitlements, asset registries, and inter- or intragovernmental 
transactions. They generally leverage three core features of Blockchain in terms of 
recordkeeping and authentication, value transfer, and smart contracts. 

● Governments face multiple challenges in how to incorporate these emerging technologies 
for public purposes, namely: technical and practical challenges, such as the availability of 
quality data and lack of common standards; resource and capacity constraints, such as 
inadequate investment and funding, and low digital literacy and skills shortage in the public 
sector; and institutional, legal and cultural barriers, notably regulatory gaps and insufficient 
political and institutional buy-in. The absence of common standards and suitable legal 
frameworks are the most quoted obstacles, in part due to the growing concerns around 
fairness, transparency, data privacy, accountability and legal liability, which are triggered 
by the introduction of AI and Blockchain.  
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● A paradigm shift is essential towards adopting systematic and whole-of-organisation 
approaches to the digital transformation of the public sector. Meaningful, sustainable and 
resilient use of emerging technologies within governments and public sector organisations 
requires strategic vision and leadership commitment, suitable organisational and 
governance frameworks, new working methods and capabilities to support agile and 
efficient design, implementation and delivery of public policies and services. Notably, 
political support and engagement with the private sector have been identified as two major 
enablers for public sector adoption of emerging technologies.  

 
Governments should consider actions on the following key areas in order to integrate emerging 
technologies in their overall digital transformation agenda: (i) establishing a suitable governance 
framework to facilitate the use of technology in the public sector; (ii) promoting synergies across 
public sector organisations that can support a purpose-oriented and problem-driven adoption of AI 
and Blockchain, as well as other emerging technologies, to improve policies, processes and services 
to the benefits of citizens and businesses; (iii) experimenting and piloting, e.g. by identifying a 
portfolio of priority projects to test agile approaches and spot scale-up opportunities where the 
adoption of emerging technologies would be most meaningful, feasible and cost-efficient; (iv) 
reassessing existing legal and regulatory frameworks to address the social, ethical and legal 
challenges raised by emerging technologies; (v) stepping up collaboration with the private sector to 
lever industry progress in emerging technologies and support open innovation; (vi) jointly 
participating in international and/or regional projects, developing synergies among governments 
for research, testing, implementation and monitoring of emerging technologies in their public 
policy actions. 
 
Very interesting results about the use of disruptive ICTs (big data and artificial intelligence 

technologies) in combination with established ICTs (distributed technologies for data storage and 

service delivery) and the wisdom of crowd (crowd-sourcing and co-creation) towards data-driven 

and evidence-based decision and policy making have been produced in the context of the Gov 3.0 

Erasmus+ project [23]. As noted in their website, this recently completed project aimed at 

establishing ICT-enabled Governance as a vivid research domain, by providing universities, private 

firms and government agencies with cutting-edge knowledge on emerging technologies and policy 

support methods and tools. Diverse deliverables have been produced and made public in the course 

of the Gov 3.0 project (for a complete list, see https://www.gov30.eu/theproject/deliverables/); 

one of them aimed at defining a research and knowledge roadmap of the so-called Government 3.0 

[24], by describing current and future fields of interest and research in the domain of digital 

government, governance and citizenship in combination with the use of disruptive technologies, 

and by suggesting specific roadmap actions, which, when realised, allow to significantly improve 

the understanding of the changes brought on by Government 3.0. Key research actions suggested 

in this deliverable, which are of particular interest for the work being conducted in GLASS, are cited 

below: 

● analysis of existing implementations of disruptive technologies (Machine Learning, NLP/ 
Sentiment Analysis, Blockchain, Virtual Reality, Augmented Reality, Internet of Things), 
identification of application areas, and possible positive or negative impacts of disruptive 
technologies generally; 

● research of real-time analysis of data, automated decision algorithms, the requirements for 
transparency of such algorithms and their legislative regulation; 

● formulation of standards and regulations for IoT and Blockchain;  

https://www.gov30.eu/theproject/deliverables/
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● research in organisational change in government, data governance, citizen-oriented cloud 
solutions, the OOP application on personal and sensitive data, cross-border interoperability 
for eID and eSignature;  

● creation of guidelines for service modules implementing disruptive technologies and the 
use of (personal) data collected with AR/VR systems;  

● research on ethical implications of disruptive technologies and elaboration of an ethical 
framework to address emerging ethical concerns. 

 

The above actions have been suggested after a comprehensive analysis of input collected from 58 

experts during three workshops, aiming to identify research and training needs for the 

implementation of disruptive technologies in government services [25]. Adopting a scenario-based 

technique, research needs identified were: 

● Standardisation and Interoperability of Disruptive Technologies. It includes standards for 
the use of AI for automated decision making, standardisation of collected data by IoT and 
the standardisation of the IoT devices. Interoperability needs are of high priority both in IoT 
and in AI/ML research. 

● Analysis of Stakeholders. It is necessary to understand who the stakeholders are, how to 
engage them effectively and identify the needs of target groups to involve them adequately 
in the implementation process. Technologies like Blockchain, AI and Machine Learning have 
been the biggest research needs in stakeholder engagement, co-creation and improvement 
of already existing solutions both in public and private sectors.  

● Evaluation and Policy Making. The research needs of this category were raised when 
discussing AI (adapting legislation to the use of cross-border data) and IoT (automated 
policy making based on IoT data). The proper way of using simulation and data modelling 
for e-government services is another research need in this category, in that simulation can 
be used for policy modelling in different settings and may provide a solid basis for data-
driven decision making. 

● Data Security and Data Privacy. These are two important topics for research of the use of 
disruptive technologies in the public sector. In particular, the security and privacy of the 
Blockchain technology need to be addressed in the context of public services. Privacy and 
security issues need to be researched in the context of storing sensitive personal data and 
allowing specific actors the access to this data [26]. 

● Automated Decision-Making. The big data collected by sensors can be automatically 

processed and analysed using the AI and ML technologies to provide real-time decisions. 

Such a system may offer significant advantages over “manual” regulation, yet it poses a 

number of challenges concerning transparency and accountability. Research in this 

category also concerns the use of autonomous agents, addressing both technological and 

behavioural issues (public perception of the agents). 

● Ethical Issues. AI is certainly the most ethically controversial technology. Research 

directions regarding AI include privacy research (surveillance, profiling) and ethics of 

automated decision making (especially concerning sensitive decisions, such as those in law 

enforcement and health). Admittedly, a significant number of ethical issues are connected 

to the implementation of disruptive technologies in public service [27]. 

 

Paying particular attention to the implications of the use of AI in public governance, a systematic 

review of existing literature has been recently published [28]. The review, which was based on 26 

https://www.sciencedirect.com/topics/social-sciences/governance
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articles, reveals much exploratory, conceptual, qualitative, and practice-driven research in studies 

reflecting the increasing complexities of using AI in government. The potential benefits of using AI 

for public governance, as identified from these  articles, comprise nine categories, namely: (i) 

efficiency and performance benefits, (ii) risk identification and monitoring benefits, (iii) economic 

benefits, (iv) data and information processing benefits, (v) service benefits, (vi) benefits for society 

at large, (vii) decision-making benefits, (viii) engagement and interaction benefits, and (ix) 

sustainability benefits. The study also identified main challenges of AI use in government, which 

cover eight categories, namely: (i) data challenges, (ii) organizational and managerial challenges, 

(iii) skills challenges, (iv) interpretation challenges, (v) ethical and legitimacy challenges, (vi) 

political, legal, and policy challenges, (vii) social and societal challenges, and (viii) economic 

challenges. 

 

The aforementioned systematic literature review also led to the development of a research agenda 
that complements previous works by focusing specifically on the implications of the use of AI for 
public governance. This research agenda includes eight process-related recommendations and 
seven content-related recommendations. The process-related recommendations are cited below: 

● Avoid applying AI-related terms superficially in public governance sources. AI terms, given 
their attractiveness to readers, were observed to be used superficially as buzzwords in 
articles examining entirely other topics. 

● Move beyond the generic focus on AI in public governance sources. Authors identified the 
need to conduct more domain-specific studies, specific to certain areas or countries and at 
specific government levels in relation to AI. 

● Move to methodological diversity instead of dominant qualitative methods. Given the data-
heavy nature and social embeddedness of AI applications, especially in areas of citizen-
government interactions, there are clear opportunities for quantitative, data-driven, and 
computational research methods. 

● Expand conceptual and practice-driven research from the private to the public sector. 
Existing research on the implications of AI use for public governance is mainly reliant on 
studying (or borrowing) practices and implementations from the private sector contexts 
and applying them to the public-sector contexts. 

● Increase empirical research on the implications of AI use for public governance. Although 
considerable attention has been paid to AI technologies and speculations about the societal 
impacts of AI, it is not common in AI research today to contribute to empirical testing [29]. 

● Go beyond exploratory research and expand explanatory research. As AI implementations 
increasingly appear in the government ecosystem, there is an urgent need to pursue 
explanatory research designs that adopt expanded empirical methods to generate 
operational definitions, extract meanings, and explain outcomes specifically within public 
governance contexts. 

● Openly share the research data used for studies on the implications of the use of AI for 
public governance. Scholarly societies and funding organizations active in the domains of 
public governance are advised to incentivize and trigger more research, focusing on 
openness, trustworthiness, and transparency in the diverse areas of AI and public 
governance. 

● Learn from applicable pathways followed by digital government scholarship in its early 
phases. While investigating the implications of the use of AI for public governance, 
reference theories from other disciplines may be used to enable the development of the 
field. 
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As far as content is concerned, the seven areas in which research on the implications of AI use in 
government has been recommended are: 

● Develop AI public governance scholarship from under-theorization into solid, 
multidisciplinary, theoretical foundations. Findings indicate an infancy of theory 
development in research concerning the implications of AI use for public governance.  

● Investigate effective implementation plans and metrics for government strategies on AI use 
in the public sector. Scientific research is needed to advise policy makers of AI strategies on 
how the implementation of AI in the public sector can be realized, what useful targets for 
such strategies may be, and what trade-offs to consider.  

● Investigate best practices in managing the risks of AI use in the public sector. Failures due 
to the use of AI in government may have substantial negative implications for governments 
and society.  

● Examine how governments can better engage with and communicate their AI strategic 
implementation plans to stakeholders. Researchers should contribute to these engagement 
strategies and advise policymakers in the creation of plans for communicating the 
implications of AI use in government to citizens, companies, and other relevant 
stakeholders. 

● Investigate a large diversity of possible governance modes for AI use in the public sector. 
The AI policy debate focuses mainly on a limited selection of governance modes, such as 
voluntary standards and self-governance [30], and neglects other forms of governance. 

● Research how the performance and impact of the public sector’s AI solutions can be 
measured. This impact can be both positive and negative, and may affect not only 
individuals but also public sector organizations themselves. Research on how AI’s impact 
on decision-making performance can be measured is also needed [31]. 

● Examine the impact of scaling up AI usage in the public sector. The study revealed that the 
velocity and scale of AI impact is so high that it rarely gives the public policy practitioners 
sufficient time to respond. Agile governance is proposed as one of the solutions for this 
challenge.  
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5 Best of Breed Technologies in eGovernance 

GLASS aspires to demonstrate a novel paradigm for eGovernment service delivery. It significantly 

contributes to the emerging need for broadening the range and effect of AI-based applications and 

associated challenges in a holistic manner. The proposed solutions will significantly reduce the 

administrative burden of public organizations and advance the communication between 

government and citizens, which has been admittedly problematic for a long time. GLASS responds 

to a series of challenges regarding the exploitation of AI capabilities and their contribution in public 

services delivery. To advance beyond the current state of the art, GLASS will meaningfully combine 

prominent existing methodologies, will propose innovative services, and will develop and 

thoroughly assess novel tools for eGovernment applications. Each innovative component of the 

GLASS project is analysed below, where it is also compared to related state-of-the-art solutions, 

products and patents from industry and academia. 

5.1  Distributed File Systems and Centralized Approaches 

5.1.1. Distributed File Systems 

Distributed File Systems were established some decades ago as a means of enabling physically 

distributed computers to share data and storage resources over a network [32]. Utilizing a 

Distributed File System (DFS) for this purpose would provide certain characteristics such as 

decentralization, transparency, fault tolerance, and scalability in a way that centralized storage 

cannot provide. Various data breaches in the recent history of centralized storage (e.g., Facebook - 

Cambridge Analytica scandal of 2018 [33]) have shown that keeping data under a single entity 

cannot provide transparency on the way the data are being used. Furthermore, centralized storage 

imposes a risk on security of data which can be affected by any type of failure like power outage or 

natural disaster. Finally, serving data from a remote area away from the user has a negative effect 

on the transmission speed. 

 

Since the introduction of Distributed File Systems, the technology has evolved to serve new 

applications such as processing of big data (e.g., Hadoop Distributed File System – HDFS [34]), 

storing files on cloud services (e.g., Moose File System – MooseFS [35] and S3-HopsFS [36]), and 

sharing data over a Peer-to-Peer (P2P) Blockchain powered network (e.g., InterPlanetary File 

System – IPFS [37]). 

 

Cloud storage has provided an innovative solution to the need of storing data in a remote location 

that allows the user to access it from anywhere in the world via an internet enabled device in a 

cost-effective way. The data the user uploads is hosted under a single logical entity’s machines (e.g., 

Google’s in case of Google Drive [38] or Microsoft’s in case of OneDrive [39]). The centralized 

possession of a user’s data undermines many dangers like the lack of availability at certain times, 

the issue of confidentiality between the data’s owner and the entity that hosts the data and the 

security the host’s systems provide [40].  

 

Enhanced with modern technologies, P2P networks can be utilized to serve as a cloud data storage 

alternative. Some of the modern P2P network solutions that can offer a solution to the 
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aforementioned centralized cloud storage model’s concerns include IPFS [37], Storj [41], Swarm 

[42], Sia [43], Hypercore Protocol [44], Safe Network [45], and Arweave [46]. 

 

IPFS: The InterPlanetary File System was introduced by Juan Benet of Protocol Labs in 2014 [47] as 

a distributed system based on P2P protocol that provides public data storage services in an effort 

to transform the web into a new decentralized and more efficient tool. Its main purpose is to 

replace the HTTP protocol for document transactions by solving HTTP’s most limiting problems like 

availability, cost, and centralization of data in data centres. IPFS is considered to be an evolved 

version of earlier P2P networks (e.g., BitTorrent [48], KAD [49], and Git [50]) since it combines some 

of the best characteristics these technologies provide for an enhanced and advanced result. 

 

IPFS has been utilized for mirroring censorship-threatened websites such as Wikipedia [51]. Mukne 
et al. [52] are using IPFS and Hyperledger Fabric augmented to perform secure documentation of 
land record management. Andreev and Daskalov [53] are using IPFS to keep students’ personal 
information off chain in a solution that manages students’ data through Blockchain. Singh [54] 
created an architecture for open government data where proof-of-concept uses Ethereum for 
decentralized processing and BigchainDB and IPFS for storage of large volumes of data and files 
respectively. Concerned by the fact that Internet of Things (IoT) data is stored on a centralised 
authority, Ali et al. [55] utilized IPFS to store IoT data in a decentralized manner that offers privacy. 
Taking into account that the majority of people are using a mobile device, Heinisuo et al. [56] 
created an IPFS based file sharing service for mobile devices called Asterism. Finally, there are 
several occasions where IPFS is utilized as a data storage solution for applications that are based on 
Blockchain [57-61].  
 

Emerging applications include: 

● a decentralised censorship resistant social media network built on IPFS and Ethereum [62] 

● a freights management logistics software [63] based on Tendermint’s Blockchain 

ecosystem [64] 

● an internet marketplace platform that tries to digitize gold [65] built on IPFS and Ethereum 

utilizing the Proof of Provenance consensus protocol [66] 

● a gateway that acts as an intermediate between the Blockchain developer and the 

Ethereum and IPFS networks eliminating the need of setting up infrastructure [67] 

● a decentralized video streaming network [68] 

● a decentralised finance API like service that enables its users to sell Non-Fungible Tokens 

(NFTs) through their own channels [69], and  

● a platform that helps artists create a decentralized identity that can be linked with NFTs 

[70]. 

 

IPFS enables its users to store and distribute data globally in a secure, resilient and efficient way. 

Each file uploaded on IPFS is fragmented into chunks of 256Kb and hashed before being scattered 

in participating nodes around the globe. Following the aforementioned methodology, data integrity 

is ensured since no one can tamper with a data block without affecting its unique hash. 

Furthermore, data resilience is ensured by placing the same data block in more than one 

participating node. In addition, data is secured since for someone to access unauthorised 

information would require that he hacks into every single participating node that hosts the 

information’s chunk files, acquires all of them and decrypts them. Finally, placing the same piece of 

information in multiple nodes around the globe ensures faster loading times since the user 
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requesting a set of data will acquire it from the hosting node that is geographically closer to him. At 

the same time, it is much harder to censor data and/or restrict access to them. 

 

IPFS is based on a Merkle Directed Acyclic Graph (DAG) [71,72], data structure to keep track of the 

location its data chunks are stored and the correlation between them. In this peculiar data 

structure, each data block has a unique Content Identifier (CID) fabricated by hashing its content. 

In case the content of a node’s child changes, the CID of the parent node changes as well. For 

someone to access a file, knowing its unique CID which is constructed by the hash of the data 

contained within it is essential. Each participating node (user) keeps a list of the CIDs it hosts in a 

Distributed Hash Table (DHT) implemented using the Kademlia protocol [73]. Each user "advertises" 

the CIDs they store in the DHT which results in a distributed "dictionary" used for looking up 

content. When a user tries to access a specific file, IPFS crawls the DHTs to locate the file by 

matching the unique content identifier. Using content-based addressing instead of location-based 

addressing serves in preventing saving duplicate files in the network and in tracking down a file by 

its content rather than by its address. 

 

 
Figure 2: Merkle Directed Acyclic Graph example2 

 

In case part of a file’s data is edited in any way the CID that leads to this data is altered as well to 

reflect the new version of the content. This makes IPFS not an ideal solution for hosting data that 

are opt to change like dynamic websites or documents. Α solution that resembles the way domain 

names for websites work was suggested to counter this issue that is directly related to the way IPFS 

works. The InterPlanetary Name System (IPNS) [74] acts as an intermediary between the file and 

the interested party that wants to access the file by providing access to a file whose contents change 

at regular intervals. When a file is registered in IPNS, a static unique identifier is created which 

redirects the interested party in the file’s dynamic unique identifier that is constructed by the hash 

of the data contained within it. In case this file’s dynamic unique identifier is altered due to its 

content being edited in any way, IPNS updates the record it keeps for the specific file so as to 

redirect the interested party to the new file’s address [75]. 

 

The files that are retrieved from other nodes are cached on the user’s machine. This procedure 

helps in creating a Content Delivery Network (CDN). The files a user places on the network are not 

guaranteed to be stored forever though. IPFS nodes clear their cache on a frequent basis in order 

 
2 https://proto.school/merkle-dags/04 

https://proto.school/merkle-dags/04
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to free up space for new files that need to be stored. This results in the technology’s main weak 

point which is the question of data permanence. In case a user wants to make sure that a file stays 

on the IPFS network no matter the circumstances, he needs to declare that the file in question is 

important so that IPFS’ cache clearance procedure will not delete it. The procedure of file pinning 

can be only applied on a per node basis by each node’s owner. Therefore, in case a user wants to 

make sure that a file is saved permanently on the IPFS network he needs to pin the file in one or 

multiple nodes of his possession [76]. Since it would not be easy for the masses to have an IPFS 

storage node working 24/7 to pin their important files, the need for independent file pinning 

services rose. 

 

The Filecoin network was introduced by Protocol Labs in 2017 [77] while a first version was already 

published in 2014 [78] to counter IPFS’ major disadvantage. The Filecoin network could be 

characterized as an incentive layer on top of IPFS since it provides incentive to its users to offer 

their services as persistent storage nodes so as to host files in a persistent way (pinned files). A 

cryptocurrency called Filecoin is used to incentivize its users and fuel the use of the network: the 

nodes that provide storage space and bandwidth get rewarded with Filecoin while the users that 

are in need of hosting content to the network use Filecoin to pay for the hosts’ services. The node 

to host the next block of files is chosen in a near random manner taking into account the host’s 

storage space offering. There are also other IPFS pinning services like Pinata [79], Eternum [80], and 

Fission Drive [81] that take over the task of pinning files. 

 

Since IPFS was first introduced, various tests were made to test its performance. Ascigil et al. [82] 

concludes that IPFS provides high redundancy accompanied by high latencies and low throughput. 

Shen et al. [83] corroborates on the high latencies on large variances and adds the fact that the 

transmission speed is unstable. Efforts are made by Confais et al. [84,85], to optimize the service’s 

performance by utilizing edge computing. By running IPFS in a private local network instead of using 

the global DHT, their research showed small latencies and high throughput. Finally, Patsakis et al. 

[86] showcased the exploitation of IPFS by a malicious botmaster. 

 

In addition to performance concerns, there are also concerns about the security IPFS provides. 

Nyaletey et al. [87] indicated that IPFS does not provide traceability and access control on how the 

files are accessed and suggested a new approach that enhances IPFS with Blockchain called 

BlockIPFS. Prünster et al. [88] identified an issue on IPFS’s core libraries and showcased an attack 

which resulted in IPFS nodes being isolated from the network with low effort. 

 

STORJ: Storj was introduced by Wilkinson et al. in 2014 [89] as a decentralized alternative to 

centralized cloud storage services. Storj works in a pretty similar way to IPFS in conjunction with 

Filecoin with regard to the way files are uploaded and accessed over the network. The main 

differentiation point between the two solutions is that IPFS is introduced as an enhanced and 

improved version of web whereas Storj specializes on providing cloud storage services in a 

decentralized manner. Being a service focused on people’s decentralized storage needs, Storj 

utilizes Ethereum and smart contracts functionality to provide an ecosystem where internet-

connected computers that have redundancy of storage space can “rent” the extra storage space to 

people who are willing to lease storage space to host their files in the decentralized internet. As an 

incentive for providing their extra storage space for “rent”, Storj users get rewarded with Storj 

tokens. Evaluating each storage node’s reputation is considered of great importance to the Storj 

network in an effort to avoid misuse of the service. This resembles the upload to download ratio 
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used in torrent file transfers. For this end, Storj utilizes a storage node reputation mechanism which 

decides the level each storage node participates actively on the network. This mechanism uses 

Proof of Work to generate each node’s identity, puts each new node under evaluation (vetting 

mode) so as to try out its credibility, filters out the unreliable nodes and finally sorts out the 

remaining trustworthy nodes based on some certain criteria such as the node’s throughput, latency, 

uptime, and geographic location. Having chosen the storage nodes to act as hosts for the files, Storj 

utilizes the Proof-of-Storage consensus algorithm to ensure that the information stored in its 

network is available and unmodified at any time. In addition, metadata such as the files’ locations 

and hash values are saved in a Blockchain [90]. 

 

5.2  Single Sign On Wallet as a Service 

5.2.1. Authentication 

The authentication process is an essential practice for everyday tasks such as accessing bank 

accounts, online government services and traveling. The authentication process ensures the 

identity of the presenter that is accessing a service and is usually done by either presenting an 

identity document, such as a citizen card or driver license for physical world interactions, or a 

credential pair, such as a username and password, for accessing an online digital service. 

Furthermore, the authentication process associates actions to identities, allows checking for 

associated identity authorizations and allows actions accountability. 

 

Therefore, identity is tightly coupled with the authentication process, either in the form of 

presenting a physical identity document or electronic identity for authentication purposes. Physical 

identity documents have been ubiquitous for a long time in the form of passports, citizen cards or 

driver's licenses. While the later document types are issued by the government bodies of each 

country and can vary in form and format, passports are standardized and issued in a global format 

which is accepted globally as a form of identity verification. This is not true for other forms of 

identity types, such as the electronic identity, where the entity issuing the identity may not be 

recognized by everyone. Such an issue is further worsened in the online digital world where 

different forms and providers of identity exist, with each one requiring a distinct set of prerequisites 

for issuing an identity. 

 

Nevertheless, issuing a digital identity sometimes requires the same fundamental proof as a 

physical identity document, at least for official purposes. More generic uses, such as email accounts, 

social network accounts or other types of accounts, have more relaxing rules for issuing an identity 

that allows access to the services provider. Also, some countries/governments already issue, for 

example, citizen identity cards with some form of digital identity associated in the form of user 

certificates with the associated keys, that enables the user to use a digital certificate for 

authentication and allows the capability for creating digital signatures to sign either documents or 

electronic transactions. 

 

Therefore, while physical documents that prove identity can, in most cases, provide identity proof 

to several entities, and so provide identity authentication, the same cannot be said to be true by 
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using a digital identity, since its acceptance depends on the level of support of the service provider 

to the digital identity type that is presented. This is clearly identified as an access barrier to a much 

broader access to digital services and a barrier to a digital economy, since no standardization is in 

place to commonly allow the same digital identity to be used on different services, different 

countries, and different entities, either public or private. Efforts are under way for a standardization 

of identity, and therefore identity trust, by the European Commission on eIDAS Trust Services [91] 

and Electronic Identification effort. The EC efforts on eIDAS targets the capability to provide identity 

for cross-border transactions by defining a common set of identity and services attributes, and by 

providing the necessary trust to allow legal bindings to the transactions associated with an identity. 

 

The foundations of authentication processes are deeply dependent on the identity type that is used 

for authentication and, by association, are dependent on the identity providers, either physical or 

digital, that can be accepted for the process itself. Nevertheless, the authentication process can 

take several forms, namely if either it is a centralized or distributed process, and what form of 

presentation for the identity is required. Such topics and current state of the art are discussed in 

the next sub-chapters. 

5.2.1.1 Centralized Authentication Mechanisms 
 

Centralized authentication services hold identities to be used for authentication and allow users to 

access different applications by using that same centrally defined identity. Centralized 

authentication protocols allow applications to access central authentication services through a 

standardized interface or, in some cases, proprietary interfaces. These protocols can also provide 

optional support for SSO (Single-Sign-On) mechanisms, where one user, after authenticating on one 

application, does not need to authenticate again to access another application that also uses the 

same central authentication services. 

 

Several centralized authentication protocols are available, such as the LDAP protocol [92], and for 

SSO mechanisms, Kerberos [93]. Nevertheless, these central services need to hold the user identity 

and associated attributes, namely the user credentials, either in the form of user/password, 

biometric data, or other data needed, for example, for 2FA (Two factor authentication). Indeed, on 

these Identity and Access Management (IAM) systems, for the authentication process to be 

successfully executed, the identity must be previously provisioned on the system (by creating a user 

account and associated attributes). Identity management and provisioning, by itself, are key 

management issues, requiring in most cases manual processing for creating and assigning the 

identity and can lead to huge administrative efforts for provisioning and managing such data. Also 

many managed identities can lead to scalability issues, depending on necessary information to 

manage and the frequency of access to the IAM systems. 

 

Therefore, centralized authentication systems can have issues with scalability and service 

distribution when the number of users and/or applications are large and/or are distributed over 

large geographic areas with sub-optimal communication networks. Additionally, central services 

may offer a single point of failure (SPOF) and can be highly susceptible as a potential cyberattack 

target, such as Denial of Service (DDOS) Attacks, if the proper measures and defences are not in 

place. 
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Lightweight directory protocol (LDAP): For accessing centralized authentication services LDAP is 
nowadays the most used protocol either by commercial products or free/open-source products. 
LDAP is the lightweight protocol version of the Directory Access Protocol (DAP), which is part of the 
X.500 standard for network directory services. A Network Directory service describes all the 
mechanisms to store objects, such as users, groups, printers and so on, in a hierarchical schema, 
specifically, in a tree-like structure, and is the central point that holds the identity for all objects. 
Directory services tree-like structure is normally for management purposes divided into sub-trees, 
namely Organizations (O) and Organization Units (OU) with all of them sharing the same common 
tree root. The directory service implementation depends on the product/software used, such as 
OpenLdap, Microsoft Active Directory and RedHat Identity Management, among 
others.  Independently of the Directory service used, as long as the product supports it, LDAP is the 
standard application protocol that is used to access the directory services through a common 
interface independently of the Directory service implementation. As a final note, LDAP was initially 
used to search and access an object information stored at a directory service, with the 
authentication process support, using LDAP, added on later protocol versions. 

Security Assertion Markup Language (SAML) [94]: While LDAP, initially was designed to search and 
access object information on a directory server, with authentication support added later on, SAML 
was designed initially as an open standard designed for exchanging authentication and 
authorization data between parties. SAML is based on XML (eXtensible Markup Language) and 
specifies three components for the authentication process: The Principal, or the identity requesting 
authentication, the Identity Provider (IDP), or the service holding the necessary information to 
assert the identity of the principal and provide the required authentication result in the form of a 
SAML token, and the Service Provider (SP) which is the service that the Principal requires to access. 
The SAML token is an XML object that has the required data that asserts the identity and is vouched 
by the IDP by digitally signing the identity data. Just like LDAP, the SAML authentication process is 
done by a central authentication service, namely the Directory Server for LDAP and IDP for SAML. 
In most cases products can support both access protocols. 

 

Figure 3: The SAML authentication mechanism 
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The SAML authentication mechanism, in its simplest form, is initiated when a Principal access a 
service provided by a Service Provider (SP). The SP, at the Principal access request, checks if 
associated with the request, a SAML token with the identity assertion is provided. If not, the SP 
contacts the IDP to initiate the Principal authentication process. The IDP then challenges the user 
to provide the necessary information for authentication, namely credentials, that can be a 
username/password, biometric data, authentication token, among others, to assert the Principal 
identity and returns a SAML token, if successful, that is digitally signed by the IDP. Ending the 
authentication process, the Principal is now in possession of a SAML token that can be provided in 
the request to the SP to access its services. The SP checks the provided SAML token, and if it verifies 
correctly (all data and the digital signature validate), it grants access to the service. 

A key aspect of SAML is that the Principal holds a SAML token that asserts its identity, and can be 
provided to a different SP without the need for that SP to trigger another authentication process, 
since it can verify the presented SAML token. This acceptance of the presented SAML token allows 
one to achieve single sign-on, as long as all the SPs accessed by the Principal trust the same IDP. 
Furthermore, since only one authentication process is needed initially, the load on the central 
authentication servers is reduced, compared to LDAP, since only one initial authentication process 
is needed to be executed. Nevertheless SAML, due to XML, is extremely verbose, and can be quite 
complex to administer and manage, especially when multiple IDP’s are used, or federation of IDP’s 
are expected. 
 
Kerberos [95,96]: Unlike SAML that uses XML to describe the authentication assertions, Kerberos 
is a binary protocol. As such it is similar to SAML in its purpose, since it also needs an Identity 
provider to assert the identity for authentication. Users/clients after the authentication process, 
hold a Kerberos ticket (token in SAML terminology) that can be presented when requesting access 
to a service. The Kerberos ticket allows as such SSO on applications that accept such tickets, but 
need the application servers to belong to the same authentication domain and share some key 
information that allows them to verify the Kerberos ticket that is presented for authentication 
purposes.  
 
Kerberos and SAML similarities end here. SAML tokens are created only after the client initial access 
request to a Service Provider. Kerberos tickets on the other hand are held from the start typically 
when the user logons into the operating system. Kerberos components and entities are also named 
differently:  

● The client is the entity that requests the authentication process to take place and provides 
a username for the process. In Kerberos terminology, the username is known as the 
Principal.  

● The Authentication Server (AS) executes the authentication process with the presented 
credentials by the client/entity. 

● The Ticket Granting Service (TGS) which after the user/entity is successfully authenticated, 
creates the Kerberos ticket necessary for the authentication process when the client tries 
to access a Service Provider.  

● The Kerberos Key Distribution Centre (KDC) is a service that holds both the Authentication 
Server (AS) and the Ticket Granting Service and the directory service holding the identities. 

● The Kerberos authentication process is initiated by the client authenticating itself to an 
Authentication Server (AS). This initial step is commonly triggered by the user logon process 
into an operating system.  

● The AS, on the user successful authentication, forwards the principal used for 
authentication to the Ticket Granting Service (TGS). At this stage the TGS issues a ticket-
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granting ticket (TGT), which contains user session keys, is time stamped and is encrypted 
using the Ticket Granting Service's (TGS) secret key.  

● The issued Kerberos ticket is then returned to the user's workstation and stored locally in a 
user/Kerberos cache ready to be used to provide authentication for the Service Providers 
that the user accesses.  

● The granted TGT has an expiration time usually around 10 hours. In practical 
implementations also the TGT can be transparently renewed by the operating system user's 
session manager while they are logged in to obtain a new TGT with a new expiration date, 
without requiring the user to re-logon. 

● The authentication process for a client when it accesses a Service Provider (SP), is initiated 
by the client sending his cached TGT to the KDC and specifying what Service Provider 
pretends to access. Service Providers must previously be registered with the TGS with a 
Service Principal Name (SPN). The Service Provider SPN is used by the client to specify which 
SP it pretends to access.  

● The KDC, after verifying that the client TGT is valid and not expired, issues a new Kerberos 
ticket and session keys to the client that are specific for access to the specified SPN.  

● The client now with the new specific Kerberos ticket can now access the requested Service 
Provider. 

 
Kerberos achieves Single-Sign-On by the fact that the client Kerberos ticket can be used several 
times to request access to several different Service Providers without the need of user re-
authentication. Furthermore, since the authentication process is only done initially, the processing 
load on the directory server is also reduced, which improves the scalability issues that arise with 
centralized systems. 

5.2.1.2 Decentralized Authentication Mechanisms 

From a system architectural viewpoint, centralized systems, either for authentication services, or 
other purposes, are simpler to design and implement, but nevertheless come with their own set of 
issues. Among such issues that can raise concerns are scalability issues, security issues and support 
for architectures that need to be distributed either geographically or architecturally (Data-centres, 
networks, etc.). 

Scalability is an important factor for Authentication services to be able to handle a large number of 
identities and authentication processes while keeping performance levels acceptable. Scalability in 
centralized systems is normally achieved by scaling the systems either horizontally, by adding more 
servers to the central processing pool, or scaling vertically, by improving the performance level of 
the machines handling the authentication process (Upgrading or adding more processing units 
(CPUs), RAM, disk). Nevertheless, infinite scaling is not possible due to the current state of the art 
of processing units, network and database performance, since from a certain level of workload is 
achieved, bottlenecks such as network capacity, database bottlenecks, among others, stop 
centralized systems throughput to increase. Implementing different centralized systems and 
establishing trust relationships is an interim solution with its own drawbacks, since it adds another 
layer of complexity and management efforts. Nevertheless, such a solution allows federated 
models, enabling user roaming. However, each system is still isolated since it manages its own set 
of identities, identity on-boarding and authentication process, which restricts a global view of all 
the stored identities. 

From the security perspective, centralized systems present a clear target for cyber-attacks, such as 
Denial of Service attacks (DDOS) and single point of failure (SPOF), either in terms of trust or 
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availability. Still federated systems handle these issues better, at the cost of increased complexity, 
since they are somewhat distributed. However, a concerning issue with both centralized and 
federated authentication systems is that the owners (managers) of such systems are in full control 
of the stored entity’s identity and information. This allows a misbehaved actor that, either through 
system compromise, or improper access, access information that allows the actor to impersonate 
any registered identity.  Indeed, such security incidents of identity theft, where central 
authentication systems have been compromised, have already been impacting both corporations 
and end-users’ identity. 

The continuous growth in cyberthreats to network connected systems and the centralized systems 
susceptibility to such threats implies that a novel approach to identity, access and authorization 
systems needs to be taken. Decentralized identity and authentication systems with support for Self-
Sovereign Identities are the most prominent approach being taken for handling scalability, security 
and identity ownership. 

Distributed Ledger Technologies (DLT) provide a fully distributed architecture, either for storage, 
such IPFS (Interplanetary File-System), ledger (Blockchain) and logic (Smart contracts). Several 
implementations of DLT, being the most known the Bitcoin DLT, Ethereum and Hyperledger Fabric, 
among others are available, and provide several different DLT implementations, each with a 
different set of functionalities. Blockchain is commonly associated to virtual currencies, but 
specifically for Identity, authentication and authorization out off and above the scope of virtual 
currency, Ethereum and Hyperledger Fabric, are some of the implementations that provide the 
necessary infrastructure, namely the capability to add logic to DLT transactions (Smart-Contracts) 
and support, specifically for Hyperledger, for identity management. DLT allows framework 
distribution and non-centralized control and ownership allowing a fully cooperative solution for all 
Governments, users and organizations. 

Self-sovereign Identity (SSI) is the last building step [97] for a fully distributed system with no data 
identity information silos, and it provides all the necessary elements for identity individual control, 
security, and full portability. According to Sovrin [98],” SSI removes any centralized control since it 
is the individual (or organization) to whom the identity pertains completely owns, controls and 
manages their identity. In this sense the individual is their own identity provider, there is no external 
party who can claim to “provide” the identity for them because it is intrinsically theirs. The 
individual’s digital existence is independent of any single organization. Nobody can take your self-
sovereign identity away from you”. 

Efforts of standardization for SSI identity in the form of Decentralized Identity Identifiers (DID’s) are 

in progress, specifically by the W3C working group [99] that enables verifiable and decentralized 

identity. With verifiable DIDs it is then possible to achieve a fully distributed authentication and 

authorization process without dependence on any centralized system. 

 

W3C DID specification allows the users to create their own set of credentials with the necessary 

cryptographic material, verification methods or services that can prove the credentials ownership. 

Such self-contained credentials are empowered by the verifiable credentials data model, which 

allows service providers to verify them without resorting to third-party services. 

Since DID’s can be generated to hold only specific information pertaining to specific use cases (e.g., 

driver’s license, Student card, Health Insurance,) and only expose certain information to requesting 

parties, they can be segregated by the user, much like pockets in wallets. Indeed the concept of 
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digital wallets applies fully to SSI DID’s, allowing users, for a certain request, to present only the 

required or necessary verifiable credential. 

 

5.2.1.3 eID 
As described on the previous topics, both the authentication and authorization processes can only 

be fulfilled if an identity has been provided. Authentication needs the identity for verifying if the 

provided identity is valid but to also associate any further actions accountability to that identity. 

The authorization process verifies, after authentication, that for the provided identity, the 

requested access or action can be granted. Like the authentication process, authorization can also 

use the provided identity for authorization accountability. 

 

Physical identity documents have been ubiquitous for a long time, either in the form of passports, 

citizen cards, or any other form of a physical token. Most real-world transactions use such forms of 

documents, but with the increasing digitalization of Government and Private services, these non-

digital forms of identity cannot be used to access and use such digital services. Pure physical 

documents are used in “stand-alone mode”, meaning that the presenter and the verifier 

intrinsically accept the authenticity and purpose of the identity that is presented in such a 

document. Furthermore, such documents can display more information than that is required for 

the authentication or authorization process, such as Date of Birth, home address, and so on. On the 

other hand, this physical authentication interaction does not need to involve any other third party 

to complete the process, since an official document and the data that is appended to it is accepted 

by both parties that take part of the process. 

 

Nevertheless, for digital interactions, physical documents cannot be used. Hence, developments in 

cards that can be used in either the physical or digital domain, by adding support to digital identity 

to such documents, have already been implemented by several Countries and Governments. Such 

enhanced identity cards can be used as a standard identity document, but can also be used to access 

and use electronic services by providing support for holding an electronic identity (eID). 

 

An Electronic Identity can hold in digital format standard information, such as Name, Address, Date 

of Birth, Nationality and photo but can also hold other information such as biometric data, 

cryptographic keys or digital certificates, that allow to execute more complex operations on the 

digital domain, such as to create a digital signature for a document. A physical identity document 

capable of holding an electronic identity, is equipped with an embedded microchip (much like a 

bank card) that holds the necessary data, provides security for storing and accessing the 

cryptographic material (keys and certificates) and can offer tamper proof mechanisms to prevent 

illegal access to such material. 

 

Many countries, either in the EU or other parts of the world already offer a physical identity card 

with support for Electronic Identity (eID). In such countries, the provided eID enables the 

authentication process, for example, to access eGovernment (digital) services, and also to execute 

operations on the digital domain such as to electronically sign documents or execute electronic 

transactions for non-repudiation purposes. Still, to be able to use cards with eID on the digital 

domain it is required both a card reader and middleware software that can access the information 

stored on the chip. The card API (Application Programming Interface) normally uses the PKCS #11 

[100] standard that offers a standard API which allows both standard software, such as Internet 
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Browsers Word processors and others, and also proprietary software, to access stored data and 

execute operations on the embedded card microchip. 

 

Nevertheless, card based eID usage is not effortless, since a physical computer, card reader and the 

necessary middleware are needed to execute any operation. Also, while a standard physical 

document, at the moment of issuing, everything is ready to be used, an eiD needs to be provisioned 

with the necessary data (for example biometric data) and key material (Digital certificates). 

Furthermore, to support the eID usage, as discussed on previous topics, a supporting infrastructure 

is needed both for Identity Management and Key Management. 

 

Albeit the inherent complexity of implementing and using eID based identities, the perceived 

benefits are greater than the necessary initial implementation requirements. As such eID is the 

necessary step for enabling eGovernment and e-Business services, and further allows the 

enablement of new technological and new processes into mainstream usage. Such enablement can 

already be seen on some studies [101], where 100% of the people that answer the study survey 

already use some form of digital identification to access eServices and with 50% using these 

eServices every day. 

 
With the already adoption of eID by several Governments [102], it is clear that eID is here to stay. 
Since eID can take several forms (Electronic Citizen Card, Electronic Passport), and hold any type of 
information, it is also clear that for true interoperability it is necessary for an issued eID by one 
Country to be accepted by another Country in its electronic form. It is clear that at the current state 
of the art, there is no established standard that defines both semantically and the syntax of the eID 
format, with furthermore added complexity of Identity Management and Key Management 
interoperability between different Governments and/or Businesses. 
 
Also, as seen on previous topics of Centralized authentication and identity systems versus 
distributed systems, the former poses several technological complexities, namely regarding 
federation of identity systems, and the latter can only be useful if distribution is achieved at least 
at EU level for both the authentication, identity and key management. For true eID interoperability, 
only after a common set of eID attributes and respective semantics has been set, and a common 
set of eID services is implemented across all enabling partners, such a goal can be achieved. Some 
studies already focus on the interoperability and infrastructure issues, and further detail some of 
the possible problems and the necessary requirements for true eID Europe wide interoperability in 
both the technological, economic and political points of view [103]. 

5.2.1.4 Private Key Sharding Mechanism 
Both in standard Public Key Infrastructure (PKI) where a user owns a digital certificate that proves 

his identity or when the user has a Self-Sovereign identity, a cryptographic key is held that allows 

the execution of operations on the digital domain that requires the user identity. In PKI, keys are in 

pairs, namely a private key and a public key. Private keys must be kept secret at all times, while 

public keys can, and should, be distributed, which allows to verify the integrity and ownership of 

any data that was signed or encrypted by the private key.  

 

Similar to the real world, a user can have several identities (citizen’s card, driver’s license, etc.) and 

as such, on the digital domain, the user can own and hold several keys pairs. Again, just like the real 

world, if a user loses a private key, it is equivalent to losing that identity, much like losing an identity 
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card. Furthermore, in the digital domain, keys can prove identity but also grant access to online 

accounts, either government services, or private services such as email.  

 

Multiple identities can be handled by the user having multiple digital certificates in centralized PKI 

or by having the Self-Sovereign Identity (SSI) to hold several keys, each one for a purpose. In both 

cases, losing the certificate (or the pin that allows access to the certificate private key) or the SSI is 

equivalent, as we have seen, to losing the identity.   

 

If a digital certificate or SSI access is lost, either due to losing access to the device that holds them 

(smart-card, mobile phone app), losing due to data corruption of the container holding the 

certificates or SSI’s or losing or forgetting the access pins, access can only be recovered by using 

backups of the certificate and copies of the pin. Nevertheless, this requires that the user did indeed 

make a backup of the necessary information and that is securely kept and accessible when required. 

Still, backing securely up both certificates, keys or pins depends on the backup process. Backup data 

that is not correctly protected poses the risk of unauthorized access to such data, without the user 

knowingly authorizing it or knowing that such access did occur.   

 

While backups can be one of the few methods of ensuring digital certificates remain accessible, 

SSI’s can take advantage of private key sharding. Private key sharding mechanisms is, in the simplest 

description, a method to break a private key in multiple parts and distribute those parts by any 

chosen process. The method is such that the user does not need to regain access to all key shards 

to be able to reconstruct the key in case she/he has lost access to it. Depending on the sharding 

method, the number of shards into which the key is split, and the number of shards that are 

necessary to recover and reconstruct the original key may vary.    

 

 
Figure 4: Key sharding mechanism 

 

Private key sharding offers several advantages:  

● Tolerance to lost key: A lost private key that was sharded, can be recovered by accessing 

some of the key shards. These key shards can be saved in a fully distributed system such as 

a Blockchain ledger or a distributed file system, such as IPFS. Despite the shards on those 

systems might be accessed anonymously, only the owner of the original key knows they are 

key shards, and knows which number of shards and in which order they need to be 

assembled to recover the private key.  

● Distribution: A digital certificate or a key by itself cannot be distributed securely without 

adding a layer of protection, such as encryption to protect unauthorized access. Key shards, 
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on the other hand, can be distributed without further processing. Distribution, as described 

above, on Blockchain ledgers or IPFS grants the key protection to centralized attacks and 

loss or corruption of data. As such keys that are sharded on distributed systems are much 

an easier way to have key backups.  

● Resilience: Depending on the distribution process, if access to a key shard is lost, a further 

way might be possible, allowing to recover the key shard, and hence recover the key. Also 

depending of the key sharding method, if a key was split into N shards, N-K shards may be 

enough to recover the key, hence allowing the possibility that some shards may be lost. 

  

Nevertheless, key sharding also has drawbacks:  

● Management: Key shards need to be created, distributed, and the method to reconstruct 

the key must be saved securely.  

● Security: While a centralized backup offers also a central point to vector in an attack, key 

sharding offers multiple points. Security of the shards depends on the method used to 

create those shards. 

5.2.1.5 Unified Digital Identity Device 
In a real-world usage of an identity, a person can also hold several identities: a citizen’s card, a 

student card, a driver’s license and so on. Several identities can prove several different things, a 

citizen’s card proves citizenship, a driver's license proves the identity and the capability to drive a 

vehicle, but they are both different documents with the same identity (name, age) but for different 

purposes. Indeed, in the real world depending on the purpose it is common to have several 

documents, most of them with the same basic data, but with different additional information to be 

used for different purposes.  

 

As previously seen, any access to the digital domain requires that an identity be provided for both 

the authentication and authorization purposes. Having several different digital identities for 

different purposes is already a common practice as of today: A set of credentials for email, another 

set for accessing a social network, another for business purposes and so on. Such a number of 

different identities and the associated access credentials poses a massive issue for both 

management, from the user standpoint, and also a security issue, since users tend to use the same 

set (username and password) for accessing different services to avoid having a different set of 

credentials for each service. As seen on centralized authentication, central services can offer 

authentication and authorization services to several different applications, but not to all of them 

since it is not possible that a single system is to be used by all applications. Several major internet 

players such as Google, Facebook and Twitter, among others, offer solutions that applications can 

use their Identity Management System by authentication and authorization delegation. The OAuth2 

protocol and OpenId Connect was designed to do just that. Users create an account on those 

providers, and when accessing an application that is integrating that provider through OAuth2 they 

can authorize the application access without disclosing their provider credentials. Nevertheless, 

applications will be locked onto those players' echo system and their authorization possibilities. 

This can minimize the initial problem, since the large scope of users that have one or more of these 

services, but it is not expected that users for official interactions on the digital domain use one of 

those providers. It is clear that storing and handling several identities, each one for its own purpose 

is not feasible with the increasing number of services on the digital domain, specifically if each of 

those services requires or handles its own identity management system. 
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An improved solution to this issue is to solve it on the user side, and not on the service side by 

providing to the user a unified digital identity that is usable and accepted by everyone and every 

service. A unified digital identity device is the support that such credentials can be held by the user, 

either by using a secure storage on a mobile phone, a digital wallet, such as those other used in 

Blockchain coins, or other possible solutions.  

 

A unified identity also raises a series of issues, namely the ownership proof, the trustiness and 

validity of the identity issuer, privacy issues, ease of use, and so on. These issues, and others, are 

targeted and handled in different ways by several projects, but all need to work in a key issue that 

is standardization, which is an unavoidable requirement, so that unified digital credentials can be 

as ubiquitous as the standard citizen’s card.   

5.2.2. Single Sign On services 

Single sign-on (SSO) is an authentication mechanism that allows a user to log in with a single action 

of authentication to access related, but independent, software systems or applications. Various 

types of SSO schemas exist based on (i) type of infrastructure, (ii) the architecture; (iii) the 

credentials forms (token, certificate) and the protocols used (Kerberos, SAML). 

 

Independently of the type of architecture, infrastructure and protocol used, all of today's SSO 

solutions depend on some form of centralized authentication, hence with the all-associated 

advantages and disadvantages that these types of systems have. This is due to one key issue, that 

for SSO to work, some kind of trust relationship must be created between the application and the 

identity and authentication system. This trust configuration can be some configuration parameters, 

pre-sharing some cryptographic keys or a combination of both. Nevertheless, the end result is that 

SSO is not a seamless process, both for the application and for the client accessing that application. 

Additionally, in some enterprise environments. such as Microsoft SSO with Kerberos, is not enough 

that the server application is configured and accepts Kerberos tickets, but also the client application 

and the operating system itself must belong to the identity and authentication domain, which limits 

SSO to work on workstations that are incorporated on the enterprise network.  

 

Cross domain solutions exist to allow that a SSO token (either SAML or Kerberos) issued in one 

domain can work on another domain, but it requires a one-to-one trust relationship to be created 

(with configuration depending on the identity and authentication software used) to allow such 

configuration to work. Additionally, while cross domain solution might be possible to a restricted 

number of domains, trust relationships will grow exponentially when adding another domain. Also, 

specifically, in terms of security, to revoke access to one domain, it is a multistage process since all 

trust relationships must be removed to ensure that the domain where the SSO token comes from 

is no longer accepted.  

 

As such cross domain single sign-on authentication is only feasible with a low number of 

participating domains, and as a temporary measure, such as company acquisition and merging of 

identity and authentication systems while identities are not merged to a centralized system.  

 

As such multiple domains with cross-domain authentication is not an adequate solution to a system, 

meaning Government/Country wide implementation. Complexity will increase with the added 

number of domains making the system harder to implement, maintain and essentially to 
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administrate. Nevertheless, for a specific number of cases of limited scope, namely enterprise 

systems or government units, there are developments and improvements on SSO protocols to 

incorporate new domains, such as mobile access, easier cross-domain authentication, which were 

not in the initial scope of the SSO protocols. 

5.3  Ledgers, Distributed Applications and Smart Contracts 

5.3.1 Distributed Ledgers for Global Identity Management and Document Transactions 
Recording 

A Distributed Ledger is a distributed database architecture that enables multiple members to 

maintain their own identical copy of information without the need for validation from a central 

entity. Transaction data are scattered among multiple nodes using the P2P protocol principles, and 

are synchronized at the same time in all nodes. Data integrity is ensured by using consensus 

protocols enabling the participating nodes to participate without necessarily trusting one another 

[104]. 

 

During the last decade, the popularity of Distributed Ledger Technologies began increasing with the 

introduction of the Blockchain [105] and has reached important notoriety not only in scientific and 

IT journals but also in general public media. Since Blockchains began attracting the attention of the 

financial, security and IT communities, several other Blockchain implementations have appeared 

(e.g., Ethereum [106]). 

 

One of the areas that can be greatly enhanced by DLTs is Identification Management. Before the 

introduction of DLTs, the Identification procedure was managed by a centralized entity. According 

to this centralized model, the user does not own their own identity record. Instead, the centralized 

entity managing the identification of the user owns the user’s records. By not having ownership of 

her/his own records, the user faces the risk of losing access to her/his own record at any given 

moment if the centralized entity decides to for any reason (e.g., centralized entity shuts down) even 

without prior notice. Furthermore, data breaches of centralized entities that carry out identification 

records has been becoming headlines for the past few years [107,108]. Such events can lead to 

identity theft and can raise privacy concerns. 

 

By providing Identification Management through DLTs it is ensured that the user has the control of 

her/his identity records since the information is stored publicly on the ledger instead of the systems 

of a central authority. Furthermore, due to the fact that editing information on past transactions 

on a Blockchain system is not supported, protection against unauthorized alteration of the identity 

records is established. Finally, having a single record of identity information which the user can 

utilize in multiple occasions minimizes the data duplication on multiple databases [109].  

 

A distributed ledger is a specific type of distributed database, while a Blockchain is a specific type 
of a distributed ledger. Permissioned Blockchains are a yet more specific type of Blockchain for 
more fine-grained control. At this point, we can enumerate a few differences between Blockchains 
and DLTs: 
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● Available operations: In a traditional database technology, four operations are available: 
Create, Retrieve, Update and Delete (CRUD). In a Blockchain, only Create and Retrieve 
operations are used. 

● Block structure: Blockchain represents data as a chain of blocks, which is not mandatory 
for other types of DLT. 

● Sequence: Distributed ledger technology does not have to follow the block after block 
structure of the Blockchain. 

● Tokens: Blockchain is generally a token economy, but DLT does not require their usage. 

Furthermore, DLTs can be divided into three groups: 

● Public: This is a decentralized system where any two parties regardless of their location can 
transact. Public DLT relies on the consensus of all the nodes. 

● Private: Often used by enterprises as a corporate database. It is a permissioned network 
meaning that different ledgers are still synchronized across the nodes. However, there is 
an owner who has the power to decide who will get access to the network. 

● Consortium: Consortium DLT is used by an association of companies that share equal rights 
over the network. The system lets multiple businesses use the DLT as a decentralized 
system. These are also called federated DLTs. 

5.3.1.1 First Generation of Blockchain: Bitcoin 

The foundations of Blockchain technology were introduced for the first time in 1991 [110] with the 
first documented application being introduced nearly 20 years later. A Blockchain is a data structure 
that contains timestamped blocks of information. Each block consists of the payload (some 
transaction data), the timestamp and a link in the form of cryptographic hash to the previous block. 
Bitcoin Blockchain was introduced in 2008 as a wagon that served the purpose of sending digital 
money (Bitcoin) from one entity to another without relying on a trusted third party (e.g., a bank) to 
verify and lead the transaction procedure. 

During a (digital) economic transaction, the most common cause of insecurity is the uncertainty on 
whether entity A actually has available in its possession at this very moment the digital money that 
it sends to entity B and has not double-spent it on a previous transaction. The way Blockchain 
provides safety to its stakeholders without involving a trusted third party is that entity B has 
knowledge of all the transactions made so far by the stakeholders. Therefore, entity B is sure that 
entity A has indeed in its possession the amount of digital money the latter is about to send to the 
former. This history of transactions is the data saved on the Blockchain. This system has two 
important aspects: the first is that all the transactions must be publicly announced, and the second 
is that the majority of the stakeholders agree on the very same order in which these transactions 
happened. 

To satisfy the conditions of decentralization and security in a distributed system at the same time, 
a cost-function [111] is applied. The characteristic of this cost-function is that it is expensive to 
compute and verifiable in an efficient way at the same time. The method of applying a proof-of-
work consensus algorithm prevents malicious entities from tampering with the history of 
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transactions in the Blockchain by putting its trust on the majority of the stakeholders. Since most 
of the honest stakeholders work on the same decision on the history of the transactions, their effort 
builds the longest chain in the fastest way possible. Nodes always count on the longest chain to be 
the correct one. Once the majority of the stakeholders come to an agreement on the next chain of 
the block, it is impossible for a malicious node to tamper with it without redoing all of the work. To 
modify a verified (past) block on the chain, the malicious node would have to redo the proof-of-
work for this block and for the blocks that were verified after that, if any. Finally, it would have to 
catch up with and surpass the work of the majority of the nodes. The more blocks are added on the 
chain, the more difficult it gets for the malicious node to tamper with the blocks. 

The way Blockchain works is by broadcasting new transactions to all the nodes that participate. 
Each node collects these transactions into a block and works on solving a difficult proof-of-work for 
this block. In a more detailed manner, the procedure begins when a timestamp server creates a 
hash of a block of items (transactions) and announces the result publicly. This ensures that the data 
inside of the block existed at the time, otherwise, the data would not be in the hash in the first 
place. The node in question has to solve the proof-of-work to broadcast the block to the rest of the 
nodes. The rest of the nodes accept the block only if the transactions it contains are valid and not 
already spent. Finally, nodes express their acceptance of the new block by working on creating the 
next block using the hash of the accepted block as the previous node’s hash. 

An important aspect of the technology’s security is the establishment of a majority decision making 
procedure. The fairness of the proof-of-work algorithm lies in the fact that each node (each CPU) 
gets one vote. The more nodes (CPUs) vote on a particular solution the more likely this solution is 
the correct one. In other words, if most of the CPU power effused in the system comes from honest 
nodes, the cumulative force ensures the chain that hosts the transactions that represent the truth 
outgrows the other chains. To modify a past block, a malicious user would have to redo the proof-
of-work of the block in question and of the ones that came after while catching up and surpassing 
at the same time the honest nodes. 

The node that manages first to solve the proof-of-work in an effort to validate the upcoming block 
is rewarded with a digital coin (Bitcoin) represented by the first transaction on the new block. This 
ensures that the participants have incentive to work on the system. In case the output value of a 
transaction is less than the resources (CPU and power) spent on the validation procedure then a 
transaction fee in the amount of the difference between the two is added on top. Once the 
predetermined number of coins has entered circulation, the incentive will be based solely on the 
transaction fees. The incentive discourages nodes from being malicious. In case an attacker 
manages to gather more processing power than all the honest nodes combined, he can choose 
between manipulating past blocks’ transactions and harvesting his power to generate new coins by 
acting as an honest node. Working as an honest node is still more profitable than compromising the 
whole network. 

To save storage space if needed, the spent transactions before a transaction that has appeared 
multiple times on the Blockchain can eventually be discarded. To do so without tampering the 
block’s hash, transactions are hashed in a Merkle Tree [112-114] with only the root included in the 
block’s hash. 

To ensure privacy in a model where all the transactions are publicly announced, anonymity is 
applied to the public keys. This way, the public can see coins being exchanged but cannot verify the 



 

D2.1 SotA Report & GLASS legal framework  

 

 

Document name: SotA Report & GLASS legal framework Page:   52 of 89 

Reference: D2.1 Dissemination:  PU Version: 4.4 Status: Final  

 

parties taking part in the transactions. To make the procedure even safer, a new set of keys could 
be used for each transaction making it even harder to identify patterns leading to the placeholders. 

Being a part of the Blockchain network requires a respectable number of resources. To begin with, 
the procedure of trying to solve the proof-of-work (also known as mining) requires an ever-growing 
amount of processing power which translates into an ever-growing consumption of electrical power 
that is so big that raises environmental concerns. Having to solve the complex mathematical 
problem (Proof of Work) provides Byzantine Fault Tolerance up to a point. The Proof of Work 
consensus algorithm Bitcoin Blockchain utilizes for block validation cannot mathematically 
guarantee to provide 100% Byzantine Fault Tolerance. This means that there is no way for the 
participating nodes to be sure that common consensus has been reached in the entire network. 
Instead, with every transaction confirmation, the network’s nodes gain a little more confidence 
over the network transactions’ authenticity. Furthermore, Bitcoin Blockchain is limited by the 
block’s storage space (1,0 to 1,4 MB), the average number of transactions per block (1000 - 2600 
transactions), and the time required to validate a block (100 minutes up until February 2021) [115]. 
 
Having been officially designed to only enable its stakeholders to exchange digital coins (Bitcoins), 
Bitcoin Blockchain limited its users from utilizing it on further use cases. Right after Blockchain was 
introduced, other needs arose like being able to exchange real world assets (e.g., cars, buildings, or 
company shares). Such needs could not be served officially from this system. To bypass this lack of 
extra functionality, the coloured coins protocol was introduced. This protocol enabled its 
stakeholders to transact and hold virtual titles by storing asset manipulation instructions on the 
Bitcoin Blockchain. The coloured coins protocol is said to represent the Bitcoin Blockchain 2.0 
version. 

5.3.1.2 Second Generation of Blockchain: Ethereum 

Ethereum was introduced as the second generation of Blockchain technology in 2013 in an 
effort not only to solve Bitcoin Blockchain’s limitations and growth inhibitors but to also 
extend its functionalities [117]. Ethereum can be characterized as a decentralized community-
based crypto platform that serves decentralized applications called DApps. It is powered by smart 
contracts and is fuelled by its own cryptocurrency called Ether (ETH). Ethereum’s creator designed 
this eco-system to extend the Bitcoin Blockchain by creating a more generic platform that provides 
features that were missing from the first generation of Blockchain systems. 

Just like Bitcoin Blockchain, Ethereum is a public distributed ledger that utilizes proof-of-work for 
validation purposes. As a result, just like the case with Bitcoin Blockchain, the Ethereum network 
cannot be guaranteed to be 100% Byzantine Fault Tolerant. The network is secure as long as the 
majority of the nodes participating are honest. Even though Ethereum is based on proof-of-work, a 
very interesting hack took place on the 17th of June 2016. The DAO hack refers to the action of an 
anonymous hacker who exploited a bug in the smart contract code that allowed him to steal 
approximately 60 million USD worth of ETH. Knowing that the act of theft could not be reversed, 
the community decided to create a hard fork of Ethereum on the 20th of July 2016. The new 
Ethereum Blockchain did not contain any records of the hacker’s actions bringing everything back 
to normal. The old Blockchain was renamed and continued as Ethereum Classic. Even though a 
hacker managed to steal this large amount of ETH, the Ethereum network is still considered safe 
since the hacker exploited a vulnerability on the smart contracts’ programming language (Solidity) 
rather than the network itself. Since the DAO hack, Ethereum Classic’s network suffered multiple 
double-spending attacks [121-123] during which a hacker managed to take control of at least 51% 
of the CPU power used to generate the Blockchain in his favour. 
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An Ethereum block consists of three main parts: the header, the transaction list, and the uncle list. 

The most obvious difference between the Bitcoin Blockchain’s block and the Ethereum block is that 

the latter keeps a list of the orphan (uncle) blocks whereas the former treats them as accidental by-

products and discards them. Like Bitcoin Blockchain’s orphan blocks, uncle blocks are created when 

two blocks are mined and submitted to the ledger at the same time. One of the blocks gets validated 

whilst the other becomes an uncle block. Ethereum not only keeps the uncle blocks but it also 

makes good use of them and incentivizes their miners. Incentivizing uncles helps on avoiding the 

centralization of rewards on big mining pools that provide big processing power to the system [124]. 

For a transaction to be made on the Blockchain, computational resources are consumed. In the 
Ethereum eco-system, gas is a metric of the consumption of computational expenses. The purpose 
of keeping such a metric distinct from the crypto coin is to keep it intact in fluctuations of the crypto 
coin’s value. Every user that wants to make a transaction has to provide enough gas to the miners 
as a reward for their effort. The user declares a maximum number of gas that he is willing to spend 
on the transaction. If this limit is too small, no miner is going to take on the task of processing and 
validating the transaction. The Ethereum platform indicates the amount of gas each transaction is 
going to need so the user can have a good estimate of how much he has to spend [125]. 

In terms of functionality, the most important difference between Bitcoin Blockchain and Ethereum 

is the introduction of smart contracts in the Ethereum platform. A smart contract could be 

described as a mini program that is used to automate the deployment of code when some pre-

defined terms are met. Smart contracts do not necessarily constitute a valid binding agreement at 

law [126]. A use case of a smart contract is a bookmaker’s system. During a bet placement, an 

agreement is taking place between a person and the bookmaker. This (non-legal binding) 

agreement ensures that if the pre-defined conditions the person and the bookmaker agreed upon 

are met (e.g., outcome of a sports event), the smart contract will automatically execute its code 

transferring money from the loser to the winner. Other use cases of smart contracts are mortgages, 

property transfers, voting, and blind auctions. Smart contracts are built using a scripting language 

called Solidity. Solidity is an object-oriented language influenced by C++, Python and JavaScript that 

runs on the Ethereum Virtual Machine (EVM) [127]. 

Just like in the case with Bitcoin Blockchain, Ethereum’s speed and security is limited by its use of 

the Proof of Work consensus algorithm. In detail, from January 2018 until January 2021, the block’s 

size is 20-60 MB, the daily transactions are 1.000.000 to 1.500.000 per day while the average time 

to create a block is 14 seconds [128].  

 

Furthermore, since Ethereum was originally released, several attacks have taken place utilizing 

flaws in smart contracts that resulted in money loss [129]. To counter these problems, Ethereum 

2.0 was introduced. The main difference between the first and the second version of Ethereum is 

the consensus algorithm used to validate blocks. With the Ethereum 2.0 version, the Ethereum 

ecosystem transitions from the Proof of Work to Proof of Stake consensus algorithm. This way, the 

network’s transaction throughput increases from approximately fifteen transactions per second to 

at least a thousand. Furthermore, there is no need for the participating nodes to try to solve a 

complex mathematical problem to validate the next block which resulted in a huge amount of 

energy going to waste. Instead, the staking procedure is followed according to which each node 

that wants to participate in the validation of the next block pledges a fair number of crypto coins. 
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5.3.1.3 Third Generation of Blockchain: Hedera Hashgraph 
Hedera Hashgraph, introduced in 2016 by Swirlds [130], is considered to be the third generation of 
Blockchain technology and at the same time the first Distributed Ledger Technology (DLT) network 
service that does not require a persistent history of transactions to work. The second part of the 
technology name’s word (Hashgraph) reveals this generation’s differentiation strategy which is 
based on the technology’s directed acyclic graph data structure. 
 
Just like Ethereum, Hashgraph provides Cryptocurrency (HBAR), Smart Contract, and File Storage 
functionalities. An interesting addition to this technology’s features is the mirror network. The 
mirror network consists of nodes that maintain the main network nodes’ functionality except for 
the ability to participate in the consensus procedure. In other words, the mirror network acts as a 
mirror of the main network’s status since it retains the very same information and history of events. 
Its purpose is to provide access to the network’s information and events without affecting the main 
network’s performance. Furthermore, private networks can utilize mirror nodes to filter the events 
and transaction records they receive based on a specific topic of interest. Hashgraph’s structure is 
quite different from the structure of the two previous Blockchain generations. Hashgraph is actually 
a Directed Acyclic Graph (DAG) that represents the history of how the participating nodes 
communicated.  
 
Hashgraph algorithm’s goal is to reach a consensus regarding the timestamps and order of events. 
To reach that goal, the Gossip Protocol is initiated so that all the transaction information reaches 
out to all the participating nodes. The Gossip Protocol is based on the idea of each node reaching 
out to the other nodes in a random order to inform them of the transactions that have already 
taken place. In an instance of the Gossip Protocol, as a first step, node A communicates with node 
B to share information (gossip) with him/her. Node B creates a new event on the Hashgraph to 
commemorate the synchronization event that node A initiated. The new event that is created in 
this step contains a timestamp, information on transactions and two hashes. The timestamp depicts 
the exact date and time of the new event’s creation. The timestamp that the event’s creator 
declares is not automatically approved by the rest of the network’s participating nodes. Instead, 
each node weighs in to decide on the correct timestamp. The final timestamp is the average, or the 
median of the timestamps reported by all the nodes. The new event’s parent events are 
cryptographically hashed to save space on the new event and to make it nearly impossible to forge 
the new event’s parents. Each new event is cryptographically signed by the creator so that the 
nodes that are going to receive its information in the next steps will recognize without a doubt the 
new event’s creator node. 
 

As a second step, node B gets back to node A to gossip. The new event node A creates to 
commemorate this synchronization event between the two does not only contain information on 
its parent event (node B event) but also contains information on the first node’s initial event (Gossip 
about Gossip). As a result, node A is now aware of these two events and he/she depicts this 
knowledge on the new event he/she creates. And so, the Hashgraph goes on. This procedure 
demonstrates that Hashgraph is a data structure (graph) held together by hashes that records who 
gossiped to whom, and in what order. Having the knowledge of who gossiped to whom, each node 
foresees what each one of the other nodes would vote for if a voting event were to take place, thus 
eliminating the need for actual voting. Utilizing this Virtual Voting functionality Hashgraph provides 
gives each node the ability to initiate a virtual voting procedure individually. 
 
Just like Ethereum 2.0, Hedera Hashgraph uses the Proof of Stake consensus mechanism to 
determine each node’s influence on the voting procedure. The influence of each node is 
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proportional to the number of cryptocurrencies the node has pledged. For a transaction to be 
validated successfully, nodes that represent an aggregate stake of at least 2/3 of the total amount 
of crypto money distributed over the network must come to an agreement regarding the validity of 
the transaction in question. 
 
Hashgraph is mathematically proven to have great resiliency towards attackers. Thanks to the 
gossip protocol and the virtual voting consensus algorithm, Hashgraph is secured against attacks 
that can take place on earlier consensus algorithms like the Denial-of-Service attack that is 
frequently unleashed on the Leader based consensus algorithm. The advanced level of security that 
Hashgraph provides is based on the asynchronous Byzantine Fault Tolerant (aBFT) consensus 
algorithm it utilizes. As an aBFT consensus algorithm, the Virtual Voting consensus algorithm 
secures the network in a way that it cannot be prevented from reaching consensus or attacked in 
any way if at least 2/3 of the nodes are honest. 

In contrast with Blockchain where there is no certainty at any given time that consensus has been 
reached among the network, Hashgraph, as a distributed database, is ACID (Atomicity, Consistency, 
Isolation, Durability) compliant [131]. ACID compliance is accomplished after reaching a consensus 
and the new transaction information has been saved locally on each node.  

Instead of confiding the network’s governance to all the participating nodes which resembles direct 
democracy and approximates the Proof of Work or Proof of Stake consensus algorithm or to just a 
single node which resembles dictatorship and Leader Based consensus algorithm, Hashgraph 
decentralizes its network’s governance by forming the Hedera Hashgraph Governing Council. The 
Governing Council consists of up to 39 diversified leading global enterprises representing 18 unique 
industries across 5 continents that monitor the network’s operation. This way, the governance is 
not geographically, politically or in any other way centralized. Since there is full transparency, the 
council members have a strong motive to act with the whole network’s best interest in mind to not 
affect their reputation in the world. Each member of the council has 2,6% influence on the 
network’s decisions and can serve for up to six years (maximum two consecutive terms of three 
years each). 

5.3.1.4 Alternative Blockchain Approaches 
As an alternative to the aforementioned technologies, the Linux Foundation has proposed a new 

Blockchain infrastructure called Hyperledger. Hyperledger is a Blockchain infrastructure to develop 

new services and applications consisting of various Blockchain frameworks: Fabric, Iroha, Sawtooth, 

Burrow, Indy, Besu, Cardano [132] and Corda. In the case of Sawtooth, the implementation 

considers a new consensus algorithm called Proof of Elapsed Time (PoET) that solves the power 

consumption issue that Bitcoin has. On the other hand, Iroha is a simple Blockchain scheme 

designed to be easy to use for multiple business applications. A more sophisticated Blockchain 

implementation is Burrow. This Blockchain implementation is a smart contract machine based on 

the Ethereum Virtual Machine (EVM) specifications. Hyperledger Indy provides tools, libraries, and 

reusable components for providing digital identities rooted on Blockchains or other distributed 

ledgers so that they are interoperable across administrative domains, applications, and any other 

silo.  

 

Hyperledger Besu is another implementation for both public and private permissioned network use 

cases and includes several consensus algorithms [133]. Cardano is implemented in Haskell 

(following a functional programming approach) and has been built on peer reviewed academic 
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research, to construct a robust system integrating distributed systems, cryptography and 

mechanism design. Cardano’s multi-layered structure of this protocol makes it flexible and easily 

maintained and upgradeable. Corda was developed by R3, an enterprise Blockchain software firm, 

back in 2015 [133]. It could be better described as a shared ledger platform, meaning that 

transaction information is only shared with parties involved in the specific transaction in order to 

achieve consensus, rather than being broadcasted to all nodes in the ledger, addressing scalability 

and privacy issues which arise in original Blockchains, while its code is in Kotlin, making it very 

interoperable with existing systems. CorDapps (Corda’s Dapps) could be oriented towards finance, 

trade, healthcare and more. Finally, Fabric is a permissioned Blockchain modular framework that 

gives the flexibility to change different components by plug and play. Moreover, the Blockchain 

replication process between the nodes is cost-efficient and capable to process about 3.500 tps, 

thanks to their consensus algorithm based on Practical Byzantine Fault Tolerance. This makes 

Hyperledger Fabric one of the best options for customising a Blockchain implementation since the 

consensus mechanism can be customised accordingly. 

Recently Pinna et al.  [136] in collaboration with European Central Bank (ECB) have published a 
document about the use of distributed ledger technologies in securities post trading. According to 
them Consensus ledgers, restricted technologies and smart contracts all represent more viable and 
attractive options for financial institutions, as they draw on existing business models used in the 
post-trade industry for securities transactions and have the potential to create safer, more reliable 
and efficient post-trade processes. From another point of view, Shields et al. [137] discussed the 
use of smart contracts for legal agreements and concluded that smart contracts will benefit from 
the legal precedent established in the electronic marketplace including the acceptance of electronic 
signatures and promissory notes. In May 2019 Ramachandran et al. [138] published Trinity, which 
is a Byzantine Fault-Tolerant Distributed Publish-Subscribe System, whose real-world application 
was to increase transparency and accountability with law enforcement agencies because racial and 
identity profiling occurs when law enforcement officers stop, search, property seize or interrogate 
a person without evidence of criminal activity. 

Related to the single sign-on wallet that GLASS promotes, Blockstack is a decentralised naming 

infrastructure built on Bitcoin's ledger that provides authentication to full-stack decentralised 

applications. In Blockstack, the purpose of sign-in is to provide the application client with enough 

information to generate and store authentication data. This means that the authentication 

functionality can run solely on the user’s computer in the form of an authenticator app [139]. 

5.3.2. Consensus Protocols and Proof of ID Mechanisms 

A fundamental part of every Blockchain technology is the rules or algorithms governing the way 

users validate transactions intended for entry into the Blockchain. The purpose of these algorithms 

is to enable the Blockchain’s users to come to an agreement on the order in which the transactions 

took place, considering that there is no trust between the network’s users. In this chapter, the basis 

of consensus algorithms is being introduced [140]. 

5.3.2.1 Proof of Work 
The Proof of Work (PoW) algorithm [141] was the first consensus algorithm used in Blockchain 

technology. PoW, based on the concept introduced by Wei Dai in 1998 [142], provides a complex 

mathematical problem that needs to be solved by the nodes participating in the Blockchain. The 

first node to solve the mathematical problem is the one that gets to validate the next block on the 
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Blockchain. It is worth noting that the answer to the mathematical problem itself is totally useless. 

PoW serves the sole purpose of slowing down nodes that are trying to validate the next block on 

the Blockchain by solving a complex mathematical problem. As a result, the excessive total amount 

of computation effort and electrical power consumed to solve this mathematical problem is only 

used to slow down the nodes participating on the Blockchain. 

 

Being the first consensus algorithm used in Blockchain technology, it has significant disadvantages. 

To begin with, every single node working on finding the answer to the complex mathematical 

problem (mining node) consumes a significant amount of computational effort and therefore 

electrical power. As more and more people began participating in the Blockchain and the total 

computational power and competition between the participating nodes rose, the complexity of the 

mathematical problem provided each time increased as well [143]. To counter this, people started 

to build high end personal computers that served the purpose of mining computers (mining rings). 

As things got even more competitive, hardware that specialized solely in such computational 

operations surfaced on the market (Application Specific Integrated Circuits - ASIC) [144]. Soon 

enough, this phenomenon reached a point where the required computational effort was too much 

for a single node to provide, making the whole procedure unprofitable. This resulted in the creation 

of groups of cooperative nodes (mining pools) that work together by combining their computational 

power and effort to find the answer to the mathematical problem. In such environments, when a 

member of the mining pool finds the answer, all its members get rewarded by splitting the reward 

equally according to the hashing power each node provides. 

 

While being part of a cooperative environment provides a form of safety on the return of 

investment for the mining nodes, at the same time it poses a security risk for the Blockchain itself 

[145]. As analysed in the next section, since the proof-of-work consensus algorithm relies on the 

majority of nodes being honest, problems may arise when a single node or group of nodes take 

control of more than 50% of the total computational power that is being consumed on the 

Blockchain network. Such an event can occur much easier when several nodes work together as a 

part of a mining pool. 

 

5.3.2.2 Proof of Stake 
The Proof of Stake consensus algorithm [146] is a great advancement over Proof of Work. Instead 

of being based on the high energy consuming procedure of solving a complex otherwise useless 

mathematical problem, it chooses the node that will be the one to validate the next block randomly 

based on some pre-defined factors. The factors that influence the decision are randomization, the 

node’s wealth, the number of crypto coins each node pledges for the procedure, and the period 

those crypto coins have been put away. Pledging crypto coins for the procedure makes them 

unavailable for any other use. 

 

For the Proof of Stake consensus algorithm to be applied on a Blockchain network, crypto coins 

must have already been distributed to the network. Therefore, the phenomenon of starting with 

Proof of Work and then moving on to Proof of Stake as soon as (some of) the network’s available 

crypto coins are being distributed is observed. An alternative approach is for a network to begin 

operating with Proof of Stake and sell pre-mined coins at the same time. This approach ensures 

that everyone can participate in the procedure of validating new blocks without having to mine 

crypto coins. 
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Having already distributed the network’s available crypto coins, the reward for the participating 

nodes comes in the form of transaction fees. Once the node chosen to validate the next block adds 

the next block on the Blockchain, it gets rewarded with the transaction fees. The Proof of Stake 

consensus algorithm provides incentive for the nodes not only to participate but to be honest as 

well. For a participating node to validate a block, it must have a respected number of crypto coins 

in its possession. If a node acts maliciously, it can jeopardize its own wealth that is depicted on 

previous blocks of the Blockchain. In case the network detects forged transaction(s), the dishonest 

node in charge of validating the block containing the forged transaction(s) in question loses (a part 

of) its crypto coins that has been pledged for the process of validating and is being blocked from 

being a validating node in the future. For this procedure to be effective, the number of crypto coins 

pledged to participate in the validation process has to be more than the reward itself. 

 

Being a much more efficient way to validate blocks than the Proof of Work algorithm, there is no 

need for the participating nodes to have expensive (specialized) hardware and/or participate in 

mining pools. Furthermore, the randomization variable makes the selection of the next validating 

node fair. Therefore, the Proof of Stake consensus algorithm appeals to more participants. Finally, 

since this model is not based on mining of new crypto coins, having a fixed amount of available 

crypto coins on the network helps to keep the cryptocurrency’s value from fluctuations [147-150]. 

 

5.3.2.3 Proof of Elapsed Time 
Proof of Elapsed Time (PoET) [151] is very similar to Proof of Work, but without its high-power 

consumption. Instead of being resource-intensive, it allows a miner’s processor to sleep and switch 

to other tasks for the specified time, thereby increasing its efficiency. The mechanism of running 

trusted code within a secure environment also takes care of many other necessities of the network. 

It ensures that the trusted code indeed runs within the secure environment and is not alterable by 

any external participant. It also ensures that the results are verifiable by external participants and 

entities, thereby enhancing the transparency of the network consensus. PoET controls the cost of 

the consensus process and keeps it nimble so that the cost remains proportional to the value 

derived from the process, a key requirement for the cryptocurrency economy to continue 

flourishing. 

 

The working of the PoET algorithm is as follows. Each participating node in the network is required 

to wait for a randomly chosen time period, and the first one to complete the designated waiting 

time wins the new block. Each node in the Blockchain network generates a random wait time and 

goes to sleep for that specified duration. The one to wake up first - that is, the one with the shortest 

wait time—wakes up and commits a new block to the Blockchain, broadcasting the necessary 

information to the whole peer network. The same process then repeats for the discovery of the 

next block. 

 

The PoET network consensus mechanism needs to ensure two important factors. First, the 

mechanism ensures that the participating nodes genuinely select a time that is indeed random and 

not a shorter duration chosen purposely by the participants in order to win. Second, the mechanism 

establishes that the winner has indeed completed the waiting time. 
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5.3.2.4 Proof of Authority 
The Proof of Authority (PoA) is a Byzantine fault-tolerant consensus protocol that was introduced 

as an alternative to Proof of Work for permissioned networks such as R3 Corda [152] and 

Hyperledger Fabric [153]. In such a network, the tasks of submitting transactions and validating 

blocks are executed only by predetermined authorized nodes called the authorities. PoA runs in 

rounds by electing one of the authorized nodes to act as the validating authority. 

 

For a network based on Proof of Authority to be considered as secured, at least N/2 + 1 of the 

participating nodes must be honest. Angelis et al [154] conducted research to test the security 

aspect of PoA. Their analysis concludes that the PoA protocol favours availability over consistency 

which counters the reason why Blockchain technology is utilized to begin with. 

 

5.3.2.5 Proof of Burn 
Proof of Burn (PoB) is an alternative consensus algorithm [155] that tries to address the high energy 

consumption issue of a PoW system. PoB is often called a PoW system without energy waste. It 

operates on the principle of allowing miners to “burn” virtual currency tokens. They are then 

granted the right to write blocks in proportion to the coins burnt. Iain Stewart, the inventor of the 

PoB algorithm, uses an analogy to describe the algorithm: burnt coins are like mining rigs. In this 

analogy, a miner burns their coins to buy a virtual mining rig that gives them the power to mine 

blocks. The more coins burned by the miner, the bigger their virtual mining "rig" will be. 

 

To burn the coins, miners send them to a verifiably un-spendable address. This process does not 

consume many resources (other than the burned coins) and ensures that the network remains 

active and agile. Depending upon the implementation, miners are allowed to burn the native 

currency or the currency of an alternate chain, such as Bitcoin. In exchange, they receive a reward 

in the native currency token of the Blockchain. Users can send out transactions to the network that 

will burn their own cryptocurrency coins. Other participants can mine/burn on top of a user’s block, 

and a user can also take the transactions of other participants to add them to their block. Essentially, 

all of this burning activity keeps the network agile, and participants are rewarded for their activities 

(both burning their own coins and burning other people’s coins). 

 

To prevent the possibility of unfair advantages for early adopters, the PoB system has implemented 

a mechanism that promotes the periodic burning of cryptocurrency coins to maintain mining 

power. The power of burnt coins “decays” or reduces partially each time a new block is mined. This 

promotes regular activity by the miners, instead of a one-time, early investment. To maintain a 

competitive edge, miners may also need to periodically invest in better equipment as technology 

advances. 

 

5.3.2.6 Proof of Space 
Proof of Space (PoS) [156] is very similar to PoW, except that instead of computation, storage is 

used. Notably, PoS is also related, but also not to be confused with memory-hard functions and 

proofs of retrievability. PoS are seen as a fairer and greener alternative by Blockchain enthusiasts 

due to the general-purpose nature of storage and the lower energy cost required by storage. 

Several theoretical and practical implementations of PoSpace have been released and discussed, 

such as SpaceMint and Burstcoin. PoSpace is also being used in cloud storage technologies to which 
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the peers contribute their free disk space and get service proportionately. However, peers can also 

get paid if they let their free space be used by peers that need more space. Storj is a PoSpace based 

cloud storage example. 

 

The way this consensus protocol works is that the participating node that needs access to a service 

is asked to store a file in its local disk. Occasionally, a verifying node will try to verify that the 

participating node actually stores the file that was requested in the first place by requesting some 

specific parts of the file from the participating node. To make this process efficient and secure 

enough, both the participating and the verifying nodes need to consume a reasonable amount of 

disk space and time. To this end, various ways of implementing PoS have been proposed like Graph 

pebbling [157] in conjunction with hash trees. Relative to the Proof of Space, consensus protocols 

that present mild modifications to the PoS have been proposed like Proof of Storage, Proofs of 

Retrievability [158], Proof of Capacity, Proof of Secure Erasure [159], Proof of Space-Time [160], 

and Proof of Replication [161]. Proof of Space is not only used in Blockchain technology applications. 

This protocol is also used in micropayment systems [162] and in CAPTCHA systems [163,164]. 

5.3.3. Distributed Applications and Smart Contracts 

Decentralized applications (dApps) are composed of distributed entities that directly interact with 

each other and make local autonomous decisions in the absence of a centralized coordinating 

authority. According to S. Raval [165] a dApp is characterized by four features: i) Open Source; ii) 

Internal Currency; iii) Decentralized Consensus; and iv) No Central Point of Failure. Initially, 

bittorrent [166] was the birthplace of dApps as the users started connecting with each other to 

exchange files. Soon afterwards Blockchain was involved as it solved the decentralization of data 

because everyone who has a copy of the Blockchain is storing it, but no one can alter it. Apparently, 

the data is also encrypted, being available to everyone but readable only to those who have the 

private key. As there is an absence of a centralized entity that can protect the stakeholders in case 

of malicious actions by revoking access in dApps each peer must itself adopt suitable measures 

towards safeguarding. Consequently, trust management solutions serve as potential candidates for 

such measures. Dai et al. [167] propose Qtum smart-contract framework that aims at sociotechnical 

application suitability, the adoption of formal semantics language expressiveness, and the provision 

of smart-contract template libraries for rapid best-practice industry deployment. On the other 

hand, Singh [168] develops a Blockchain-based decentralized application for user driven 

contribution to Open Government Data. More recently, Bracciali et al. [169] propose a dApp that 

supports the negotiation of policies for the management of urban water resources. It consists of a 

smart contract that manages the execution of other smart contracts (the policies) according to the 

data-driven choices of the community. In the context of eGovernment 3.0, dApps can be leveraged 

to deliver diverse services such as ID authentication, document sharing, information exchange and 

transactions validation. 

5.3.4. Zero Knowledge Proofs 

Despite the common belief that Blockchains provide inherent privacy, the ground truth is that all 

the transactions are publicly available, at least in permissionless Blockchains. Therefore, anyone 

can see that a wallet sends a specific number of tokens to another one. Despite the fact that wallets 

cannot immediately be linked to a real-world identity, this does not grant strong guarantees of 

anonymity, and such a feature from many Blockchains prevents them from the adoption in use 
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cases where users often desire strong confidentiality of their transactions. While one could argue 

that the exploitation of Trusted Execution Environment could enforce the processing of private data 

only in encrypted form, adopting such approaches for public permissionless models is not expected 

to be a norm. At least one node will not do it. This need has sparked the research towards zero-

knowledge proofs, a well-known cryptographic primitive. In essence, a zero-knowledge proof is a 

method which allows one to prove to another that she knows a secret value without having to 

disclose it. While traditionally, zero-knowledge proofs were interactive (a protocol), Ben-Or et al. 

[170] showed that an interactive proof is also solvable through computational zero knowledge 

proofs and perfect zero-knowledge arguments. The cryptographic mechanisms to realise them are 

quite expensive in terms of both computations and storage, creating significant overheads. The 

main reason that zero knowledge proofs are so attractive to Blockchains is that they allow them to 

store only summaries of masked versions of their states. Therefore, while the contents of their 

states (transactions) are not disclosed one may verify that the needed actions have been made and 

that the secretly stored transactions are valid. In practical terms, the latter allows them to shrink 

the size of the Blockchains and hence significantly improve their scalability while simultaneously 

extending the user privacy. We consider that zero-knowledge proofs for a platform like GLASS are 

of high importance. For instance, depending on the age, location, etc. of an individual, different 

services might be available, however, the citizen would not be needed to disclose any sensitive 

value to access them, but only prove the e.g., age range. Such further relevant use case scenarios 

include KYC and electronic auctions and procurements. Finally, it should be noted that zk-SNARKs 

can be used to provide privacy on the information processed by a smart contract, which justifies 

the commitment of the Ethereum community in this field. 

 

Due to the nature of GLASS, the ledger must be public and hence the information would be available 

to everyone. Evidently, this level of transparency offered by the platform implies several privacy 

risks for its users as one may identify their wallet’s transactions and deduce sensitive information. 

To minimise the privacy risks while simultaneously keeping the trust and auditability of the ledger, 

GLASS will investigate the available zero-knowledge proofs that fit more to the use case scenarios 

of the project. zk-SNARKs, zk-STARKs and BulletProofs are the most established approaches for 

zero-knowledge proofs in Blockchains. GLASS will investigate alternative approaches in a forward-

looking manner. For instance, zk-SNARKs and bulletproofs are not post-quantum secure, zk-STARKs 

cost more gas than zk-SNARKs. However, despite their small size as proofs, they imply a trusted 

setup phase and the keys for the proofs might be very long. In fact, recent approaches such as Libra 

[171] are showing that we can expect much better performance in the coming years. Therefore, 

due to the continuous advances in quantum computing, we consider it necessary for the new zero-

knowledge proofs to be quantum resistant and then prioritize the size, according to Moore's law, if 

the complexity is competitive to the current approaches, such a solution would soon be practical. 

5.3.5. Ledger Sharding 

Today’s Blockchain designs suffer from a trilemma claiming that no Blockchain system can 

simultaneously achieve decentralization, security, and performance scalability. For current 

Blockchain systems, as more nodes join the network, the efficiency of the system (computation, 

communication, and storage) stays constant at best. A leading idea for enabling Blockchains to scale 

efficiency is the notion of sharding: different subsets of nodes handle different portions of the 

Blockchain, thereby reducing the load for each individual node. However, existing sharding 

proposals achieve efficiency scaling by compromising on trust - corrupting the nodes in a given 
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shard will lead to the permanent loss of the corresponding portion of data. While Blockchain 

systems promise a host of new and exciting applications, such as digital cryptocurrency, industrial 

IoT, and healthcare management, their scalability remains a critical challenge [172]. All existing 

major Blockchains either achieve decentralization at the cost of efficiency, or efficiency at the cost 

of decentralization and/or security. Bitcoin and Ethereum are designed based on a full replication 

system, in which each network node stores the entire Blockchain and replicates all the 

computations (e.g., transaction verifications). This feature enables high security, however 

drastically limits the storage efficiency and throughput of the system. To scale out throughput and 

storage efficiency, the leading solution being discussed in the Blockchain literature is via sharding. 

The key idea is to partition the Blockchain into K independent sub-chains, which are then replicated 

separately at q = N/K nodes to yield K smaller full replication systems, namely the shards. This way, 

both storage efficiency and throughput are improved by a factor of K. However, to scale this 

improvement with network size, K must increase linearly with N. Consequently, the number of 

nodes q per shard has to be held constant, which allows an attacker to corrupt as few as q/2 nodes 

to compromise a shard. This yields a security level of q/2, which approaches zero as N grows. 

Although various efforts have been made to alleviate this security issue (e.g., by periodically 

shuffling the nodes) they are susceptible to powerful adversaries (e.g., who can corrupt the nodes 

after the shuffling), yet none scale security. Both full replication and sharding based Blockchain 

systems make trade-offs between the scalability of throughput, storage efficiency, and security. 

 

Sharding distributed ledgers are the most promising on-chain solution for scaling Blockchain 

technology. A sharded Blockchain cannot be scalable under a fully adaptive adversary, but it can 

scale up under an epoch-adaptive adversary. This is possible only if the distributed ledger creates 

succinct proofs of the valid state updates at the end of each epoch. In order to extend the existing 

protocols consistency and scalability have to be defined. Consistency encompasses the need for 

atomic execution of cross-shard transactions to preserve safety, whereas scalability encapsulates 

the speedup a sharded system can gain in comparison to a non-sharded system. 

5.4  Artificial Intelligence and Machine Learning for Interoperability in 
eGovernance 

5.4.1 Data Model Recognition and Transformation 

The development of novel approaches to data harmonization is a major technological goal to enable 

hyper-connected Smart Cities [173]. The importance of data harmonization is also a focal point in 

the digital transformation of the European Union. The eGovernment Action Plan 2016-2020 

proposes an ambitious vision "to make public administrations and public institutions in the 

European Union open, efficient and inclusive, providing borderless, personalized, user-friendly, 

end-to-end digital public services to all citizens and businesses in the EU" [174]. 

 

One explicit objective set out in the eGovernment Action Plan is the principle of OOP ("Only Once 

Principle").  In the context of the public sector, the OOP means that "citizens and businesses should 

supply information only once to a public administration", and the public administration offices take 

action to share this data internally. The expected net saving at the EU level from cutting the red 

tape is believed to be around EUR 5 billion annually. Nevertheless, the requirement to reuse and 

repurpose existing data structures presupposes the ability to transform data and extract relevant 
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information from documents with unknown format or structure. Various studies [175-177] have 

pointed out that ICT systems’ heterogeneity and data interoperability are significant barriers for 

cross-border OOP. 

 

Today, data transformation relies on rule-based approaches [178-180] that are case and domain-

specific. This prescriptive approach is laborious and expensive, requiring the development of 

dedicated standards, data models, and hard-coded data mappings for every application. Against 

this backdrop, Neural Networks and weak AI allow the development of modular data transformer 

systems that can self-adjust and apply to multiple use-cases. Furthermore, novel AI-enabled 

approaches to data harmonization (e.g., Transformer deep learning architectures [181]) can achieve 

'few-shot learning" and therefore need minimum expert knowledge to define format conversion 

[182,183]. 

 

5.4.2 Artificial Intelligence to handle Data Schemas 

Deep learning and Neural networks can be applied to recognize data schemas and data structures 

and make them interoperable. Machine learning techniques and deep learning have been used 

extensively to explore causal relations and correlations among Big Data [184]. Moreover, in the last 

years, machine learning techniques have been used as a replacement to classical data structures 

[185]. Closer to what we are trying to do is data fusion that tries to meaningfully integrate 

heterogeneous information from multiple data sources that would otherwise remain uncorrelated 

and unexploited. Similar is the notion of smart data structures that are a new class of parallel data 

structures [186] that leverage online machine learning and self-aware computing principles to self-

tune themselves automatically. Villa et al. [187] discuss the first outcomes of an investigation in the 

conceptual and methodological aspects of semantic annotation of data and models, aimed to 

enable a high standard of interoperability of information. The authors present a definition of 

interoperability based on semantics and scale, a conceptual foundation for the phenomenology 

underlying scientific observations, a dedicated language and software infrastructure that 

operationalize the findings and allow to reap the benefits of data and model interoperability. 

 

Nowadays, it’s very challenging to replace all existing index structures with other types of models, 

including deep-learning models, which we term learned indexes [185,188-191]. The notion of smart 

data structures [192] can be widely applied to achieve interoperability among centralized and 

decentralized systems. Smart data structures are a new class of parallel data structures that 

leverage online machine learning and self-aware computing principles to self-tune themselves 

automatically. Machine learning based environments that will automatically recognize data 

structures in order to achieve the desired interoperability have not yet been developed in 

eGovernment services. The findings of Hulsebos et al. [193] where it is depicted how multi input 

deep neural networks can be used to detect semantic types can be applied to address the 

interoperability challenges among existing systems with newly developed ones. To build a highly 

tuned system tailored to the specific needs of eGovernment services, possible optimizations in the 

index structures to identify data patterns based on the above-mentioned works have not yet been 

implemented. The key idea is that a model can learn the sort order or structure of lookup keys and 

use this signal to effectively predict the position or existence of records. It is of great interest to 

theoretically analyze under which conditions learned indexes outperform traditional index 

structures and describe the main challenges in designing learned index structures. Towards this 
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direction, Machine Learning techniques to create models reflecting the patterns in the data and 

enable automated index structures are prominent to enable interoperability. 

5.4.3. Data Structures, Distributed Indexing and Information Retrieval from Distributed 
Environments 

Learned indices appear in a large number of applications such as storage systems [194], database 

systems [195], google-based spatial indices [196], efficient handling of correlated data and skewed 

workloads [197], and spatial indices with a large number of applications [198]. There are also a 

plethora of works that depict applications of machine learning techniques to distributed systems 

and distributed ledger systems [199, 200]. It seems that learned indices can be employed: (i) as an 

in-memory read-optimized learned multi-dimensional index that self-optimizes to achieve high 

performance and robustness to correlated datasets [197], (ii) as scalable index schemes to 

construct different linear regression models according to the data distribution. Moreover, the used 

models reduce the complexity of retraining and become easy to partition and store the data into 

different pages, blocks or distributed systems [194], (iii) as a radical departure from the way 

database systems are currently developed, by creating a vision towards a new type of a data 

processing system, one which highly specializes to an application through code synthesis and 

machine learning and that models the data distribution, workload, and hardware [195], (iv) as an 

opportunity to reduce the index size for distributed database systems in general, and Bigtable in 

particular [196]; Abu-Libdeh et al. show how to  integrate learned index structures into Bigtable, by 

significantly extending the original learned index design  for disk-based systems with block 

identifiers, (v) it can be used in spatial indices that generally have a large number of applications 

[198]. 

 

An interesting step to this area of research is where an approach is provided on integrating learned 

index structures into Google’s Bigtable where the authors show that they can significantly improve 

the read latency and throughput, especially at the tail [196]. Distributed and disk-based systems 

such as Bigtable are difficult to handle since in them requests usually take tens to hundreds of 

milliseconds rather than nanoseconds, and the question is how can a learned index structure have 

a positive impact on the overall latency of such a system. The main idea is to significantly extend 

the original learned index design for disk-based systems with block identifiers. Moreover, the 

authors create a novel compressible mapping table for the block pointers.  The whole architecture 

in essence presents the first design of learned indexes for distributed disk-based systems, a new 

learned index model design for string keys with monotonicity guarantees and provides a method 

with uniform value sizes to understand the trade-offs in read performance. 

 

We also plan to incorporate techniques from multicriteria data structures [201]. A multicriteria data 

structure, for a given problem P, consists of a set F of data structures, each one solving P with a 

proper trade-off in the use of some computational resources, and a properly designed optimization 

algorithm that is able to efficiently select in F the data structure that “best fits” an instance of P 

given in input. Idreos et al. [202] were interested in theoretically and experimentally investigating 

this novel concept of “multicriteria algorithms and data structures” by (i) formulating coherently 

for the first time its theoretical foundations, (ii) by deploying in an innovative way some results 

from the apparently distant fields of Artificial Intelligence (AI) and Machine Learning (ML). The 

general idea is to carefully orchestrate different techniques borrowed from Learned Indexes, Cache 

Oblivious and/or Compressed data structures, with the goal of resulting in a “principled way” 
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adaptable to data distributions, user performance needs, and the relative power of modern 

computing devices (CPU-SIMD/GPU/TPU). The main vision in multicriteria data structures is to 

design a “family of data structures” from which an application will draw, via proper optimization 

algorithms, the one which satisfies the multicriteria constraints imposed by the specific context of 

use. Following this approach, the performance of the selected data structure will be bounded above 

by the worst-case complexity of the known (classic) data structures and have the potential of 

significantly outperforming it, thanks to the optimization approach and the integration of novel 

techniques from ML. 

 

Based on the above we will try to achieve data structure interoperability by exploiting ideas similar 

to those in [202] where the notion of data structure alchemy was deployed.  In this article a research 

vision is described based on the findings that was described before, where the goal is to uncover 

the first principle of data structure design and develop algorithms to search through the massive 

design space, they form by reasoning effectively about the combinations, tunings, and the 

performance properties they bring. Effectively these form a “grammar” with which we can describe 

any data structure in a systematic way, including designs that have not been discovered yet. New 

designs can be “calculated” from the design space given constraints such as the expected workload, 

and hardware environment. 

 

Another interesting aspect is to explore how neural networks can be used to improve query 

optimizers with the majority of the work focusing on replacing a component of the optimizer with 

learned models. For example, DQ and ReJOIN use reinforcement learning combined with traditional 

human-engineered cost models to automatically learn search strategies and explore the space of 

possible join orderings. They also show that learned search strategies can outperform conventional 

heuristics on a given cost model. Moreover, in addition to the cost model, these systems still rely 

on heuristics for cardinality estimation, physical operator selection, and index selection. Other 

approaches demonstrate how machine learning can be used to achieve better cardinality estimates. 

Of particular interest is Neo (Neural Optimizer) [203] a learned query optimizer that achieves similar 

or improved performance compared to state-of-the-art commercial optimizers (Oracle and 

Microsoft) on their own query execution engines. 

 

5.5  Transactions Insights for Distributed eGovernment Services 

Within GLASS, a massive volume of transactions will be generated on a basis, and insight 

information with potential significance exists if such data is collected, aggregated and analysed 

effectively. Extracting useful information in an efficient manner has major computational 

challenges, such as to analyse, aggregate, visualize and store data collected in distributed ledgers. 

More specifically, the volume and velocity of the data make it difficult for typical algorithms to scale 

while querying the ledger might come at great computation costs. State-of-the-art efforts seek to 

introduce new models that deal with such large-scale, distributed data queries, to reduce data 

volume transferred over the network via adaptive sampling that maintains certain accuracy 

guarantees [204]. As the ledgers (and thus the data) keep getting bigger, a challenge is to make 

sense of the collected data for the users and perform analytics leveraging big data processing 

engines (i.e., Spark [205]) that can deliver results in a swift and efficient manner. Companies like 

Google, Apple, and Facebook, which collect and analyse massive amounts of data on a daily basis, 

have been aggressively pushing forward similar related analytics projects. 
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5.5.1. End-to-End Encrypted Secure Gateway Channel 

5.5.1.1 Homomorphic Encryption 
In order to properly protect data resources, it is paramount to encrypt data in such a way that no 

one other than intended parties should be able to get the original data. In cryptography, there has 

been an evolution of different schemes and protocols which address this goal. In order to discuss 

more complex protocols, we must first briefly present Symmetric and Asymmetric Encryption. 

 

Symmetric encryption encrypts data using a long key, which is the only way anyone can recover the 

original message. Anyone who has this key can do so and this is why symmetric encryption is rarely 

used on its own, since a malicious third-party could steal the key and the data would no longer be 

protected. 

 

Asymmetric Encryption, also known as Public-Key Encryption (PKE) requires each participant to 

have a pair of keys, a private and a public key. The public key is always public and known to 

everyone, while the private key is kept completely private for each user. The two keys are 

correlated, because the private key can reverse the encryption of the public key. When a user 

wishes to send a message to another, they user the recipient’s public key to encrypt the data they 

wish to send, since only the recipient’s private key can reverse this encryption. The drawback of 

Asymmetric Encryption is that the key need to be very large compared to the amount of data it 

encrypts, forcing either the chunking of data during transmission, or simply the usage of this 

encryption in conjunction with other protocols. 

 

Hybrid encryption is one of the most prevalent protocols, combining the two by leveraging both 

their strengths. In this approach, instead of encrypting the data directly with the public key, the 

data are being encrypted with a symmetric key (with any kind of symmetric encryption, such as  

Advanced Encryption Standard (AES), RC5/RC6 etc.), which is the one being encrypted with the 

public key instead. That way, the recipient obtains two things: an encrypted key (the symmetric key 

which encrypted the data) and the encrypted data themselves. Then, the recipient needs to decrypt 

the symmetric key with their private key and decrypt the data using the decrypted symmetric key, 

in this case, symmetric encryption provides efficient data encryption/decryption, while asymmetric 

encryption provides fine-grained access to the data. A well-known hybrid encryption scheme used 

daily is Pretty Good Privacy (PGP), frequently used for signing and securely sending and receiving 

emails. 

 

Despite the strengths of hybrid encryption, it is possible that even more fine-grained control to the 

data regulation needs to be enforced. Attribute-based encryption (ABE) [206-208] is a general 

extension of Public Key Encryption (PKE), which allows sticky policies in data access control. It 

encrypts data under a set of policies and attributes, so that only user(s) with the key matching the 

specified policies and attributes can reveal the data from the encryption. That way, the owner 

determines the access policy of their data at the moment of encrypting them. However, it should 

be noted that due to the nature of ABE, it is hard to handle access revocation, since a user that was 

authorized at some point to decrypt the data can do so, even if they are encrypted if they kept a 

local copy. 
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Proxy re-encryption (PRE) [209,210] is another scheme which focuses more on secure data sharing. 

In this approach, when encrypted data are uploaded to a cloud server, PRE uses a semi-trusted 

proxy to convert the data of a data owner (termed delegator) to a different encryption of the same 

data but aimed at a different user (termed delegate) by using a re-encryption key generated by the 

delegator. The motivation for this is the fact that the proxy learns nothing about the secret key of 

the delegator or the data, ensuring both the delegator’s privacy and data confidentiality. PRE has 

been used in various contexts, such as attribute-based PRE [211] and functional-based PRE [212]. 

 

Finally, when considering data encryption in general, it is important to consider the potential of 

securely searching encrypted data. To that end, Searchable Encryption (SE) has been introduced. In 

this scheme, a server which manages an encrypted database can return the queried results 

(encrypted files) without needing to know what was the search query, or the plaintext of the 

encrypted files. Generally speaking, SE is classified into two main types, public based SE [213] which 

focused on integrity check of data and strong security at the cost of complex matching 

computations and symmetric SE [214] which is more efficient but sacrifices security, due to the 

deterministic feature in search token. 

5.5.2. Distributed Spaces Query Browser 

Nowadays, implementations of such search service modules are based on the competences of 

powerful search engines and infrastructures of the data management domain, such as Elasticsearch 

[215] which is used for data indexing and discovery. These engines are operating as a layer over 

different data storage facilities and are designed in such a way to provide results in a fast manner, 

by enabling the use of indices and by caching previous results. What is essential to be investigated 

within GLASS is the ability of such search technologies to perform efficiently in the distributed 

ledger universe of the GLASS ecosystem. Different access rights among different nodes of the GLASS 

Blockchain infrastructure shall be taken into consideration in order for the Distributed Spaces Query 

Browser to be enabled to search only into the distributed spaces where the users are allowed to 

have access to. The integration of the Distributed Spaces Query Browser to the distributed ledger 

technologies of the GLASS network will be meticulously studied and designed, so that the searching 

performance of the browser module is fine-tuned, and the users can acquire their search results 

without any delay. 

 

An implementation of decentralized IPFS search engine is Siva, which stores the association 

between keywords and content identifiers (CIDs) in the Distributed Hash Table (DHT) used in IPFS, 

and utilizes a result cache to accelerate the processing of partially duplicated queries, while a 

variant of Bloom filter is exploited to quickly check the availability of the result cache [216]. Another 

approach that is proposed as an improvement of Siva is the use of Distributed Hash Tables (DHT) in 

order to perform keyword-based queries over decentralized file systems, such as IPFS, where the 

hypercube structure of the DHT enables the optimized routing of queries [217]. An additional 

similar method is the use of modified round-robin consensus mechanism in a modified hash-based 

table, where a block is mapped to another block only if they have common attribute values that can 

be queried upon [218]. 

 

Blockchain-based search engines (BBSEs) have also come to the forefront. BBSEs are distributed 

among multiple networks and do not have centralized controls [219], ensuring in that way the 

privacy of the searching process. When searching for a keyword, the BBSE searches through the 
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distributed ledger to show results, while the search details are encrypted and also stored on the 

distributed ledger. Enhanced privacy can be achieved with the coupling of onion network topologies 

with DLTs for the decentralized search engines [220]. 

 

The Graph [221] is another decentralized protocol for indexing and querying Blockchain data and 

its open-source implementation that uses GraphQL, a query language for APIs, can be exploited for 

running queries on smart contracts and dApps. Also, Lens is an open source IPFS tool for indexing 

and searching of data stored in IPFS [222], while Mahuta is an IPFS storage service with indexing 

and searching capabilities [223]. Another indexing and searching engine for IPFS is ipfs-search [224]. 

 

The Distributed Spaces Query Browser can provide an API that can be used by dApps for searching 

distributed spaces or the space of the user. The user interface of the Distributed Spaces Query 

Browser can enable the searching of information according to the specified metadata of the stored 

documents, applications and smart contracts, enhancing in this sense the advanced search 

capabilities of the GLASS ecosystem. Moreover, it will also support querying within the data (to the 

extent this is possible based on the decisions regarding the indexing of the data), in order to be able 

to offer to users a more advanced information discovery experience. 

5.5.3. Transactions Analytics Engine for Distributed eGovernment Services 

Analytics accuracy must be balanced against speed of execution, especially in streaming data 

systems. However current algorithms for resource allocation, or the algorithms we propose for 

intelligent storage and data sampling, might not be able to produce “optimal” solutions under such 

strict constraints. For example, when considering the allocation of resources to a particular ML task 

which needs to be executed under certain constraints (e.g., time), a huge space of potential 

allocations must be explored. Finding the optimal solution (e.g., least time) could take an arbitrarily 

long amount of time. Another example could be the accuracy of analytics, where we might need to 

find the minimum number of data queries, required to achieve a certain level of accuracy for an 

analytics operation. This could also take an arbitrarily long amount of time, adding unnecessary 

delay to the execution process. 

 

There is a great potential for the production of solutions whose quality can be measured with more 

relaxed metrics, such as statistical significance and provable error bounds. To improve the quality 

and speed of execution in the algorithmic decision process, distributed deep learning accelerators 

can be utilized to train predictive models (oracles) that can provide rapid answers to these 

problems, leveraging the system’s previous operational history. For this reason, new metrics are 

essential for capturing the trade-offs between accuracy and speed, in order to allow these 

algorithms to execute rapidly in a distributed system setting. Several frameworks, such as the BIgDL 

framework can be incorporated so that deep learning libraries can be integrated with Spark in order 

to overcome the performance losses imposed by distributed storage of data. Compared with other 

deep learning frameworks running on CPUs, BigDL achieves speedups by leveraging the latest Intel 

architecture, which can accelerate the heavy numerical computations required for analytics. 
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6 Towards the definition of the GLASS eGovernance model 

Based on both the literature review and the analysis of recently funded research projects included 

in this deliverable, this section sketches a roadmap of actions to be carried out towards the 

definition of the foreseen GLASS eGovernance model. In particular, Section 6.1 focuses on the 

identification of research gaps and the subsequent advancements foreseen in the context of GLASS 

project, while Section 6.2 on the identification of actions towards an efficient and effective 

alignment of the foreseen advancements with recent initiatives and directives with respect to 

European and world-wide eGovernance policy making. 

6.1 Research Gaps and Advancements in the context of GLASS 

The innovation potential of the GLASS project lies in meaningfully bridging centralized, 
decentralized and distributed applications for the contemporary needs of the public sector. The 
distributed applications of the project will adopt open source and privacy preserving principles, 
while smart contracts will be utilized to support and define the functionality of each dApp. To 
supplement the individual technological components, a middleware set of services will be designed 
to enhance the performance of the overall GLASS framework. Adopting such an approach, GLASS 
will enable the development and maintenance of an innovative network for a plethora of 
eGovernment services and applications, resulting in enhanced data protection, privacy, increased 
trustworthiness and scalability. 
 
The analysis of best-of-breed technologies, as presented in detail in Section 5, identified a list of 
issues requiring particular attention for the successful implementation of the solution foreseen in 
the GLASS project. These issues, which concern research gaps and the associated advancements 
planned to be implemented in the course of the project, are listed below:  

• IPFS includes a public governance model and a distributed public file storage network under 
the same umbrella. By establishing IPFS as the backbone file storage of the GLASS model, 
we will provide a novel file storage and sharing internal policy, where the files, the 
information and the generated building blocks of the network are given a unique fingerprint 
(known as cryptographic hash). IPFS gives the opportunity to users to search files and 
documents by its content, instead of the traditional approach where the documents are 
searched by the location of the server. A major advantage of this distributed approach is 
that it enables functionalities such as downloading files directly from the network’s nodes 
which are not centrally managed by a single organization.  

• A distributed system for supporting a European wide identity, authentication and 
authorization infrastructure is a mandatory key aspect to be thoroughly considered in the 
course of the project. The sheer number of entities, organizations and associated 
information to manage, associated with the geographic scale of the European territorial 
space, renders any type of centralized framework an inappropriate solution. 

• The next generation of Identity and Access Management systems for decentralized systems 
needs not only to present a solution to the scalability and security issues of centralized 
systems, but also ensure that the stored identities cannot be mismanaged and therefore 
be available to third parties for improper use. As such, Distributed Ledger Technologies and 
Self-Sovereign Identities (SSIs) are respectively the emerging approaches to address these 
issues. Decentralized identity and authentication systems with support for SSIs are the most 
prominent approaches for handling scalability, security and identity ownership. 
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• Beyond the eID support on identification cards, some countries already offer versions in 
total digital format, materializing a fully digital wallet that can hold the same data as an eID 
capable document and offer mobile phone support, therefore removing the need of a 
computer, smart card reader and middleware software. Still, much like the standard eID 
cards, interoperability is an issue since these digital wallets have different capabilities, may 
hold different sets of data than an eID card, and may be restricted to the set of operations 
where they can be used.  

• The concept of a Digital Wallet can be expanded to an enhanced Digital Wallet, where one 
or several electronic identities (citizen identification, student identification, library card and 
so on) have capabilities to only disclose the necessary information for a specific purpose, 
but can also hold diverse types of data needed for other requirements, such as high school 
diploma, university degree, and security clearances.   

• As seen in the Decentralized Authentication topic (Subsection 5.2.1.2), SSIs allow the 
materialization of fully distributed identity support; when associated with Digital Wallets as 
a mean of storage, a Digital Wallet may hold several SSIs, which will allow the digital 
equivalent of physical wallet that can provide proof of identity or access, through the stored 
SSIs without a third-party involvement. 

• Key sharding offers interesting possibilities of usage, such as shared access to a resource 
where access is only granted if enough holders of key shards agree to allow such access. 
This enables a distributed trusted system. 

• Unified credentials, such as those based on the work of the SSI workgroup, can exist without 
the need of a central system, but need a system that first creates them and then allows 
them to be verifiable for trustiness. Blockchain technology empowers such possibilities 
since its distributed nature avoids any centralization issues. Due to this, most unified 
identity projects with or without SSI use Blockchain technology to create an identity 
management system that is flexible and does not depend on a single centralized identity 
management system. 

• A public distributed ledger (e.g., bitcoin) is characterized by an open unprotected 
environment with millions of participants most of which have limited computational power 
and bandwidth, while most of the power is in the hands of a small fraction of participating 
nodes. Thus, there is a significant risk of a "majority attack", in which a few nodes 
overpower the whole network and dictate the choice of transactions. In order to operate 
safely in such an unfriendly environment, the mechanisms in public ledgers have no choice 
but to prioritize security over the performance which is not acceptable in the eGovernance 
domain. In contrast, a private ledger is typically deployed by at most a few hundreds of 
participants, where each participant is represented by a cluster of powerful servers. Thus, 
the identity of each machine is authenticated and known, the network is closed and 
structured, while computational resources and bandwidth are not so scarce. These more 
favorable operating conditions are counterbalanced, however, by much more demanding 
requirements when it comes to performance. 

• Existing Blockchain deployments rely on the public availability of transactions and offer 
little privacy to users and stakeholders. Moreover, permission-based Blockchains can 
achieve relatively higher throughput, but can only scale up to a few hundred nodes. Higher 
scalability is essential to large-scale adoption of a Blockchain. Finally, current Blockchain 
solutions are decentralized by design and do not admit other governance paradigms. 
However, organizations are typically not democratic entities and want to retain control of 
their systems in order to enforce specific business logics and policies. 

• GLASS will apply enhanced distributed ledger technologies (DLTs) for establishing a public 
ledger in eGovernance. The ledger will store user identities (digital IDs), access consent logs, 
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authentication aspects (i.e., related to government e-services) and selected transactions 
(e.g., criminal record update). Additionally, it will be used to support smart contracts and 
store their state. From the data safety, authenticity, and non-repudiation point of view, 
DLTs are considered as a perfect fit for these needs, since they provide an easily accessible, 
immutable and transparent history of all contract-related data, adequate for building 
applications with trust, accountability, and transparency.  

• Ledger design in GLASS will require a comprehensive approach, taking into account diverse 
aspects of eGovernance: intermediate scale, high processing rate and low completion time 
with moderate energy consumption, unique attack model, and utilization of the underlying 
data structure. The techniques for consensus need to be different from proof-of-work and 
proof-of-stake protocols used in public Blockchains. 

• A technical challenge is the fair handling of updates from different participants that will 
play an important role in the foreseen solution. GLASS will design permissioned distributed 
ledger for eGovernance stakeholders to share user-related data, while providing 
availability, auditability and privacy. From a practical point of view, GLASS will benefit from 
adapting a modular open-source distributed ledger implementation (e.g. Hyperledger 
Fabric) and subsequently replacing individual modules and components to provide the 
needed functionality.  

• Closely related to the DLTs, Smart Contracts will be used in GLASS as agreements between 
two parties, i.e., agreements between the eGovernance operators of two countries and 
end-users. There are two very important features of smart contracts concerning their 
definition (conditions of the contract) and privacy handling (ability to expose details of the 
contract to third parties). 

• GLASS will offer an integrated solution responsible for eGovernment service delivery that 
is the result of the combination of dΑpps, smart contracts and IPFS. DΑpps will be open-
source, will operate autonomously, while the data and records of operation will be 
distributedly stored in the IPFS. This approach renders our solution resistant to malicious 
attacks since there is no single point of failure, which is the major vulnerability of 
eGovernment systems. The nodes comprising the distributed network will also host the 
dΑpps. In this way, GLASS will be more scalable compared to current approaches. Every 
new node joining the network increases the overall storage capacity, thus remedying the 
limited storage availability of a centralized infrastructure.  

• IPFS has specific features that solve performance issues of dΑpps and improve the 
performance along with the user experience. These features are: (i) content indexing, (ii) 
hash lookup, (iii) distributed naming system (IPNS, similar to DNS), (iv) persistence and 
clustering of data that reduce latency, (v) decentralized archiving, (vi) compliance with 
privacy regulations (e.g., GDPR).  

• The GLASS architecture will leverage distributed ledgers and big data analytics to provide 
trusted services, contributing to the digital transformation of the EU. The delivered services 
will require to handle heterogeneous - often dynamic - data sources from various 
knowledge and language domains serving different use-cases (e.g., ID cards, criminal 
records, health records etc.). A major issue to be addressed is automating data mobility in 
downstream/upstream processing jobs, while at the same time preserving the integrity, 
velocity and veracity of information across systems and services.  

• GLASS will build on the latest advancements in the fields of deep learning and neural 
networks to develop learned indices and lay the foundations of an ML-based environment 
that will automatically recognize data structures in order to achieve the desired 
interoperability. To handle different data types, GLASS will utilize multi-input deep neural 
networks that can be used to detect semantic types. To build a highly tuned system tailored 
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to the specific needs of eGovernment services, GLASS will identify data distribution and 
data patterns issues, and work towards enabling automated index structures.  

• A dedicated module will be designed and developed for searching the various documents, 
applications and other artefacts in the GLASS ecosystem. This browser module (Distributed 
Spaces Query Browser) will enable the GLASS users to navigate and perform queries among 
their own stored information in order to find the desired data, applications and smart 
contracts, as well as to browse through and compose queries over all the public documents 
and applications that reside in the GLASS network.  

• GLASS will explore the design and implementation of efficient models as well as adaptive 
monitoring dissemination mechanisms over diverse and collaborating ledgers to deliver a 
set of analytics that will allow the platform’s operators, the engaged users and other 
beneficiaries to understand how the platform is used; also, to extract insights on how 
services are being treated over the GLASS framework, aiming to further improve them. 

6.2 Alignment with Recent Initiatives 

The advancements foreseen in the context of the GLASS project should be carefully aligned with 

initiatives and directives issued by EC and other prominent intergovernmental organisations such 

as OECD (Organisation for Economic Co-operation and Development). This subsection reports on 

related issues and delineates actions to be followed by the GLASS consortium. 

6.2.1 EBSI 

The European Blockchain Services Infrastructure (EBSI) [225,226] is a joint initiative from the 

European Commission and the European Blockchain Partnership (EBP). EBP was established in 2018 

between 29 countries (all EU Member States, Liechtenstein and Norway) and the European 

Commission. These countries are committed to work together in order to realise the potential of 

Blockchain-based services for the benefit of citizens, society and the economy.  

 

EBSI is the first EU-wide Blockchain infrastructure, driven by the public sector, which is in full respect 

of European values and regulations. EBSI’s vision is to leverage Blockchain to accelerate the creation 

of cross border services for public administrations and their ecosystems. Since 2020, EBSI is 

deploying a network of distributed nodes across Europe, supporting applications for selected use-

cases. EBSI is designed as a market-friendly ecosystem based on open standards and a transparent 

governance model. EBSI has been designed with five key principles in mind, namely: (i) working 

towards the public good, (ii) well-defined governance, (iii) data harmonisation between all 

participants, (iv) open-source software, and (v) compliance with relevant EU regulations (GDPR, 

eIDAS, etc.). EBSI aims to become the de facto choice for any cross-border application. 

 

It is noted that the technical partners of the GLASS consortium have already conducted a first online 

meeting with the Project Manager of EBSI (on July 8th, 2021) to discuss diverse related issues and 

explore its utilization in the context of our project. The organisation of next steps towards this aim 

is underway. 

6.2.2 The CEF Building Blocks 

As briefly discussed in Section 3.1, the Connecting Europe Facility (CEF) is a key EU funding 
instrument supporting the development of high performing, sustainable and efficiently 
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interconnected trans-European networks in the fields of transport, energy and digital services. The 
CEF programme is funding a set of generic and reusable Digital Service Infrastructures (DSI), also 
known as Building Blocks. These CEF Building Blocks offer basic capabilities that can be reused in 
any European project to facilitate the delivery of digital public services across borders and sectors.  
 
Currently, there are eight Building Blocks, namely: Big Data Test Infrastructure, Context Broker, 
eArchiving, eDelivery, eID, eInvoicing, eSignature and eTranslation; a Blockchain DSI (i.e., EBSI) will 
soon become a fully operational Building Block, and the Once Only Principle (OOP) is a preparatory 
action under CEF. 
 
The technical partners of the GLASS consortium will thoroughly consider the utilization of the CEF 
Building Blocks for the needs of the pilots to be conducted in the context of the project. Related 
issues have already started being elaborated in the project’s technical meetings. It is expected that 
more concrete decisions will be made after the completion of work carried out in WP3 [227].  

6.2.3 The eGOV Project Cluster 

The eGOV Project Cluster, which was recently organized by EC’s Research Executive Agency (REA), 
comprises projects funded under the H2020 call “DT-GOV-05-2020: New forms of delivering public 
goods and inclusive public services”. Strategically, the eGOV Project Cluster intends to encourage 
synergies between projects, putting projects’ coordinators in contact with policy officers, discussing 
policy needs as well as encouraging contributions to the Conference on the Future of Europe. Two 
meetings took place recently (on June 10th and July 1st, 2021), with the aim to (i) share information 
between the projects and the policy makers on policy priorities, and (ii) support collaboration 
among projects and policymakers. 
 
The aforementioned clustering events shed light to the current status and near future plans of the 

European Digital Government Policy. It was noted that the eGovernment Action Plan Steering Board 

mandate was prolonged by the end of 2021 to allow EC to elaborate a conclusion paper that will 

benefit the future policy on digitalization of public services. Particular reference was given to the 

concepts and principles elaborated in the Tallinn Declaration on eGovernment (2017-2022), the 

Berlin Declaration on Digital Society and Value-based Digital Government (2020-2024), and the 

Lisbon Declaration - Digital Democracy with a Purpose (2021). 

 

EC’s Digitalisation Policy Landscape was also sketched through a series of presentations on the EU 

Action Plan on Integration and Inclusion (2021-2027), the European Pillar of Social Rights (2021-

2027), the EU Coordinated Plan on AI: Making the public sector a trailblazer for using AI, the Staff 

Working Document on Public Administrations (aiming at supporting public administrations in EU 

Member States to deliver reforms and prepare for the future [228]), the Key Principles of the 

European Digital Identity [229], and the overall Digital Europe Programme (see Figure 5) [230]. A 

recent initiative presented in the clustering event is the Digital Compass that translates the EU’s 

digital ambitions for the next decade into clear, concrete targets, setting out a European way for 

the Digital Decade (digitalization of public services is one of the 2030 goals in Digital Compass) [231]. 

Finally, an overall presentation of the Integrated Public Services Observatory was given, highlighting 

its goals and how they can be achieved [232,233]. 
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Figure 5: An overview of the Digital Europe Programme3 

 

 

 
3 Art Alishani-eGovernment and Trust-DG CNECT, Policy Update: European Digital Government Policies, 10 

June 2021. 
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7 Conclusion 

This deliverable includes a thorough analysis of the current solutions and practices and best-of-
breed technologies in eGovernment and eGovernance models. It reports on the outcomes of T2.1: 
International eGovernance SotA Analysis (Lead: UPAT; M1-M9): The main goal of this task is to 
conduct a detailed analysis of the state-of-the-art (SotA) approaches aiming to transform public 
services and facilitate digital by default, cross-border by default and interoperable by design 
services.  
 
The SotA solutions in the areas relevant to the GLASS model are analyzed, documented, and 
thoroughly examined to set the baseline towards the definition of the GLASS eGovernance model. 
To do so, we identify their strengths and weaknesses, discover possible gaps and missing services 
and highlight citizens’ needs. Our analysis adopted a two-step approach, by considering:  

• the research projects that were funded through EU calls of the last period (2018-2020) of 
the Horizon 2020 framework programme and were related to the use of ICTs in the public 
sector; 

• recent research articles and reports elaborating concepts and technologies identified in the 
first step, as well as reports on the emerging technologies and breakthrough cross-sector 
services considered in the context of the GLASS project, which have been produced by EC 
and prominent eGovernment related organizations. 

 
To make sense of the accumulated knowledge in the field under consideration, in both these steps 
we adopted a concept-centric methodology. The most important concepts that will facilitate the 
synthesis of the identified content were specified, while for each research issue considered the 
associated concepts were extracted and meaningfully combined into a framework for 
understanding the use of emerging technologies in the public sector. We mainly focused on 
investigating current solutions and technologies for distributed governance approaches, personal 
information authentication and sharing, transparency of transactions, distributed ledgers and smart 
contracts, distributed applications, single sign-on e-wallets, intercommunication between 
centralized and decentralized systems, AI and ML techniques for interoperability issues, 
transactions analytics for distributed eGovernment services, and intelligent data management.  
 
Based on both the literature review and the analysis of recently funded research projects, this 
deliverable also proposes a roadmap of actions to be carried out towards the definition of the 
foreseen GLASS eGovernance model. In particular, it identifies research gaps and the subsequent 
advancements foreseen in the context of GLASS project, as well as actions towards an efficient and 
effective alignment of the foreseen advancements with recent initiatives and directives with 
respect to European and world-wide eGovernance policy making.  
 
We acknowledge that our work has some boundaries concerning the research projects and 
technological solutions analyzed. Our concept-centric approach ensures the accumulation of a 
relatively complete census of relevant literature; however, it is not meant to reveal the final and 
definitive view of the future in the domain of eGovernance. Our findings provide only a part of 
possible issues that need to be addressed in relation to emerging technologies in eGovernment. 
This shortcoming will be compensated as the project progresses, by elaborating the foreseen pilot 
scenarios, involving experts for further input, and developing the GLASS modules and integrated 
platform. We also acknowledge that the presented list of actions is not exhaustive; the continuing 
development of eGovernment-related emerging technologies, as well as the introduction of novel 
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ones, necessitates their reviewing and adaptation to be aligned with the project’s objectives. In any 
case, we argue that this deliverable provides an important contribution to the understanding of the 
current status and future evolution of the digital public services, as well as the role of emerging 
technologies in this direction. 
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