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Executive Summary  

At its core, the GLASS project aims to deliver a novel information governance model, which is 
citizen-centric by design, promotes the once-only principle and builds on state-of-the-art 
technologies. It relies strongly on distributed services that create trustworthiness through 
technological means, rather than by relying purely on a legal framework.  

Nonetheless, the GLASS infrastructure and its usage (including in the context of the GLASS 

demonstrators) is subject to a broad tapestry of legal frameworks that should be adhered to, such 

as those relating to : 

 

• Privacy and data protection 

• e-Government and public services 

• Identification and authentication 

• Responsibilities and liabilities 

• Security requirements 

 

The objective of this deliverable is to briefly describe the relevant legal frameworks and their 

characteristics; to assess their applicability to the GLASS project, at the infrastructural level or for 

specific use cases; and to conclude with a summary of resulting legal requirements. It should be 

clarified that GLASS legal framework is presented in the current deliverable and not in D2.1 as it has 

been erroneously stated in its title, namely “SotA Report & GLASS legal framework”; this will be 

amended accordingly at a later stage of the project. 

 

Beyond the identification and assessment of these legal requirements, this deliverable also 

describes the general GLASS strategy for operationalising the requirements, for ensuring that the 

legal requirements are maintained, refined, and enforced in the course of the project.  

 

The present deliverable will thus need to be maintained and built upon throughout the project, not 

only to implement the defined legal compliance strategy, but also to reflect upcoming changes in 

the legislation (such as the anticipated Single Digital Gateway Implementing Act, the ongoing 

revision of the eIDAS Regulation, the finalisation of the AI Regulation, and other initiatives described 

in this deliverable). This will be done as a part of future WP2 activities and will be reported upon in 

the course of the project, using the present deliverable as a baseline.  
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1. Introduction  

1.1. Summary and objectives of the GLASS project 

The GLASS project has been initiated against the backdrop of a rapidly evolving e-government 
landscape. Much as in the private sector, public authorities are also confronted with the need to 
address multiple challenges concurrently, including the shift to mobile services, the increased 
expectations of seamless and user-friendly digital services, the role of artificial intelligence in 
enabling faster and higher quality services, and finally the desire for strategic autonomy and data 
sovereignty in the face of continuous consolidation of major service providers. 

While these trends pose challenges for all stakeholders, the public sector, in particular, is held to a 
higher standard, in terms of legitimacy, privacy and confidentiality. Citizens generally cannot ‘opt 
out’ of public services or seek competing services in the market. For that reason alone, public 
authorities have to apply stringent safeguards to protect their citizens against abuses and incidents.  

In line with the above, the GLASS project aims to deliver a novel eGovernance model and address 
the challenges that governance structures in the EU are currently facing, spanning from divergent 
and legal groundwork to physical and technological limitations, towards the democratization and 
openness of the public administration services. The project is citizen-centric by design, promotes 
the once-only principle and it builds on state-of-the-art technologies, including blockchain, single 
sign-on Wallet-as-a-Service, and distributed applications for authentication and transactions 
validation. GLASS envisions the creation of an open, cross-sector and cross-border model of 
interaction among public administration, citizens and businesses with a strong social, societal, 
economic, technological and scientific impact. 

As analysed in other deliverables of the GLASS project – and particularly in D2.1 - State of the art 
report – in much greater detail, GLASS aims to build its innovations largely upon five technologies: 
 

● Distributed file systems and centralized approaches 
● Single sign on e-Wallet as a service 
● Ledgers, dApps and Smart Contracts 
● AI and ML for interoperability in eGovernance 
● Transactions insights for distributed eGovernment services 

 

The use of these technologies in the public sector will be piloted through three demonstrator use 
cases, via three public authorities acting as pilot organizations, as explained in D3.1 - Use Cases 
definition & End-user Requirements Analysis.  
 
In order to successfully conclude these demonstrators and to build technologies that are viable 
under realistic circumstances, legislative and political limitations must be taken into consideration 
as well. This deliverable aims to identify these requirements, both at the EU level and at the national 
level.  
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1.2. Purpose and role of this deliverable 

 

The vision and ambitions of the GLASS project have not originated in isolation. They are the result 

of a broader evolution in European policy and legislation related to the need for a more coherent 

and interoperable approach to the design of digital cross-border services in order for the Digital 

Single Market to work effectively. 

 

The eGovernment Action Plan 2016-20201 described a set of principles that relevant eGovernment 
initiatives have to take into account: 
 

● Digital by default: public administrations should preferably deliver services digitally and 
provide information in a machine-readable format; 

● Once-only principle: public administrations should ensure that citizens and businesses have 
to provide certain standard information to the authorities and administrations only once;  

● Inclusiveness and accessibility: digital public services should address different needs such 
as those of the elderly and people with disabilities; 

● Openness and transparency: public administrations should be open and transparent, 
accessible to anyone, anytime, anywhere, and responsive to new ideas and demands; 

● Cross-border by default: public administrations should make digital public services available 
across borders; 

● Interoperability by default: public services should be designed to work seamlessly across 
organisational silos; 

● Trustworthiness and security: public services should account for personal data protection, 
privacy, and IT security. 

 

These principles were expanded upon further by the 2017 Tallinn Declaration2, which was one of 

the first policy documents to emphasise a shift towards individual data stewardship and data 

sovereignty. The Declaration contained a commitment from the Member States that it should be 

“possible for citizens and businesses to digitally manage their personal data held by the public 

administration (e.g. access, check and inquire about the use of, submit corrections to, authorise (re) 

use of), at least for base registries and/or similar databases”; and asked for “EU institutions to make 

it easier for citizens and businesses to fully digitally manage (e.g. access, check and inquire about 

the use of, submit corrections to, authorise (re)use of) their personal data that EU institutions hold”. 

In other words, citizens should get better means to control their data.  

 

This policy shift was also supported to a certain extent by past and upcoming legal frameworks. The 

three principal European legislative drivers towards more citizen-centric e-governance are 

undoubtedly:  

 

• The General Data Protection Regulation (GDPR), as the central legal framework for 

protecting citizen’s personal data. Its provisions cover (among other points) the right to 

transparency, the right to access, correct and delete data, and the right to control data 

flows to third countries (non-EEA countries) to a certain extent.  

 
1 See https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A52016DC0179  
2 See https://www.mkm.ee/en/objectives-activities/information-society/tallinn-declaration  

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A52016DC0179
https://www.mkm.ee/en/objectives-activities/information-society/tallinn-declaration
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• The Single Digital Gateway Regulation (SDGR), as the central legal framework for cross 

border once-only information exchanges between public authorities in the Member States. 

Beyond stating the principle that once-only exchanges are possible at citizens’ request, 

Article 14 also contains specific safeguards to protect citizens against abuses and incidents. 

• The Electronic Identification and Authentication Services Regulation (eIDAS), as the central 

legal framework for both electronic identification in cross border public sector services, and 

for trust services (such as electronic signatures and time stamps) that constitute critical 

building blocks for any online transaction.  

Beyond these three central legislative initiatives, other relevant frameworks include the European 

legislation in relation to critical infrastructure (the so-called NIS Directive), the information security 

legislation captured in the Cybersecurity Act, and the critical infrastructures protection framework 

of the Critical Infrastructures Directive. All of these will be discussed in detail below.  

However, the GLASS project also needs to take into account emerging legislation. As a reflection of 

the EU’s increasing awareness of the importance of strategic autonomy and data sovereignty for 

citizens, businesses and government, various new legislative initiatives are underway that can 

strongly affect the future of GLASS. Data is increasingly recognised as a critical asset that requires 

decentralised control, which represents a shift in policy focus compared to the Digital Single Market 

Strategy. This has resulted in multiple recent new legislative proposals, including:  

• New data legislation, notably the proposal for a Data Governance Act, that introduces 

provisions in relation to data sharing and data control for citizens;  

• The proposal for an AI Regulation, which forbids extremely high risk AI applications and 

regulates the requirements and liabilities for other AI use cases;  

• The proposal for a revision of the eIDAS Regulation, which includes rules for a European 

Electronic Identity Wallet and electronic ledgers.  

Given that GLASS fundamentally revolves around citizen-centric data control (akin to the 

philosophy of the Data Governance Act), that it examines the rule of AI and machine learning in the 

public sector (targeted by the AI Regulation), and that it will employ ledger technology for data 

storage and use, controlled via an e-Wallet (comparable to the revision of eIDAS), it is clear that the 

upcoming changes in the legal framework can have a powerful impact on the compliance and 

viability of GLASS.  

The objective of this deliverable is thus clear: to identify the principal legal requirements for the 

GLASS project, both at the structural level and the use case level; taking into account both existing 

law and newly emanating requirements; and considering both the European dimension as well as 

the global perspective to ensure broad usability of GLASS.  

It is therefore clear that this deliverable must be both prescriptive (what can be done now?) and 

operational (how do we monitor compliance and adapt evaluation points where needed?), and that 

its analysis will need to be maintained over time as the project progresses.  
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1.3. Methodology 

 

This deliverable is drafted based on desk research into EU level and national level legislation on the 

one hand and continuous interaction with the demonstrator partners on the other hand. While EU 

level legal requirements are generally easily identifiable with desk research, national level legal 

requirements are dependent on local knowledge, and thus interactions with the local GLASS 

partners, who are generally more knowledgeable about their country’s legal requirements and 

limitations.  

 

Methodologically, as will be explained below, this deliverable examines the legal framework 

applying to the GLASS project on the basis of five substantive topics:  

 

• Data protection and privacy (including distributed storage) 

• E-government and public services (including the once-only principle) 

• Identification and authentication (including ledgers)  

• Responsibilities and liabilities (including AI and machine learning) 

• Security (including critical infrastructure) 

 

For each of these topics, the sections below will examine applicable laws at the EU and national 

level, identify the impacts and relevance to GLASS, and summarise the resulting constraints and 

evaluation points for the remainder of the project’s duration.  

 

1.4. Relation with the other Work Packages 

 

The present deliverable plays an important role in the GLASS project, and requires close interactions 
with various other Work Packages. The requirements and findings of this report will be a useful 
input for the elaboration of the GLASS solution framework.  
 
As far as WP2 is concerned, D2.2 will aid the requirements and specification analysis (T2.3 and D2.3: 
Government to ALL Specification list, providing information about the identified digital interactions, 
their dependencies and their specification towards the digitization of public services), and will be 
used as a basis for the definition of the foreseen GLASS eGovernance model (T2.4 and D2.4: GLASS 
eGovernance Model white paper) as well as the definition of a business model that will assure the 
sustainability of the GLASS solution and accelerate its adoption (T2.5 and D2.5: Business and 
Sustainability strategy & Adoption Plan). 
 
With respect to WP3, the current deliverable is expected to offer valuable input for the 

identification of the functional, structural and technical components of the solution planned in the 

context of the project. Particularly, findings from D2.2 were integrated in D3.1 (Use Cases definition 

& End-user Requirements Analysis), in the form of the legal requirements tables in that deliverable.  

During the elaboration of D2.2, inputs were also provided for the definition of the distributed 

content management and data sharing model (T3.3 and D3.3: Distributed data sharing model) and 

the structural and operational architecture of the GLASS solution (T3.4 and D3.4: System’s 

architecture).  
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Finally, D2.2 is expected to provide valuable feedback for the work being planned in the context of 

WP7. Specifically, it will aid the planning of the GLASS pilots (T7.3 and the associated deliverables 

D7.2: Demonstration plan and testing protocols and D7.3: Operational guidelines and evaluation 

criteria) and especially the formulation of the foreseen policy recommendations for processes and 

data minimization (T7.5 and D7.6: GLASS eGovernance recommendations). 
 

 

 

1.5. Structure of the document 

This document is divided into the following sections: 

 

Chapter Description 

1. Introduction Purpose and scope; methodology description, relation with other work 
packages and tasks, and structure of this deliverable 

2. EU level legal framework Identification and analysis of relevant EU level legislation on the five critical 
topics:  

• Data protection and privacy (including distributed storage) 

• E-government and once-only 

• Identification and authentication (including ledgers)  

• Responsibilities and liabilities (including AI and machine learning) 

• Security (including critical infrastructure) 

3. National laws and policies Identification and description of relevant national-level legislation, targeting 
specifically data protection, legal competencies, and information security 

4. Conclusions Summary of the main requirements in relation to compliance, summarising 
the main requirements and describing the general compliance strategy for 
the project’s duration 

Annexes Operational Annexes that are intended to be more broadly accessible and 
understandable, including:  

• Statement of privacy by design and by default principles 

• Data subject rights policy 

• Data minimisation and pseudonymisation policy 

• Policy on profiling and automated decision making in GLASS 

Table I: Document structure 
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2. EU level legal framework 

2.1. Introduction 

 

The main characteristics and objectives of the GLASS infrastructure have been summarily described 

above. On the basis of those elements, five legal areas will be examined in detail in this deliverable:  

 
Figure I: Priority legal topics for examination 

 
 

More specifically:  

• Privacy and data protection is arguably the key requirement for the GLASS infrastructure, 
which aims to create a user centric distributed platform that gives users control over their 
data, without relying on a single central storage provider. Taking into account that users in 
this project are always natural persons, information relating to them will be qualified as 
personal data, as defined under EU law. The platform thus needs to be designed with 
privacy and data protection in mind, in accordance with the privacy by design and privacy 
by default principles of European data protection law.  

• e-Government and public services are the second key vector. While GLASS isn’t designed 
or intended exclusively for public sector use cases, it also aims to define components that 
could be used in public sector applications as envisaged in recent e-government legislation, 
including specifically the Single Digital Gateway Regulation. With that in mind, this legal 
framework needs to be assessed too, to ensure fitness for purpose.  

• Identification and authentication are a cross-cutting – i.e. non-sector specific and non-use 
case specific – requirement. In order for the GLASS infrastructure to be useful, the users 
have to be identifiable. Moreover, any information that they make available through the 
platform must be shared in a way that allows integrity and authenticity to be ensured 
appropriately. In this context, ‘integrity’ implies the ability to verify that information hasn’t 
been modified or corrupted; and ‘authenticity’ implies the ability to link information to a 
specific source. In this way, the recipient can determine to what extent the information can 
be trusted. Moreover, the project aims to implement advanced authentication solutions 
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based on electronic ledgers. While these are not specifically regulated in the EU at this time, 
that may change soon under the influence of the eIDAS revision proposal.  

• Responsibility and liability refers to the fundamental question of who (if anyone) ensures 
that information is not abused, and who is ultimately responsible for the infrastructure and 
for its use in specific demonstrators. The role of AI and machine learning in particular needs 
to be considered, since emerging EU law requires that citizens are adequately protected 
against profiling and automated decision making in manner that substantially adversely 
affects them. 

• Security relates principally to the protection of citizen data against attacks, incidents and 
abuses. This also includes compliance with any critical infrastructure protection 
requirements, incident response, notification duties and resilience.  

 

 
The principal EU level legal frameworks for all five of these topics will be briefly described and 
assessed below, in five different subchapters. Each subchapter will: 
 

• Briefly describe the relevant legislation and its main features (including any particularly 
relevant emerging or proposed legislation); 

• Assess the applicability to the GLASS project, at the infrastructural level or for specific use 
cases; 

• Conclude with a summary of resulting legal requirements. 
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2.2. Data protection and privacy – the General Data Protection 

Regulation and the e-Privacy Directive 

Summary – scope and general impacts 

 

Both the right to privacy and to protection of personal data are fundamental rights, enshrined in 

the EU Charter of Fundamental Rights3, respectively in Articles 7 and 8 of the Charter. The right to 

privacy generally relates to the right to respect for an individual’s private and family life, home and 

communications. The right to protection of personal data relates to the right of any individual to 

have data relating to them processed (i.e. collected or used) in a fair and lawful manner. More 

specifically, the Charter requires that such data is only “processed fairly for specified purposes and 

on the basis of the consent of the person concerned or some other legitimate basis laid down by 

law. Everyone has the right of access to data which has been collected concerning him or her, and 

the right to have it rectified”. The Charter furthermore requires that compliance with these rules is 

subject to control by an independent authority. 

 

These generic descriptions are outlined in greater detail specifically in the General Data Protection 

Regulation (GDPR)4, which outlines the requirements for fair and lawful processing of personal 

data. The GDPR applies in principle to any processing (i.e. collection and any other use, including 

simple exchanges) of personal data, defined as any information relating to an identified or 

identifiable natural person (a ‘data subject’) (Article 4 (1) of the GDPR). Since personal data includes 

any information that can be linked to identified or identifiable persons, and the entire concept of 

GLASS focuses on allowing persons to govern data, it is unambiguously clear that the architecture 

of GLASS must be implemented with GDPR compliance in mind, and that any use cases of the GLASS 

architecture must also be executed in compliance with the GDPR.  

 

For the avoidance of doubt, the GDPR explicitly notes that it applies to the processing of personal 

data in the context of the activities in the Union, regardless of whether the processing takes place 

in the Union or not; and to the processing of personal data of data subjects who are in the Union, 

even if the processing is done by an organisation that is not established in the Union, if the 

processing activities are related to the offering of goods or services to such data subjects in the 

Union.  

 

In other words, application of the GDPR cannot be avoided by using infrastructure outside of the 

EU, or by focusing only on usage of the GLASS infrastructure by service providers (governments or 

private companies) located outside the EU. As long as either the service providers operate in the 

EU, or the citizens include European citizens, the GDPR will apply. Clearly, GLASS therefore needs 

to comply with the GDPR in order to be practically usable in the future.  

 

The GDPR contains the following fundamental principles (Article 5.1 of the GDPR):  

 
3 See https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-

charter-fundamental-rights_en  
4 See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679  

https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
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• personal data must be processed in a lawful and transparent manner, ensuring fairness 
towards the individuals whose personal data is being processed (‘lawfulness, fairness and 
transparency’); 

• there must be specific purposes for processing the data and the company/organisation 
must indicate those purposes to individuals when collecting their personal data. A 
company/organisation can’t simply collect personal data for undefined purposes (‘purpose 
limitation’); 

• the company/organisation must collect and process only the personal data that is 
necessary to fulfil that purpose (‘data minimisation’); 

• the company/organisation must ensure the personal data is accurate and up-to-date, 
having regard to the purposes for which it is processed, and correct it if not (‘accuracy’); 

• the company /organisation can’t further use the personal data for other purposes that 
aren’t compatible with the original purpose; 

• the company/organisation must ensure that personal data is stored for no longer than 
necessary for the purposes for which it was collected (‘storage limitation’); 

• the company/organisation must install appropriate technical and organisational 
safeguards that ensure the security of the personal data, including protection against 
unauthorised or unlawful processing and against accidental loss, destruction or damage, 
using appropriate technology (‘integrity and confidentiality’). 

 

Other principles include the obligation to implement data protection by design and data protection 

by default in any new initiatives (Article 25 of the GDPR, sometimes also referred to as privacy by 

design and privacy by default), implying respectively that data protection compliance must be built 

into architectural designs at the earliest possible stage, and that any features that protect personal 

data must be activated by default.  

 

As a final principle, the GDPR adopts the accountability principle (Article 5.2 of the GDPR, meaning 

that the organisation determining the means and purposes of data processing (the so-called data 

controller) is responsible for, and be able to demonstrate compliance with, its compliance 

obligations. In practical terms, that means that the controller must not only assess its compliance, 

but also that it must retain sufficient documentary evidence in order to prove its compliance at all 

times.  

 

Beyond these principles, the GDPR contains numerous operational and procedural safeguards, 

including the supervision of data processing activities by an independent authority (a data 

protection authority, Article 51 and following), a limitation on transfers of personal data to 

countries outside the European Economic Area (EEA) (Article 44 and following), safeguards against 

the processing of special categories of personal data (such as data concerning health; Article 9) and 

against automated individual decision-making, including profiling (Article 22 of the GDPR), and rules 

and procedures on how to deal with incidents involving personal data (so-called personal data 

breaches, Article 33 and following). Data subjects should also be able to exercise specific predefined 

rights, such as the right to access copies of their personal data, to halt or limit data processing, and 

to have their data deleted by the current holder and by any parties to whom they have provided 

copies of the data (the so-called right to be forgotten). To enable the effective excerside of such 

rights, an infrastructure such as GLASS can be eminently suitable.  
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The provisions on transfers of personal data to countries outside the EEA are particularly relevant 

to GLASS, since some of the piloting ambitions involve transfers of personal data to third countries, 

such as Turkey. Such transfers are permissible under the GDPR only if certain preconditions are 

met. Specifically, the transfers are authorised if the destination countries have obtained an 

affirmative adequacy decision from the European Commission (since this ensures an equivalent 

level of data protection in the destination country. While the list of countries with such an adequacy 

finding has recently expanded5, it still remains limited, and does not include Turkey.  

 

This of course does not imply that data transfers are impossible. The GDPR provides alternatives in 

this circumstance, including the use of so-called standard contractual clauses that have been 

approved by the European Commission6, and which would be signed by the data exporter and 

importer; or – in exceptional cases – the consent of the persons concerned. Given the status of 

GLASS as a research project engaged in small scale piloting with modest data protection sensitivity, 

an appeal to consent would appear to be justifiable in GLASS, especially considering its conceptual 

emphasis on data sovereignty and data stewardship by the user itself.  

 

When assessing the lawfulness of transfers, account should be taken of the state of play 

surrounding data protection legislation in the destination country: the lack of an affirmative 

adequacy decision (as in the case of Turkey) does not imply that no relevant legal framework exists. 

Indeed, in Turkey a relevant legal framework exists, in the form of the Law on the Protection of 

Personal Data No. 6698 of 7 April 2016 (LPPD)7. While explicitly following the approach of the EU, 

the LPPD is primarily based on the older Data Protection Directive 95/46/EC, rather than the current 

GDPR. Thus, while the legislation is not guaranteed to be able to obtain an adequacy finding at the 

current stage, the concepts and principles are all identicial, and (as would also be required under 

EU data protection law), compliance with the LPPD is supervised by the Turkish Personal Data 

Protection Authority. Under Turkish law too, consent is acceptable as a legal basis for the transfer 

of personal data outside of the EU, so that bilateral exchanges are legally feasible.  

 

Similar considerations would apply to many other countries. In post-Brexit UK for example, data 

protection remains nearly perfectly aligned with the GDPR, through the UK Data Protection Act 

20188. Some exceptions apply however – the scope of the UK legislation is slightly broader, also 

requiring broader record keeping, and containing exemptions in a few strategic areas, such as crime 

and taxation, immigration control, and legal proceedings. For that reason, it is not a certainty that 

the UK would obtain an affirmative adequacy decision from the European Commission in the future, 

despite having mature and enforced data protection laws in place, supported by an independent 

data protection authority (the Information Commissioner's Office, ICO). In terms of transfer 

controls however, the same observation applies as in Turkey: consent is acceptable as a legal basis 

for the transfer of personal data, so that bilateral data exchanges are legally feasible.  

 

 
5 At the time of submission, it comprises Andorra, Argentina, Canada (for commercial organisations), Faroe 

Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Republic of Korea, Switzerland , the United 

Kingdom, and Uruguay; see https://ec.europa.eu/info/law/law-topic/data-protection/international-

dimension-data-protection/adequacy-decisions_en  
6 See  https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-

protection/standard-contractual-clauses-scc_en  
7 See https://kvkk.gov.tr/Icerik/5389/Data-Protection-in-Turkey  
8 See https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted  

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://kvkk.gov.tr/Icerik/5389/Data-Protection-in-Turkey
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
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The GDPR comprises the general legal framework for personal data processing in the EU. Similar 

and comparable legislation exists for the processing of personal data by EU institutions or in the 

context of law enforcement, but since these are not the key focus of GLASS, they will not be 

examined in any detail here.  

 

Another legal source that warrants inclusion in this report is the e-Privacy Directive9, as amended 

in 2008. This Directive governs generally how providers of electronic communication services, such 

as telecoms companies and Internet service providers (ISPs), should manage their customers’ data, 

and creates certain rights for those customers. Most of the framework relates specifically to the 

telecommunications industry, and is not applicable to infrastructure such as GLASS.  

 

However, the Directive also contains rules on the use of cookies, and more generally tracking 

technologies that require storage of information and/or access to information on the equipment of 

a user. This is only allowed on the condition that the user has given his or her consent, having been 

provided with clear and comprehensive information about the purposes of the processing. This 

general principle is more broadly applicable, and has given rise to strict cookie consent 

management practices in the EU.  

 

Moreover, the e-Privacy Directive has been under revision for some time, in order to align it better 

to the approach of the GDPR, and to ensure that the Directive also covers online services (so-called 

information society services), which would likely include platforms such as the GLASS 

infrastructure. While the proposed e-Privacy Regulation10 has not yet been adopted, and likely 

wouldn’t enter into application during the running time of GLASS, it is prudent to observe the rules 

of this framework, in terms of safeguarding communications confidentiality, abstaining from the 

use of tracking technologies without consent, and not capturing location data without user consent.  

 

Specific impacts and relevance for GLASS 

 

General considerations 
Both the GDPR and the e-Privacy Directive apply to the GLASS infrastructure as a whole, and to its 

use in specific cases. However, the applicability is complex, due to the fact that GLASS is nearly 

entirely distributed by design – i.e. no single entity has a comprehensive view of personal data 

processed via GLASS, except the user itself.  

 

The general ecosystem has been described in D3.1. Summarily, within the GLASS ecosystem 

information and documents, called evidence, can be exchanged between relevant stakeholders. 

Given its link to GLASS users, evidence will almost inevitably contain or be qualified as personal data 

under European data protection law. Evidence is issued by authorized parties under a specific 

request. As soon as this evidence is issued, the subject can share it with another party. The latter 

can verify the authenticity of the evidence.  

 

Under this high level operational scenario, GLASS has defined the following roles for the 

stakeholders. 

 
9 See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02002L0058-20091219  
10 See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017PC0010  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02002L0058-20091219
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017PC0010
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Role Description 

User Citizen who makes use of the GLASS services and 
tools 

Issuer Authorized to issue evidences 

Verifier Authorized to verify evidences 

Trusted Registration Entity Enables registration and on-boarding in the Glass 
ecosystem 

Table 2 GLASS High Level Roles for Stakeholders (source: D3.1) 

 

The GLASS ecosystem also introduces a set of technical artefacts (tools and services) which will 

enable the stakeholders to perform their operations under the predefined roles: 

 

GLASS technical artefact Description 

eWallet ● Supporting users, issuers, verifiers in their operations 
● Mobile and web interface 
● Authentication, authorization 
● Evidence sharing  
● Access to public services through the GLASS marketplace  

Dapp  ● Implementation of the business logic of a specific service  
● Public services provide their services through dapps 
● Dapps can be offered through the wallet to the end users 

through the GLASS marketplace 
● Smart contracts 
● User friendly user interface 

Decentralized ecosystem and 
added-value services 

● Back end services supporting dapps execution (IPFS - DLT) 
● Glass ecosystem maintenance (IPFS - DLT) 
● Not a single point of storage (IPFS) 
● Not a single point of failure (IPFS - DLT) 
● Traceability - Trust - Transparency (DLT) 
● Interoperability by design (AI transformer) 
● Data transformation (AI transformer) 
● Questions-based interaction module (AI transformer) 

Table 3 GLASS Technical Artefacts 

 

 

When assessing the applicability of data protection law, it should be taken into account that merely 

creating infrastructure which is used to process personal data is not sufficient to qualify as a data 

controller or data processor. It is required that personal data is actually processed. By way of a 

concrete and highly relevant example: creating and offering an eWallet solution does not imply that 
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the creator of the eWallet processes personal data. If the data is not directly or indirectly accessible 

to the solution provider, then it does not process personal data.  

 

This leads to the following initial legal assessment of roles and legal qualifications: 

 
Figure II: Applicability of data protection law to GLASS 

 
 

As the overview summarily shows:  

 

• The user is a data subject under EU data protection law, since their personal data at a 
minimum will be processed via GLASS infrastructure. It is conceptually possible that the 
personal data of other persons than the citizen using GLASS is processed as well, e.g. in the 
case of parents submitting information in relation to their children. For that reason, 
lawfulness and transparency practices in GLASS must cover all data subjects, not just the 
direct users.  
The data subjects are generally the beneficiaries of data protection law, and can benefit 
from its protections, including the data subject rights created by data protection law. They 
fundamentally don’t bear specific duties themselves under data protection law, because 
(and to the extent that) their use of the GLASS infrastructure is governed by the so-called 
household exemption: Article 2.2 (c) of the GDPR notes that it doesn’t apply to processing 
of personal data “by a natural person in the course of a purely personal or household 
activity”, and thus with no connection to a professional or commercial activity. The recitals 
to the GDPR clarify that “personal or household activities could include correspondence and 
the holding of addresses, or social networking and online activity undertaken within the 
context of such activities. However, this Regulation applies to controllers or processors 
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which provide the means for processing personal data for such personal or household 
activities”. On the basis of this rule, citizens themselves shouldn’t be struck by any GDPR 
obligations or constraints, unless they start using the system other than for the purposes 
of their own personal data governance needs.  
 

• The decentralised platform operators (i.e. the entities hosting citizen personal data in a 
decentralised form, including IPFS storage providers and DLT storage providers) are data 
controllers as defined under data protection law. They determine the purposes and means 
of their components of the infrastructure, and therefore are responsible for complying with 
data protection law, including the GDPR and e-Privacy Directive. This means that they are 
required to ensure that they have a legal basis for running the platform, which generally 
will be the consent of the end user, at least when the platform operator is an independent 
service.  
The fact that they may be ignorant of the nature and content of the personal data (because 
their role is limited to ensuring storage and security) does not affect this analysis; it is not 
required for a data controller to understand exactly which personal data would be hosted 
as a part of their services.  
An alternative would be to qualify the platform operators as data processors, acting on 
behalf of either the user, or the evidence provider/consumer, or both. However, this 
approach does not legally or logically work: 

• As argued above, the user is not considered a data controller, and does not enter 
into any agreement with the platform operators. That alone is sufficient to make a 
qualification of the operators as processors impossible, since a processor cannot 
exist in the abstract, i.e. without a link to a controller providing them with 
instructions.  

• Similarly, the operators also cannot be considered as data processors to the 
evidence provider/consumers, since data can be entrusted by the end user to the 
operators without involvement or knowledge of the providers/consumers. If a user 
can choose to add evidence to a decentralised storage platform without the 
knowledge or instruction of the evidence provider/consumer, it cannot be 
reasonably argued that the operators act at the instruction of the 
provider/consumer, as would be required in a controller/processor relationship. 
For completeness: if an evidence provider would add data to an operator without 
the intervention of the user, then the operator would in principle be the processor 
of the evidence provider; but this is not presently planned to be the case.  

 
A fundamental challenge is the fact that GLASS intends to rely on decentralised storage 
services, notably the Interplanetary File System. This approach increases sovereignty of 
the user (who is no longer dependent on a service provider that can monitor and control 
their activities), but also raises challenges in terms of data subject rights. This topic will be 
analysed further below.  
 

• The service providers (i.e. the organisations with whom the user chooses to share its data 
via GLASS) are independent data controllers, separate from the platform operator. They 
determine the purposes and means of their own use cases, and therefore are responsible 
for complying with data protection law, including the GDPR. The e-Privacy Directive 
generally will not apply to them, as they should have no means to breach confidentiality or 
track user behaviour in GLASS infrastructure (i.e. they should be unable to access or track 
any user information without the knowledge and consent of the user). Again, this means 
that they are required to ensure that they have a legal basis for their data processing 
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activities. Generally, this legal basis will be the consent of the user in relation to the transfer 
of data from the platform to their own systems. A completely different legal basis can apply 
for their processing activities after receiving the data – this can again be the consent of the 
citizen, but especially for public sector service providers, the legal basis may also be that 
they have a legal mandate under national legislation to provide a public service. In that 
case, their legal basis will be the necessity of data processing for the performance of a task 
carried out in the public interest or in the exercise of official authority vested in the 
controller (Article 6.1 (e) of the GDPR), rather than consent (Article 6.1 (a)).  
 
The discussion of a legal basis is not a merely academic difference: the GDPR requires 
consent to be revokable (Article 7.3 of the GDPR), which is a possibility that does not exist 
for other legal bases. That means that a citizen must always be able choose to stop using 
the GLASS infrastructure, and to stop any data sharing with service providers, since both of 
these are based on consent. However, a citizen cannot always stop a service provider from 
using data they submitted through GLASS, since the legal basis isn’t always consent. This is 
also perfectly intuitive and natural: if a citizen e.g. sent information to a government in 
order to obtain a permit, then that government must have a legal mandate to collect and 
retain that data. Allowing the citizen to demand that its data should be deleted by the 
government by withdrawing its consent would disrupt the functioning of public services. 
For that reason, the distinction between the lawfulness of the platform and the lawfulness 
of the service providers is important to understand. In this deliverable, the platform is the 
main target of evaluation, although we will also examine how the platform must interact 
with service providers. 

• Finally, the Trusted Registration Entity (also referred to as the GLASS Admin) is a supporting 
role. From a data protection perspective (and separate from its other infrastructural roles 
in the GLASS project), its main responsibility is onboarding users by obtaining appropriate 
identification documents, thus validating that the claimed identity is real. Relevant 
requirements for identity verification will be examined briefly in the Identity and 
Authentication section below. From a data protection perspective, it is sufficient to note 
that the Entity will act as an independent data controller, since onboarding is possible 
independently from any relationship with an evidence consumer or provider. Given that 
the Entity will not have a formal legislative mandate during the GLASS project (i.e. there 
will be no legislation granting the Entity any legal competence for identity verification), it is 
intended to operate on the basis of user consent. In the longer perspective, the role of the 
Entity might be entrusted to a government body (or a private body acting under a 
government mandate), in which case the legal basis will also change. During the project 
itself however, consent seems like the only viable option.  

 

 

Decentralisation through ledgers and distributed storage under data protection law 
 

Arguably the largest challenge with respect to data protection compliance in GLASS is its reliance 

on distributed data storage, using the IPFS protocol, in combination with ledger technology to retain 

certain metadata. Evidences are generally expected to be stored into the IPFS, with certain 

additional data stored into the eWallet of the user,  and DLT used to retain certain metadata. 

 

As described in more detail in D3.1, the IPFS can be described as a distributed storage system, based 

on P2P protocols, that provides data storage services. One of the key benefits of IPFS is that it 

renders the data more resistant to malicious attacks by removing any single point of failure. Within 
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GLASS, the IPFS would be used to store both evidences and dApps, thus also improving scalability. 

Furthermore, data resilience is ensured by placing the same data block in more than one 

participating IFPS node. Through this distributed storage approach, the IPFS in practice creates a 

resilient Content Delivery Network (CDN). While this also renders it more difficult to actively delete 

information from the CDN – since the entire point is to make it difficult to remove data - files on 

the network are not guaranteed to be stored forever. IPFS nodes clear their cache on a frequent 

basis in order to free up space for new files that need to be stored. From a data protection 

perspective, periodic and automatic data cleanup is beneficial, since it resolves an otherwise 

fundamental problem: under data protection law, data should only be retained as long as 

necessary. Technologies that embed permanence struggle to satisfy this requirement.  

 

Solutions do exist to increase file permanence. If a user wants to make sure that a file stays on the 

IPFS permanently, he needs to declare that the file in question is important by ‘pinning’ the file. 

This can however only be done on a per node basis by each node’s owner. To make this approach 

scalable and sustainable, the Filecoin network was introduced. Filecoin effectively pays users (using 

the Filecoin cryptocurrency) to offer their services as persistent storage nodes, so as to host pinned 

files in a persistent way.  

 

In addition to IPFS, DLT would be used in GLASS as well, in particular (as described in D3.1) to store 

user identities (so-called self-sovereign identities or SSIs), access consent logs, authentication 

aspects (i.e., related to government e-services) and selected transactions (e.g., criminal record 

update). Additionally, it will be used to support smart contracts and store their state. This approach 

is considered beneficial from a security, authenticity and non-repudiation point of view, since DLTs 

inherently offer an easily accessible, immutable and transparent record.  

 

From a data protection perspective, DLTs pose clear challenges however, precisely because of these 

features. Transparency of personal data processing is not always a desirable feature, especially 

when there is a risk of exposing sensitive data, or when transparency opens data up for unlawful 

use by malicious third parties. Additionally, in the same way as for the IPFS, data immutability and 

permanence are not universally beneficial under data protection law, given that the GDPR also 

requires data to be kept in an accurate form, allowing mistakes to be corrected, and requiring that 

personal data is only retained for as long as necessary. Arguably the lack of correcting mechanisms 

is not problematic, since a DLT also allows corrected data to be added to the ledger – it merely 

ensures that a record is kept also of the previous (now corrected) data. Retention however is a 

more significant problem, since a system that lacks any ability to delete personal data is inherently 

incompliant with data protection law.  

 

These challenges are not intractable, of course. The transparency challenges can be mitigated to 

some extent by relying on permissioned DLTs, as GLASS is currently planning, since this creates 

control over access to the ledger and therefore reduces unlawful access or use. Moreover, the use 

of DLT to support personal data processing does not necessarily imply that personal data will be 

stored directly on the blockchain. It is also possible for the data on the DLT to consist only of 

pointers to personal data (e.g. stored on the IPFS), without reprising the substance of the personal 

data. In this way, the DLT creates its usual permanence and auditability benefits, but the data 

protection risks can be mitigated by allowing personal data on the IPFS to expire. When this 

happens, the DLT will point to null data, and can no longer be linked to a natural person, thus 

resolving the data protection problem – admittedly with the downside of also reducing the 
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auditability capabilities, since only metadata on the DLT will be retrievable, but not the content 

data (personal data of the user).  

 

Such an approach is imperfect, since pointers are arguably also personal data, but broadly in line 

with the concerns expressed by some data protection authorities. By way of example, the French 

authority CNIL expressed the opinion that “some rights can be exercised effectively such as the right 

of access and the right to portability. As regards the right to erasure, the right to rectification and 

the right to object to processing, the CNIL acknowledges the existence of technological solutions 

that should be evaluated. Without resulting in strictly identical effects, these solutions enable 

stakeholders to come closer to the GDPR’s compliance requirements, in particular by blocking access 

to data depending on the format chosen (e.g., commitment, fingerprint generated by a hash 

function with a key, encryption, etc.). Their compliance with the GDPR should therefore be 

examined. Moreover, in a more general manner, it is important not to store personal data in 

cleartext on a blockchain”11. 

 

Based on these considerations, the use of DLT seems viable, provided that a permissioned 

implementation is chosen where data stored on the blockchain (the payload) does not contain any 

cleartext personal data.  

 

EU data protection law would also require data controllers to be designated for both the IPFS nodes 

and the DLT infrastructure. As succinctly argued above, the operators relied upon by GLASS 

(specifically entities running IPFS nodes and entities able to add or verify DLT records to the ledger) 

should be qualified as data controllers. This is in line with guidance from data protection authorities; 

the CNIL source references above also notes that “participants, who have the right to write on the 

chain and who decide to send data for validation by the miners, can be considered as data 

controllers. Indeed, blockchain participants define the purposes (objectives pursued by the 

processing) and the means (data format, use of blockchain technology, etc.) of the processing. More 

specifically, the CNIL considers that the participant is a data controller:  

• when the said participant is a natural person and that the personal data processing operation is 

related to a professional or commercial activity (i.e. when the activity is not strictly personal);  

• when the said participant is a legal person and that it registers personal data in a blockchain”. 

 

This would clearly argue in favour of controllership – and likely joint controllership – of these 

entities, who will therefore need to implement the necessary arrangements for ensuring 

compliance with data protection law, e.g. by setting out information for users, and implementing 

appropriate mechanisms for exercising data subject rights (such as the right to access, correct and 

delete information).  

 

GLASS as a PIMS?  

 

As a complementary perspective that can add value to this analysis, GLASS could also be 

approached as a Personal Information Management System (PIMS). As described in greater detail 

in a 2021 Tech Dispatch published by the European Data Protection Supervisor[7], “PIMS are 

products and services that help individuals to have more control over their personal data. PIMS 

enable individuals themselves to manage and control their online identity. 

 
11 See https://www.cnil.fr/en/blockchain-and-gdpr-solutions-responsible-use-blockchain-context-personal-

data  

https://www.cnil.fr/en/blockchain-and-gdpr-solutions-responsible-use-blockchain-context-personal-data
https://www.cnil.fr/en/blockchain-and-gdpr-solutions-responsible-use-blockchain-context-personal-data
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The PIMS concept offers a new approach in which individuals are the “holders” of their own personal 

information. PIMS allow individuals to manage their personal data in secure, local or online storage 

systems and share them when and with whom they choose. Individuals would be able to decide 

what services can use their data, and what third parties can share them. This allows for a human 

centric approach to personal data and to new business models, protecting against unlawful tracking 

and profiling techniques that aim at circumventing key data protection principles. 

 

A basic feature of a PIMS is providing access control and an access trail. Individuals, service 

providers and applications would need to authenticate to access a personal storage centre. This 

enables individuals to track back who has had access to their digital behaviour. Individuals are able 

to customize what categories of data they want to share and with whom. Other usually common 

elements of PIMS are secure data storage, secure data transfers (transporting data safely between 

systems and applications) and data-level interoperability and data portability”. 

 

The Dispatch identified several examples of PIMS, some of which will be further discussed in the 

sections below. From a data protection compliance perspective, it highlighted seven key data 

protection priorities:  

• Individual empowerment plus data protection by design and by default - when correctly 
designed, PIMS could help data controllers to implement the obligations of privacy and data 
protection by design and by default and to support them to demonstrate compliance with 
the GDPR. 

• Consent management - PIMS deliver their full potential when they rely on users’ consent. 
Individuals would keep full control and would be free to share their personal data according 
to their own preference and delete them whenever they want. 

• Transparency and traceability - PIMS would allow for transparency both at the level of 
shared policies and by technical design, disclosing what services are processing which data 
for what specific purposes. Information can be given in real time. Personal data dashboards 
can help individuals to follow their data and their processing. 

• Exercise of individual’s rights of access, to rectification and erasure or “right to be 
forgotten” - PIMS provide features for individuals to be able to access their personal data, 
as well as to rectify or erase them, as provided for by the GDPR, either because the data 
are in repositories under their direct control or because all shared data are linked to a 
source, which is again in the control of the individual. 

• Data accuracy - In PIMS, individuals are responsible for the data they provide. At the same 
time, when other organisations are accountable for personal data (e.g. banks, utility 
providers), certain PIMS can provide proof of origin/validity from those organisations, thus 
granting the necessary level of reliability.  

• Data portability and interoperability - PIMS can usually offer personal data and other 
metadata describing their properties in machine readable formats, as well as programming 
interfaces (APIs) for data access and processing. This last feature implies the use of standard 
policies and system protocols. 

• Data security - PIMS must also ensure the security of personal data at rest and in transit 
from unauthorised or accidental access or modification. Data minimisation and 
anonymisation services should also be provided. One feature of many PETs is the use of 
cryptography. 

• Data minimisation – a PIMS supports data minimisation techniques (e.g. attribute-based 
credentials), to ensure that third parties can access only necessary pieces of information, 
thus avoiding the disclosure of the full identity of the individual. 
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These principles can also be found in the 2020 Opinion 9/2016 on Personal Information 

Management Systems from the European Data Protection Supervisor12, which supervises data 

protection compliance and practices by EU institutions. The general priorities and requirements 

were largely the same, although the Opinion added three further components:  

 

• Transfer controls – a PIMS should help ensure that any transfer of personal data beyond 
the borders of the European Union will be done in compliance with the rules of the GDPR 
relating to international transfers. PIMS may also help empower users to decide for 
themselves how far they wish to share their data geographically. Depending on the 
specifications of the individuals concerned, as gatekeepers, PIMS may help ensure that data 
will travel only insofar as the individual wishes it to do so. 

• Liability and responsibility – a PIMS  acts (at a minimum) as an intermediary, and for that 
reason it is important to clearly specify their role and liability vis-a-vis the individuals who 
entrust their data to them, and towards relying parties (i.e. the service providers). While 
there is usually no doubt that the PIMS will act as a controller, it should be made clear 
whether the PIMS themselves are entitled to further process the data, and if so, for what 
purposes and subject to what terms. 

• Authorising and managing use, rather than ‘selling’ data – the Opinion highlighted that 
the PIMS can also allow personal data to be valorised, in a model that’s more nuanced than 
the simple notion of ‘selling’ personal data – which is a concept that’s difficult to reconcile 
with the fundamental right to protection of personal data. As a matter of principle PIMS 
will not be in a position to ‘sell’ personal data, but rather, their role will be to allow third 
parties to use personal data, for specific purposes, and specifics periods of time, subject to 
terms and conditions identified by the individuals themselves, and all other safeguards 
provided by applicable data protection law.  

 
Thus, there is a fairly mature and comprehensive body of law and guidance on the data protection 

rules that apply to an infrastructure such as GLASS. 

 

Resulting constraints and evaluation points 

 

Based on the overview and analysis provided above, a shortlist of legal requirements can be 

derived: 

Table IV: Legal requirements related to data protection 

Identifier Description 

DP-01 Any citizens are free to choose to use the GLASS infrastructure, on the basis of their 

consent, which must satisfy the requirements of the GDPR. This implies that alternatives 

must be available, and that consent can be withdrawn, which must result in their data being 

removed from the platform. This legal basis doesn’t necessarily apply to the service 

providers use of any received information.  

 
12 See https://edps.europa.eu/sites/edp/files/publication/16-10-20_pims_opinion_en.pdf  

https://edps.europa.eu/sites/edp/files/publication/16-10-20_pims_opinion_en.pdf
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DP-02 Any distributed operator of the GLASS infrastructure (including the IPFS nodes, DLT nodes 

and the Trusted Registration Entity) may not use the data for other purposes than those to 

which the citizen consented. This includes a prohibition on tracking, profiling, data selling or 

trading, surveillance, or direct marketing – except where a user consented to this.  

DP-03 In accordance with the data minimisation principle, GLASS should not encourage users to 

insert personal data into decentralised storage when this is not useful for a specific use case. 

Similarly, when applying DLT, the information on the DLT should reference (i.e. point to) 

personal data stored elsewhere (e.g. on the IPFS), rather than including substantive personal 

data on a DLT implementation where it cannot be easily deleted.  

DP-04 Given the consent requirement, the GLASS infrastructure may not be used by minors under 

13 without parental consent, nor by any other persons who are not capable of providing 

legally binding consent. 

DP-05 GLASS must implement policies and interfaces towards the service providers that specify 

what service providers are allowed to do, and what they are not allowed to do. This 

includes a clear communication of the purposes of use, and a legal commitment to respect 

this constraint; and implementation of the data minimisation principle – no service provider 

may request more data than they strictly need.  

DP-06 GLASS must foresee transparency notices that inform citizens of their rights and of the key 

features of GLASS. The use of distributed infrastructure is a critical point; operators must be 

identified, and information on exercising data subject rights should be provided.  

DP-07 GLASS must foresee features that ensure that no personal data is shared with third parties 

without user consent. 

DP-08 GLASS must foresee transparency interfaces towards the citizens that allow them to 

manage data storage, availability and use. The eWallet is a viable option on this point, but 

care should be taken that this also addresses the IPFS and DLT components of GLASS.  

DP-09 GLASS must foresee data subject rights interfaces, allowing citizens to see, update and 

erase their personal data on the GLASS infrastructure, and to exercise this erasure right also 

towards third party recipients (the so-called right to be forgotten); and that allow them to 

obtain copies of that data (data portability).  

DP-10 GLASS must implement storage limitation policies – by default, data should be deleted after 

a pre-set period of time, which the citizen may set or modify. Pinning in the IPFS should not 

be permanently used by default (i.e. in the absence of future action by the user, at some 

point personal data should expire from the IPFS).  

DP-11 GLASS must implement the data protection by default principle, meaning that any data 

protection features must be enabled (not disabled) by default. This includes data deletion by 

default after a set period of time, and no sharing or monetisation of data by default (without 

user consent).  
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DP-12 GLASS must implement appropriate technical and organisational security features. At a 

minimum, this entails:  

• Access controls: data on the platform may not be accessible to third parties without 

citizen consent. Data can be effectively encrypted, and/or it may be protected by 

other suitable access controls (such as multifactor authentication).  

• Any DLT usage involving personal data should rely on permissioned chains only.  

• Transfer controls: any personal data sent from the GLASS infrastructure to a service 

provider must be protected against unlawful interception through effective 

encryption. 

• Logging and audit trails: exchanges of information to and from the GLASS 

infrastructure must be logged in a way that allows interactions to be identified and 

examined. Logs should comprise metadata only.  

DP-13 GLASS must implement third country transfer controls, meaning that the citizen must be 

able to see whether data will be sent to a recipient outside of the EEA prior to consenting to 

sending that data (which is likely to be the case given the DLT and the intended 

demonstrators). The transfer must satisfy the requirements of the GDPR. 

DP-14 Prior to piloting, a data protection impact assessment should be conducted on the general 

GLASS architecture, given the innovative use of new technologies that can conceptually pose 

risks to the rights and interests of the citizens.  

DP-15 Both the platform operators and any service providers with whom the citizen chooses to 

interact must be clearly and unambiguously identified to the citizen, including a description 

of their role and responsibility.  

DP-16 No profiling or automated decision making should be engaged in within GLASS, except after 

obtaining user consent.  

 

  



D2.2 GLASS EU legal framework  

 

 
Document name: GLASS EU legal framework Page:  30 of 92 

Reference: D2.2 Dissemination:  PU Version: 1.00 Status: Final 

 

 

2.3. E-Government and public services – the Single Digital Gateway 

Regulation 

Summary – scope and general impacts 

 

As is demonstrated by the explanations of the GLASS concept in the preceding sections (specifically 

in Section 1.1  – Summary and objectives of the GLASS project), GLASS is not designed specifically 

or exclusively for an e-government context. There is no reason why the general architectural 

components – such as the eWallet, the DLT, or the IPFS – couldn’t also be used in a purely private 

sector context with purely private sector transactions; and similarly there is no reason why an 

evidence Issuer or evidence Verifier in GLASS might not be a private sector organisation.  

 

Information that the user can make accessible to a service provider (such as identity information, 

attestations, certificates etc.) can originate from either private or public sector parties. They can 

even be self-signed declarations from the citizen. The service providers themselves can also be 

private or public sector parties – i.e. the GLASS infrastructure can be used by a citizen to make its 

data accessible to public administrations in an e-government context (e.g. to a city administration 

to organise a change of address), or to private administrations in purely private contractual 

circumstances (e.g. to a bank for the purposes of opening a new account). Thus, conceptually the 

GLASS infrastructure is not an exclusively e-government initiative.  

 

None the less, the public sector and e-government use cases are particularly important to the GLASS 

project. As explained in the GLASS project proposal, the vision is “to introduce a citizen-centric, 

eGovernance model for public administration services, which automates the processes and 

safeguards the integrity of interactions among citizens, businesses and public authorities. Driven by 

the eGovernment Action Plan 2016-2020 and by taking advantage of emerging ICT technologies, 

such as Peer-to-Peer (P2P) networks, distributed ledgers and deep learning, GLASS will develop and 

deliver a public, distributed infrastructure, based on the InterPlanetary File System (IPFS) and a 

distributed ledger. The project will design, implement and thoroughly assess a single sign-on Wallet 

as a Service (WaaS) platform that interconnects distinct distributed applications (dapps) responsible 

for ID authentication, document sharing, information exchange and transactions validation, in 

compliance with the Single Digital Gateway (SDG) guidelines, enabling a single point of access to 

information, without a single point of failure in the services.” 

 

The Single Digital Gateway initiative is thus part of the concept of GLASS. The Single Digital Gateway 

(SDG) is a fairly recent European initiative, conceived as a platform that creates a bridge between 

the Member States, and that “will facilitate online access to the information, administrative 

procedures and assistance services that citizens and businesses need to get active in another EU 

country.[..] By the end of 2023 at the latest, they will be able to perform a number of procedures in 

all EU member states without any physical paperwork, like registering a car or claiming pension 

benefits. 
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The single digital gateway will guide citizens and companies to information on national and EU rules, 

rights and procedures and the websites where they can carry out these procedures online. And users 

looking for assistance will be guided towards problem-solving services”13. 

 

As a part of the SDG, a search function on the ‘Your Europe’ portal will give access to: 

• Information. Citizens will be able to easily find reliable, qualitative information on EU and 

national rules that apply to them when they want to exercise their Single Market rights. 

• Procedures. Citizens will find out exactly how to carry out administrative procedures and 

what steps they need to follow. 

• Assistance services. If users are still confused about which rules apply or have trouble with 

a procedure, they will be guided to the EU or national assistance service most suited to 

address their problem. 

In order to bring about the SDG, a specific regulation was adopted, the Single Digital Gateway 

Regulation (SDGR)14. The SDGR creates a legal basis for the establishment of the SDG in general. 

More importantly from the perspective of the GLASS project, it also creates a legal basis for the 

cross-border exchange of digital evidences between competent authorities in a range of public 

services. In that way, the objective of the SDGR is to enable the implementation of the once-only 

principle in European e-government procedures: rather than requiring the citizen to search for 

his/her own documentary evidences and requiring them to transfer these from one administration 

to another, the goal is for reliable evidences to be transferred directly between the relevant public 

administrations. This increases efficiency, decreases the possibilities for fraud and mistakes, and 

enhances user friendliness.  

 

In order to achieve this goal, Article 14 of the SDGR contains the main rules and principles for the 

cross-border automated exchange of evidence and application of the ‘once-only’ principle. These 

can be briefly summarised as follows:  

 

• In terms of covered services, the SDGR only applies to a closed list of services. These include 
online procedures in the context of public procurements (Directive 2014/24/EU and 
2014/25/EU), recognition of professional qualifications (Directive 2005/36/EC), access to 
markets under the Services Directive (Directive 2006/123/EC), and most importantly a long 
list of online procedures listed in Annex II to the Regulation. That Annex is also appended 
to the present deliverable, but for the purposes of the GLASS project, it is mainly important 
to note that both moving and studying abroad are included in this list. Given that these are 
a part of the demonstrators, the SDGR is thus relevant to GLASS.  

• In terms of covered entities, the SDGR applies to competent authorities. These are defined 
in the SDGR as “any Member State authority or body established at national, regional or 
local level with specific responsibilities relating to the information, procedures, assistance 
and problem-solving services covered by this Regulation” (Article 3 (4) of the SDGR). The 
notion can therefore also include private entities, but only on the condition that they’ve 
been given specific responsibilities in an administrative procedure. Purely private sector 

 
13 See https://ec.europa.eu/growth/single-market/single-digital-gateway_en  
14 See https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0001.01.ENG&toc=OJ:L:2018:295:TOC  

https://ec.europa.eu/growth/single-market/single-digital-gateway_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0001.01.ENG&toc=OJ:L:2018:295:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0001.01.ENG&toc=OJ:L:2018:295:TOC
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transactions (e.g. opening a bank account, or applying for a job directly with a private 
company) are out of scope of the SDGR.  

• In terms of covered information, the SDGR means to facilitate exchanges of ‘evidence’, 
defined generically as “any document or data, including text or sound, visual or audiovisual 
recording, irrespective of the medium used, required by a competent authority to prove 
facts or compliance with procedural requirements” under the SDGR (Article 3 (5) of the 
Regulation). In the context of Article 14, the evidences must of course be electronic (since 
direct online exchanges are required), but there is otherwise no constraint. Evidences may 
therefore be in any data format, and the evidences can be both structured (e.g. XML 
documents) or unstructured (e.g. visual PDF scans of originally paper documents).  

• In terms of architectural choices, the SDGR requires exchanges of evidence between 
competent authorities under the once-only principle to take place via a so-called ‘technical 
system’, to be established by the Commission in cooperation with the Member States. The 
logical components are to be set out in an Implementing Act, which shall be described 
further below. 

• In terms of procedural safeguards, the SDGR principally requires that (Article 14): 
o Use of the technical system is voluntary. I.e. citizens must always have an 

alternative available to them, which can be either electronic or paper-based.  
o Evidence may only be exchanged through the technical system based on the prior 

request of the user, i.e. the user must ask for evidence to be exchanged between 
competent authorities. It is thus not possible for authorities to exchange 
information without the user’s consent, even if this would be in the public interest. 
Exceptions can exists where there is specific legislation that allows exchanges 
without any prior request. 

o Evidence may only be exchanged through the technical system after the user has 
been able to preview the evidence, i.e. the user must be able to see evidence 
before it is sent to a competent authority, and can then decide whether they wish 
to proceed or not. In that way, the user can verify the accuracy of the evidence, 
and can also determine whether exchanging it is in their best interest. 

o Exchanges must of course be secure and interoperable, to allow trustworthy use 
of the evidence.  

o Exchanges must be limited to what is strictly necessary to what has been 
requested, and may only be used by the receiving authority for the purpose of the 
procedure for which the evidence was exchanged. 

 

Most of these safeguards are generic, and reflect the need to ensure a high level of trustworthiness, 

data protection, confidentiality and good governance. None the less, the choices of the SDGR are 

also indicative of a specific vision of e-government, or rather a vision of implementing evidence 

exchanges. The goal, as explicitly stated in Article 14.7 of the SDGR, is to require the competent 

authorities to “request evidence directly from competent authorities issuing evidence in other 

Member States through the technical system. The issuing competent authorities shall make such 

evidence available through the same system”.  

 

In other words, the objective is direct exchange between competent authorities, without requiring 

the user to act as a middle man. In that sense, the SDGR does not adopt a comprehensive PIMS 

approach that allows the users to exclusively control their own data. The users control data flows 

between authorities (through the requirements of a prior request and a preview possibility), but 

they do not assume ownership or exclusive control over the data themselves under the SDGR. The 

exchanged data originates with a competent authority, and flows directly to another competent 
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authority, with the user acting as a gatekeeper, but not as a data holder. On that point, the vision 

of GLASS diverges somewhat from the vision of the SDGR, since GLASS focuses much more 

emphatically on the role of the data user as the steward and owner of their own data.  

 

None the less, the SDGR is the only general (non-sector specific) legal framework for once-only 

information exchanges in the EU, and also a source of legal requirements for GLASS, at least insofar 

as GLASS use cases aim provide an alternative means to satisfy the SDGR. However, the SDGR is not 

an entirely comprehensive framework. Under Article 14.9 of the SDGR, the European Commission 

was obliged to adopt secondary legislation – a so-called Implementing Act – by 12 June 2021, to 

set out the technical and operational specifications of the technical system. 

 

While significant advances were made and an advanced draft proposal was established (but not yet 

made publicly available), the Commission ultimately has not been able to meet this deadline, and 

at the time of submission of the present deliverable (31 December 2021), no finalised Implementing 

Act is available. None the less, on the basis of the aforementioned draft proposal, the Commission’s 

vision for the high level architecture of the technical system can be summarily described. The 

proposal foresees that the technical system comprises both a set of common EU services to be 

operated by the Commission, and a range of Member State services: 
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Figure III: High Level View of the Once-Only Technical System (Source: SDG Working Group - Once-Only Technical 

System High Level Architecture Version [0.4]) 

 

 
 

Without endeavouring to go into excessive detail on the regulatory requirements for the technical 

system, the common services (operated at the EU level) comprise: 

• a data service directory, containing a list of competent authorities acting as evidence 
providers, a list of available evidences, and semantic data; as well as identification 
requirements imposed by the Member States for accessing these evidences; 

• an evidence broker, in charge of determining equivalence between evidences between 
Member States; 

• a semantic repository, which identifies data models, associated schemata and data formats 
for each type of evidence.  

At the national level, Member State services comprise:  

• the procedure portals of competent authorities that require evidences (evidence 
requesters) or and the data services of competent authorities that issue evidences 
(evidence providers); 

• intermediary platforms for providers/requesters that connect to common services. This is 
an optional component that allows Member States to build an intermediary between the 
technical system and certain competent authorities, in order to avoid that a very large 
number of sometimes smaller organisations are required to all maintain the relevant 
infrastructure individually; 

• any national registries and services that are equivalent to the EU data service directory or 
broker, i.e. that Member States may choose to build to identify relevant authorities, 
evidences and equivalences at the national level; these must be either accessible to 
Member States, or copied to the EU data service directory or broker; 

• eIDAS nodes for user authentication and identity matching, i.e. the services that allow 
citizens to identify themselves both towards the evidence issuers and evidence recipients 
(see also section 3.4 on identification and authentication below) 

• eDelivery Access Points, i.e. standardised infrastructure to send or receive evidence, which 
must be used for providers/requesters/intermediaries. 
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The legislative framework is thus relatively prescriptive in terms of scoping, safeguards and 

architectural logic; but relatively vague with respect to actual standards, protocols and data 

formats.  

 

Specific impacts and relevance for GLASS 

 

The goal of the GLASS project is not to create a purely e-government specific system, since the use 

cases to be covered in the demonstrators also comprise scenarios that aren’t constrained to 

interactions with the public sector. The exact scenarios will be examined in greater detail in Section 

3.2 below; but purely by way of examples: 

 

• Demonstrator 1 includes the opening of a bank account. The interaction towards a bank 

would not be an interaction with a competent authority as defined in the SDGR 

• Demonstrator 2 includes interactions with a Turkish public authority, which is certainly an 

e-government transaction, but does not fall within the scope of the SDGR (since the Turkish 

authority is not subject to EU e-government legislation) 

• Demonstrator 3 includes a job application with a private company, and thus again not an 

interaction falling within the scope of the SDGR 

 

Clearly, the GLASS project is not limited to piloting an implementation of the technical system 

envisaged by the SGDR. Indeed, other EU funded projects such as TOOP15 and DE4A16 (among 

others) already assumed that task. For that reason, the objective of GLASS should not be to build 

an (alternative) implementation of the requirements of the SDGR or the Implementing Act.  

 

GLASS starts from a different philosophy, looking at more innovative and empowering technologies 

(including AI, DLT, distributed file storage and eWallets) in order to enable user-centric design and 

to support the implementation of interoperable cross-border public digital services, compliant with 

the current European regulations, but where the private sector can also interconnect their services, 

while ensuring the data sovereignty of the citizens. In contrast, the SDGR starts from the conviction 

that citizens are best served through a government controlled system that allows competent 

authorities to directly exchange predefined information, in a predefined closed network of 

authorities, for a predefined and closed list of services. The citizen determines when the system 

can be used to exchange data, but does not control it. The information is not held by the citizen – 

the citizen is a gatekeeper to exchanges under the SDGR, but not the independent owner of their 

information. In an e-government context, this is certainly a defensible choice.  

 

In contrast, GLASS gives the citizen even greater control, and opens up an ecosystem to more types 

of information (not just the evidences of the SDGR), more service providers (not just competent 

authorities), and more procedures (not just those defined in the SDGR). For that reason, the 

architectural approach of GLASS is also quite different. 

 
15 See https://toop.eu/  
16 See https://www.de4a.eu/  

https://toop.eu/
https://www.de4a.eu/
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The technical system and architectural model of the SDGR and the Implementing Act is not readily 

recognizable in this architecture. While that means that the GLASS infrastructure cannot be 

considered an implementation of the SDGR’s legal requirements, this is not problematic, since the 

objective of GLASS is not to implement the SDGR, but to complement it in a more open and user 

centric fashion. GLASS should be usable in an SGDR implementation; but it is not constrained by it.  

 

For that reason, it should also not be required to follow each legal requirement of the SDGR and 

the Implementing Act in detail. For instance, it would not be useful to require that the GLASS 

infrastructure contains an evidence broker service, or that it integrates eDelivery Access Points, or 

that it follows semantic requirements under the SDGR (which are still undergoing work and will 

likely continue to be worked on for months and years to come). It is far more important to focus on 

higher level legal requirements that have an added value for all potential use cases of the GLASS 

architecture, even those that do not focus specifically on e-government services under the SDGR. 

These requirements are summarized in the following section.  

 

Resulting constraints and evaluation points 

 

Formally, on the basis of the assessment above, it is neither possible nor formally necessary for 

GLASS to be perfectly SDGR-compliant. It is not envisaged for GLASS to adopt the architecture that 

the SDGR is contemplating, and moreover it foresees alternative and more innovative means to 

protect the security and confidentiality of the information of individual citizens.  

A central difference between GLASS and the SDGR is the role of decentralisation. Within the SDGR 

and its envisaged architecture, decentralisation also plays an important role, but principally refers 

to the fact that a substantial part of the infrastructure must be operated by the Member States – 

i.e. by public administrations. This includes competent authorities (as evidence requesters or 

providers), intermediary platforms to facilitate exchanges, national registries and services, eIDAS 

nodes and eDelivery Access Points. In GLASS on the other hand, decentralisation is supported in a 

much more drastic manner, building on the conviction that trustworthy exchanges can be build in 

a better (more private, transparent and secure) manner through the use of distributed technologies 

that incorporate these features by design. The use of eWallets, DLTs, SSI and IPFS are the four 

principal examples of this choice.  

This does not imply however that the SDGR is not relevant at all to the GLASS project. If the ambition 

is indeed to ensure that GLASS could be integrated into the future SDGR architecture – as is 

explicitly a part of the GLASS proposal - account should be taken of the main legal constraints that 

the SDGR envisages. These constraints focus on ethical and compliance safeguards for a secure 

implementation of the once-only principle, and are therefore broadly relevant even when working 

outside the more narrow constraints of the SDGR.  

As was described in more detail above, and as commented by the European Data Protection 

Supervisor in relation to the proposal for an SDGR, the main requirements relate to:  

 

• Voluntary. No end user should be forced to use the infrastructure; an alternative must be 

available.  
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• Prior user request. No exchange of information should occur without a request from the 

end user. 

• Prior preview. No exchange of information should occur without the end user being able to 

preview the information, and decide after the preview whether to proceed with the 

exchange or not.  

• Data minimisation. Information exchanges should be limited to what is necessary for the 

specific use case.  

• Integrity and authenticity. The origins and authenticity of the information should be 

recognisable and verifiable to the recipient.  

• Transparency. The recipient should be identified to the end user by name.  

 

Based on this overview, a shortlist of legal requirements can be derived for the GLASS project. Note 

that requirements that were already represented under the GDPR section above are not reprised 

here in order to avoid overlaps; and neither are requirements in relation to identification and 

authenticity (captured by the next section of this deliverable) included here.  

 

Table V: Legal requirements related to e-government and the SDGR 

Identifier Description 

SDG-01 Citizens must always have an alternative to using the GLASS infrastructure. The 

alternative may be electronic, analogue or physical, but the alternative may not be 

made artificially difficult or inaccessible.  

SDG-02 Recipients of information from the GLASS infrastructure must always be able to 

determine the identity of the entity that issued it. This may be a private entity, public 

authority, or the citizen itself; and the identity may be a pseudonym; but the identity 

must always be assessable to relying parties.  

SDG-03 No information exchange relating to the citizen may occur via the GLASS infrastructure 

without the prior request from the citizen. 

SDG-04 Prior to exchanging any information relating to the citizen, the citizen must be given 

the opportunity to view the information, and to decide whether to proceed or 

cancel. It is not mandatory that the citizen actually previews the information; it must 

only be possible for them to do so.  

SDG-05 If the citizen decides not to exchange any information via the GLASS system after 

previewing it, then this may not be visible to the relying party. The relying party 

should only be able to detect whether an exchange was successful or not, but not 

whether the failure occurred before or after a preview. Otherwise, the GLASS 

infrastructure inadvertently creates a profiling option, since citizens who decide to 
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cancel an exchange after previewing the information may be considered as suspicious 

profiles.  

SDG-06 Information exchanges must be granular. I.e. the citizen must be informed of the 

information that the service provider wants, and when multiple sets of information 

have to be provided to relying parties, the citizen should be able to select which sets 

of information (if any) it would like to exchange; the decision should not be ‘all or 

nothing’. 

SDG-07 In order to support once-only information exchanges, the GLASS architecture should 

be conceptually capable of retrieving data from one source and sending it to its 

destination in a single integrated step, rather than requiring multiple and unconnected 

actions from the citizen.  
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2.4. Identification and authentication – the eIDAS Regulation 

Summary – scope and general impacts 

 

A central and cross cutting requirement for trustworthy electronic transactions is that the identity 

of the participants can be verified, and that the integrity and authenticity of exchanged information 

can be determined by relying parties. For the avoidance of doubt, this does not imply that fully 

anonymous transactions (where it is entirely impossible to identify a citizen, even with the 

cooperation of other parties such as law enforcement bodies) are not valuable for the European 

information society. Indeed, they are arguably critical for a democratic society. However, in order 

for transactions to be trustworthy for relying parties, it will typically be necessary for them to be 

verifiable.  

 

Similarly for the avoidance of doubt, pseudonymous transactions where a user is not directly 

identifiable for a relying party, but where the accuracy of the pseudonymous statements can be 

verified, are on the other hand very important for an advanced information exchange architecture 

such as GLASS. Indeed, the ability to make minimal statements in relation to a citizen without 

necessarily divulging their identity (“This person is an adult”; “This person has the German 

nationality”; “This person is a qualified doctor”) are a key feature of any PIMS. In those cases, the 

relying party cannot learn the identity of the claimant but knows that the identity of the claimant 

is known by a third party that vouches for the accuracy of that statement.  

 

The EU has developed an advanced legal framework in relation to electronic identification and 

authenticity, through the so-called eIDAS Regulation17. This Regulation addresses three principal 

topics: electronic identification, trust services, and electronic documents. All three of these are 

relevant in the context of GLASS. 

 

With respect to electronic identification, the central objective of the eIDAS Regulation is to support 

the mutual recognition of certain electronic identities between Member States, specifically with a 

view to enabling access to e-government services. At a high level, the eIDAS Regulation allows 

Member States to notify electronic means of identification used by the public sector (e.g., eID cards 

or mobile identification apps), and to allow an objective assessment of the reliability of those means 

of identification on the basis of common EU standards (their so-called level of assurance, which can 

be rated as high, substantial, or low). Once the notification and assessment is completed, citizens 

holding those means of identification can use them to access e-government services in other 

Member States, provided that their means of identification offers at least the same level of 

assurance as required domestically – i.e. a Member States that allows its own citizens to log onto 

an e-government application with means of identification at the substantial level, must also allow 

other EU citizens to log on if they use a notified means of identification that are similarly at least 

substantial in quality.  

 
17 See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
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The notified identification schemes (and the supported means of identification) are published 

online18. As the publication shows, 19 Member States have submitted at least one notification at 

the time of submission of this deliverable (although not all assessments have been completed). 

eIDAS identification schemes are thus relatively common, but by no means universally available.  

 

It is important to stress the constraints of the approach of the eIDAS Regulation with respect to 

electronic identification. The Regulation emphatically does not regulate purely private sector 

schemes that are not used by the public sector, nor does it affect schemes that Member States 

choose not to notify (for whatever reason). It is thus not required for a GLASS specific identification 

approach to be notified – nor indeed would this be legally possible, since notifications can only be 

done by Member States for identification schemes actively used in live e-government services.  

 

Notification also provides no universal seal of approval or guarantee – it only ensures that the 

means of identification issued under that scheme should be legally acceptable in e-government 

services across the EU. It does not ensure that the underlying service is available to the citizen (this 

can depend on many other factors than successful identification), nor that any private company 

would need to attach any value to the means of identification.  

 

Finally, it should also be noted that the eIDAS Regulation comprises more than a purely legislative 

framework. Substantial development, implementation and development work has been organised 

at the EU and national level, resulting in the creation of the so-called eIDAS nodes19. The eIDAS 

nodes can be understood as a standardised reference implementation software that Member 

States must deploy, operate and maintain, and which is capable of supporting cross border 

identification using notified eIDs, on the basis of commonly agreed standards and conventions20. 

An overview of the deployment status of eIDAS nodes is publicly available – at the time of 

submission of this deliverable, 21 Member States have eIDAS nodes in production21. This is also 

relevant in the context of the SDG, since the technical system envisaged by the SDGR requires 

support of the eIDAS nodes to enable trustworthy information exchanges. 

 

With respect to trust services, the eIDAS Regulation creates a uniform legal framework for certain 

trust services, including electronic signatures, electronic seals, timestamps, and electronic 

registered delivery. Essentially, these comprise key building blocks of many digital transactions:  

 

- Electronic signatures allow natural persons to sign electronic information;  

- Electronic seals allow legal entities (e.g. companies and administrations) to ensure the 

integrity and authenticity of sealed documents;  

- Timestamps allow the objective determination that a certain piece of electronic 

information existed at a specific moment in time;  

 
18 See https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Overview+of+pre-

notified+and+notified+eID+schemes+under+eIDAS  
19 See https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+version+2.5  
20 Available at https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+eID+Profile  
21 See https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Country+overview  

https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Overview+of+pre-notified+and+notified+eID+schemes+under+eIDAS
https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Overview+of+pre-notified+and+notified+eID+schemes+under+eIDAS
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+version+2.5
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+eID+Profile
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Country+overview
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- Electronic registered delivery allows anyone to exchange electronic information securely 

and confidentiality, in a manner that allows the identity of the sender and recipient to be 

validated, as well as the time of sending and receipt.  

 

Unlike electronic identification, trust services are considered as a market service that can be both 

offered and used by the private sector and the public sector on equal footing – no prior notification 

by a Member State is required.  

 

However, the Regulation does define certain quality requirements that apply to all trust services 

and to trust service providers.  Additionally, most trust services are regulated at multiple quality 

assurance tiers: basic trust services are regulated at a basic level; advanced trust services are more 

strictly regulated; and so-called qualified trust services are most rigidly regulated, also requiring a 

prior conformity assessment by a third party auditor, which is thereafter validated by a national 

supervisory body. Qualified trust service providers are included in publicly available national trusted 

lists, which are aggregated at the EU level22, thus allowing relying parties to determine whether a 

trust service is indeed qualified.   

 

While the use of qualified trust services (such as qualified signatures) is usually not legally 

mandatory, there is a clear benefit to using them, since they have a predefined equal legal value 

across the EU, and must be recognised as such across the EU. E.g. a Belgian qualified electronic 

signature can be verified as such across the EU, and satisfies any legal requirement for electronic 

signing across the EU. Nonqualified trust services on the other hand always require an assessment 

of their quality in terms of their ability to ensure the integrity and authenticity of a specific 

transaction. This process is complex and resource intensive, especially in cross border situations. 

For that reason, it is critical that qualified trust services are supported and recognisable as such in 

cross border initiatives in the EU.  

 

Finally with respect to electronic documents, the eIDAS Regulation contains a simple non-

discrimination rule, noting only that an electronic document may not be denied legal effect and 

admissibility as evidence in legal proceedings solely on the grounds that it is in electronic form. In 

other words, an electronic document may not be rejected as legally invalid merely because it is 

electronic. Of course, there is a myriad of other reasons why an electronic document could be 

rejected (e.g. because it is not an original document, not signed, does not contain all required 

information, etc.).  

 

The eIDAS Regulation is also supported by a broad framework of Implementing Acts, both in relation 

to electronic identification and in relation to trust services23. Without going into detail in this 

deliverable, these Acts establish the criteria for assessing the level of assurance of eIDs, reference 

standards and norms for trust services, define notification procedures and cooperation 

mechanisms, and create a trust mark for qualified trust services. Some of these are relevant for the 

GLASS project, as will be further commented in the next section.  

 

The eIDAS Regulation has been imperative to creating a common understanding of identification 

and authenticity requirements in the EU, and it is also used as a key building block for virtually all 

 
22 See https://webgate.ec.europa.eu/tl-browser/#/tl/  
23 See https://ec.europa.eu/futurium/en/content/eidas-implementing-acts.html  

https://webgate.ec.europa.eu/tl-browser/#/tl/
https://ec.europa.eu/futurium/en/content/eidas-implementing-acts.html
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cross-border e-government services. None the less, it also contains some weaknesses and 

misalignments with market evolutions. For that reason, the Regulation is presently undergoing 

revision, and a proposal for an update to the eIDAS Regulation (sometimes referred to as the 

eIDAS 2 Proposal) was published in June 202124.  

 

Among other topics, the proposal provides better support for mobile based approaches, including 

remote signing solutions. It also creates a legal recognition of electronic attestations of attributes 

(for which no specific legal basis existed yet), and provides both a definition, a non-discrimination 

principle and a legal recognition of electronic ledgers (defined as “a tamper proof electronic record 

of data, providing authenticity and integrity of the data it contains, accuracy of their date and time, 

and of their chronological ordering”). 

 

Moreover, it requires Member States to offer a European Digital Identity Wallet to their citizens. 

Such a Wallet should allow users to store identity data, credentials and attributes linked to their 

identity,  and to: 

 

a) provide them to relevant parties on request and to use them for authentication, online and 

offline, for a service; and 

b) sign via qualified electronic signatures. 

 

Wallets could also be technically standardised in a more consistent manner across the EU. Thus, 

the Wallets potentially could become the principal access keys to public and private services in the 

EU. For the purposes of GLASS, it is also significant that the Wallets represent an unambiguous shift 

towards greater individual data sovereignty, since they do not merely comprise a tool for basic 

identification and signing functionalities, but also act as a secure repository of trustworthy data 

under the user’s control. In effect, the Wallets are a component of the vision that GLASS aims to 

realise.  

 

The eIDAS Regulation (and its potential future evolution with the June 2021 proposal) thus creates 

a flexible and powerful legal toolset for identification and validation at the cross border level. For 

that reason, it’s also directly referenced and mandated by the SDGR and its draft Implementing Act, 

which requires once-only exchanges to use and recognise eIDAS nodes, and to apply a single sign-

on (SSO) mechanism in once-only exchanges covered by the SDGR.  

 

 

Specific impacts and relevance of the eIDAS Regulation for GLASS 

 

The eIDAS Regulation is highly significant to the GLASS project, mainly due to the fact that it 

constitutes the principal legal touchstone for electronic authentication (including signatures, seals 

and timestamps) in general. It provides high level criteria to assess the legal value and validity of 

electronic transactions, and references specific standards for implementation. Moreover, it already 

explicitly recognises the possibility of mobile based identification and signatures.  

 
24 See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A281%3AFIN  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A281%3AFIN
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None the less, its value and applicability to GLASS should not be overestimated either. Two of its 

main features are the legal recognition of certain electronic identification schemes across Member 

States, and its automatic attribution of legal value to high assurance trust services, in particular 

qualified electronic signatures, qualified seals, and qualified time stamps. But for GLASS, these 

features are arguably less relevant: 

 

• For electronic identification, the section above already explained that the eIDAS Regulation 

exclusively covers the notification of electronic identification schemes by Member States, 

and the resulting legal recognition of these schemes by other Member States. These 

features are helpful to GLASS if GLASS can derive identities from such notified schemes; but 

more advanced identification procedures such as self-sovereign identification have no 

explicit legal support under eIDAS. Moreover, many of the use cases to be piloted in GLASS 

involve private sector service providers, who are under no obligation to accept any 

electronic identification, whether notified under eIDAS or not. Thus, eIDAS is a useful 

building block to engender trust – under the conviction that a scheme which is acceptable 

to public authorities should logically be acceptable everywhere – but this is ultimately a 

trust decision, not a legal one.  

• For trust services, GLASS should be capable of supporting qualified electronic signatures 

and qualified seals, specifically when the eWallet contains attribute attestations that have 

been signed or sealed by an evidence provider. However, this is not particularly innovative, 

since that signature or seal must be created externally from the GLASS architecture (i.e. the 

relevant information must be signed or sealed by a trusted issuer prior to being stored in 

the eWallet). It would be useful too to allow the user to sign their information themselves, 

as one method (separate of any other identification process) of facilitating the attribution 

process to the user. In that way, an attestation (e.g. a diploma) could be sealed by the 

educational institution issuing it and signed by the user, thereby allowing the evidence 

recipient to validate both components. This approach is useful, but not the only way to 

achieve verifiability, nor is it legally mandatory in any way. For that reason, it is a useful 

feature set, but should not be considered a legal requirement for GLASS.  

 

A larger challenge is the applicability of the eIDAS Regulation to distributed ledged technologies 

and blockchain based architectures, and to any SSI implementations. As explained above, none of 

these more innovative authenticity solutions are explicitly targeted by the eIDAS Regulation. This 

constitutes a gap which the eIDAS 2 Proposal aims to resolve, by providing specific rules for ledger 

technology. Since the Proposal was not published until June, it will however still undergo some 

changes before it could be adopted; meaning that its entry into force could not happen until around 

midway 2022 at the earliest.   

This does imply however that distributed ledger technologies and SSIs are not supported by the 

current eIDAS Regulation however, or that the GLASS project would not be able to integrate them. 

The generic concepts of seals, signatures and timestamps can be applied in practice to distributed 

technologies, and a 2020 paper from Dr. Ignacio Alamillo Domingo25 convincingly explained how 

 
25 See https://joinup.ec.europa.eu/sites/default/files/document/2020-

04/SSI_eIDAS_legal_report_final_0.pdf  

https://joinup.ec.europa.eu/sites/default/files/document/2020-04/SSI_eIDAS_legal_report_final_0.pdf
https://joinup.ec.europa.eu/sites/default/files/document/2020-04/SSI_eIDAS_legal_report_final_0.pdf
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DLTs and SSIs are legally viable under the eIDAS Regulation already, even in the absence of very 

specific separate rules in relation to them. Essentially, as argued in the paper, even in the immediate 

term (i.e. under current eIDAS rules), SSIs could be supported by:  

• using notified eIDAS eID means and qualified certificates to issue verifiable credentials 

• deploying an eIDAS Bridge, i.e. a service that uses qualified certificates for electronic 

signatures of seals to authenticate verifiable credentials with increased legal value. 

• Using current eID nodes to issue a SAML assertion based in verifiable 

credentials/presentations.  

The latter option requires the cooperation of the eID node operators – i.e. Member States – and 

therefore likely isn’t practically feasible for a project such as GLASS; but the first two options are 

legally viable, and depend only on the availability at the user side of an eIDAS notified means, or of 

qualified signatures and seals to sign specific credentials. 

In the longer term, this approach is not scalable or sustainable, since such signed attestations have 

no inherent legal value – not because the signature itself has no legal value, but because the legal 

competence of the signatory cannot be automatically validated. In simpler terms: it would certainly 

be possible to sign a diploma or birth certificate (or an SSI) with a qualified signature or seal, and 

the resulting signature or seal would be valid across the EU. But that does not imply that the 

diploma, birth certificate or identity have any legal value or that they must be accepted across the 

EU, or even globally – that would also require that the legal competence and authority of the signing 

party could be determined. This is a part of the problem that the eIDAS 2 Proposal aims to solve, 

and which is currently still missing.  

For that reason, piloting in GLASS is legally possible, but requires the creation of an ad hoc trust 

framework, designed specifically for GLASS, where piloting parties voluntarily accept to pilot GLASS 

solutions as trustworthy, rather than because they are legally required to do so. This also creates 

the benefit that the GLASS solutions can be used on a global scale, rather than only in the EU – this 

is an important consideration, since part of the pilot scenarios also operate in non-Member States.  

An addition consideration should be added in relation to the so-called Trusted Registration Entity 

in the GLASS architecture. As was briefly explained above, the Trusted Registration Entity (or the 

GLASS Admin) is a supporting role, responsible for onboarding users by obtaining appropriate 

identification documents, thus validating that the claimed identity is real. This is not a regulated 

role as such (apart of course from the need to comply with data protection legislation as explained 

above), but the eIDAS Regulation’s legal framework does provide a useful additional input in 

relation to this function.  

Essentially, the Trusted Registration Entity provides identity assurance: it validates the claimed 

identity of a user so that third parties may reasonably depend on it. This is of course a challenge 

that also had to be addressed under the eIDAS Regulation, where the strength of nationally notified 

eIDs depends on the underlying technological characteristics, but also on the operational 

procedures, including e.g. face to face identification processes and/or the presentation and 

validation of any official identity documents. In order to align optimally to this framework and to 

avoid needless duplication of effort, the GLASS project should apply this framework to determine 

the identity assurances that can be provided by the Trusted Registration Entity.  

In practice, this leaves two options for identity assurance:  
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- Option 1 is that onboarding of users is done on the basis of notified eIDs at their predefined 

assurance levels, or on the basis of qualified electronic signatures. In those instances, the 

high assurances embedded in the eIDAS Regulation are integrated and applied in GLASS, 

with the principal downside being that this approach only works for residents of EU 

Member States, since notified eIDs or qualified signatures are undefined concepts outside 

of the EU.  

- Option 2 is that onboarding is done by the Trusted Registration Entity, which applies the 

same standards and safeguards defined under the eIDAS Regulation – specifically under 

Commission Implementing Regulation (EU) 2015/1502 of 8 September 2015 on setting out 

minimum technical specifications and procedures for assurance levels for electronic 

identification means26. This Regulation specifies safeguards in relation to:  

o Enrolment 

o Electronic identification means management  

o Authentication 

o Management and organisation 

 

By applying this framework, GLASS can align to the existing European standards for electronic 

identification, without necessarily being formally bound by them. 

 

Resulting constraints and evaluation points 

 

The GLASS project is not under any formal legal obligation to implement any support of the tools 

and services regulated under the eIDAS Regulation, specifically notified eIDs or qualified trust 

services. As a research project, the recognition of notified eIDs is not mandatory, and while the use 

of basic electronic signatures, seals and timestamps is technically inevitable, there is no formal legal 

requirement to use qualified trust services.  

 

However, in view of the intended use cases and functional requirements, some degree of eIDAS 

support is in practice required to allow the GLASS project to have any productive use. This is 

especially true since GLASS aims to act as a complement to the SDGR implementation work, which 

does formally require re-use of eIDAS components.  

 

Moreover, even when completely disregarding the link to the SDGR, the GLASS project still has 

functional needs that should be met. Citizens should be identifiable in a trustworthy manner that 

can be used in cross border use cases as well, which is an issue for which the eIDAS Regulation has 

created both a legal framework and a technical infrastructure via the eIDAS nodes. Additionally, 

recipients of information made available via the GLASS infrastructure must be able to determine 

the integrity and authenticity of the information, again taking into account the cross-border 

perspective. For this issue too, the eIDAS Regulation’s support for electronic signatures and 

electronic seals, in particular at the qualified level where these tools have EU-wide legal 

recognition, solves a fundamental part of the problem. For these reasons, explicit support for the 

eIDAS Regulation is highly desirable.  

 

 
26 Available at https://ec.europa.eu/futurium/en/system/files/ged/celex_32015r1502_en_txt.pdf   

https://ec.europa.eu/futurium/en/system/files/ged/celex_32015r1502_en_txt.pdf
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Finally, the planned revision of the eIDAS Regulation through the eIDAS 2 Proposal is particularly 

important in view of GLASS’ eWallet ambitions and the extensive use of ledger technology, in 

addition to its planned use of attribute assertions (including SSIs). Its support for electronic ledgers, 

electronic attribute attestations and mobile identity wallets is directly relevant for GLASS, although 

it is also worth noting that each of these points requires further detailing in the proposal and 

implementing legislation. This work is unlikely to be fully complete and legally applicable before the 

expiration of the GLASS project. For that reason, these evolutions should be taken into 

consideration and closely monitored throughout the project, but cannot be reasonably used to 

derive legal requirements at this stage. 

 

Based on the overview provided above, a shortlist of legal requirements can be derived in relation 

to electronic identification and authenticity. Note that requirements that were already represented 

under the GDPR or SDGR sections above are not reprised here in order to avoid overlaps.   

 

 

Table VI: Legal requirements related to electronic identification and authenticity 

Identifier Description 

IA-01 The GLASS architecture must be capable of supporting eIDAS notified 

identification. This implies that service providers should be able to determine who 

the user is and whether they asserted their identity using an eIDAS notified eID, 

along with the level of assurance of that eID under the eIDAS Regulation. Note that 

this doesn’t imply that eIDAS notified eIDs must always or exclusively be used in 

GLASS. It is perfectly acceptable for non-eIDAS eIDs to be used. However, eIDAS 

notified eIDs must also be usable and recognisable as such, to allow usability of 

GLASS for SDGR purposes.  

IA-02 The GLASS architecture must be capable of supporting log-on through eIDAS nodes. 

As above, this doesn’t imply that eIDAS nodes must always or exclusively be used 

in GLASS. However, eIDAS nodes must also be usable, to allow usability of GLASS for 

SDGR purposes.  

IA-03 The GLASS architecture must be capable of supporting electronic attestations of 

attributes (attribute based credentials), including through pseudonymous 

assertions.  

IA-04 Whenever pseudonymous transactions are done (including through pseudonymous 

electronic attestations of attributes), it should be possible to link these to an 

identifiable citizen with the assistance of third parties (i.e. fully anonymous 

assertions which are by definition entirely unverifiable should not be supported).  

IA-05 The GLASS architecture must be capable of supporting qualified trust services, 

including qualified signatures and qualified seals. This only entails that, when the 

GLASS infrastructure is used to store or exchange (e.g. via the eWallet or via a DLT) 

electronic information which is electronically sealed or signed at the qualified level, 



D2.2 GLASS EU legal framework  

 

 
Document name: GLASS EU legal framework Page:  47 of 92 

Reference: D2.2 Dissemination:  PU Version: 1.00 Status: Final 

 

the architecture does not in any way change, modify , remove or corrupt these seals 

or signatures. Re-signing or re-sealing is therefore only permissible if the original 

signatures and seals remain intact and verifiable to relying parties.   

IA-06 The GLASS architecture must be capable of supporting single sign-on for the 

citizens.  

IA-07 The GLASS Admin (i.e. the Trusted Registration Entity) must apply the eIDAS 

authentication assurance framework to determined the assurance level of the 

means of identification used by users in GLASS transactions.  

 

 

2.5. Responsibilities and liabilities – decentralisation, smart contracts and 

intermediaries 

Summary – scope and general impacts 

 

Two central concerns in any system designed to enable the secure storage and exchange of 

trustworthy information are responsibility and liability – i.e. which actors bear the legal risks of 

financial penalties if things go awry, specifically if information that was presumed trustworthy and 

accurate is found not to be so. A credible answer to that question must be available; otherwise the 

system has no notable use or space in the market.  

For the GLASS project, the answer to this question can be found in three legal frameworks: the 

eIDAS Regulation, the eCommerce Directive (in tandem with the proposed Digital Services Act), and 

the proposed AI Regulation.  

The eIDAS Regulation might not be an immediately obvious answer to the question of responsibility 

and liability, but none the less it has a role to play as a mechanism to both support and manage 

legal responsibility and liability for the accuracy of information. GLASS is intended to be an 

infrastructure that enables trustworthy information exchanges, but it should not be overlooked 

that the legal value and validity of the information originates from outside of the GLASS 

infrastructure. In simpler terms: information is legally valuable because it originates from a trusted 

source, which is competent to make assertions in relation to that information, and because the 

integrity of the information has not been tampered with after its issuance. To give a practical 

example: an electronic diploma has legal value because it was issued by an institution (e.g. an 

educational institution or Ministry of Education) that was competent to issue it, and it can be 

established that the diploma was not modified after its issuance.  

Integrity and authenticity are key characteristics of electronic signatures, as supported by the eIDAS 

Regulation, and the use of evidence signed by an issuer thus inherently provides assurances on 

these points. However, it is important to note that eIDAS does not address the issue of legal value 

of electronic documents. It does contain a basic non-discrimination principle described in section 

2.4 above, ensuring that an electronic document may not be denied legal effect and admissibility 

as evidence in legal proceedings solely on the grounds that it is in electronic form. But this does not 
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solve the more fundamental question of whether a document has any legal authority, e.g. whether 

the issuer has a mandate under national law to issue such documents. On this point, GLASS needs 

to provide its own solution. The SDGR faced the same issue, and addresses this via the creation of 

an EU level data service directory, containing a list of competent authorities acting as evidence 

providers, a list of available evidences, and semantic data; and an evidence broker, in charge of 

determining equivalence between evidences between Member States. GLASS will need to establish 

something comparable to allow the relying parties to determine exactly whether they should rely 

on the documents, and to what extent.  

The eCommerce Directive27 is relevant because it provides a legal framework that addresses the 

liability of specific types of intermediary service providers, specifically those focusing on hosting, 

caching, and mere conduit services. Under this Directive, hosting services do not assume 

responsibility for the accuracy, integrity and authenticity of information on their platform. Broadly, 

this Directive provides that hosting services have no general obligations to monitor activities on 

their services (Article 15 of the Directive), and that they are not liable for the stored information if:  

(a) the provider does not have actual knowledge of illegal activity or information and, as 

regards claims for damages, is not aware of facts or circumstances from which the illegal 

activity or information is apparent; or  

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove 

or to disable access to the information. 

 

This approach can be generally relied upon to mitigate the legal responsibilities and liabilities of 

IPFS nodes. It is not applicable to evidence issuers, verifiers, or the GLASS Admin, since each of 

these has an active role in providing, managing or using the information.  

 

For completeness, it can be noted that the Commission has recently proposed a Digital Services Act, 

that would modernise and update the eCommerce Directive28. Among other changes, the legal 

framework for hosting services would be revised by introducing transparency reporting obligations, 

by imposing requirements on their terms of service, by mandating cooperation with national 

authorities, by requiring the designation of points of contact, and by implementing notice and 

action procedures in case of claims of unlawful behaviour. These changes will be monitored in the 

course of the GLASS project, but given that the IPFS nodes appear the only arguable instance of 

hosting services in GLASS, the impact of any future Digital Services Act should not be substantial.  

 

A third relevant legal framework is the proposed AI Regulation29. While the usage of AI in GLASS is 

not perfectly defined yet, it is none the less worth briefly considering the legal question of whether 

an AI product or service can be safely brough to the market under EU law, i.e. which responsibilities 

are incumbent on the developers of the AI logic itself, and what the responsibilities are of the 

manufacturers of products and services incorporating the AI itself.  

 

To answer that question, the European Commission published a new Proposal for an AI Regulation. 

The proposed Regulation puts forward rules to enhance transparency and minimise the risks to 

 
27 See https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32000L0031  
28 See https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-services-act-

ensuring-safe-and-accountable-online-environment_en  
29 See https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-

artificial-intelligence  

https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32000L0031
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-online-environment_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-online-environment_en
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-intelligence
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safety and fundamental rights. These rules must be applied before AI systems can be brought to 

the European market. The Regulation generally focuses on so–called ‘high-risk’ AI use cases, i.e. 

where the risks that the AI systems pose are particularly high, as determined by specific criteria 

included in an Annex of the Regulation. Whether an AI system is classified as high-risk depends on 

its intended purpose of the system and on the severity of the possible harm and the probability of 

its occurrence. High-risk systems include: 

 

1. Biometric identification and categorisation of natural persons: (a) AI systems intended to 

be used for the ‘real-time’ and ‘post’ remote biometric identification of natural persons;  

2. Management and operation of critical infrastructure: (a) AI systems intended to be used as 

safety components in the management and operation of road traffic and the supply of water, gas, 

heating and electricity.  

3. Education and vocational training: (a) AI systems intended to be used for the purpose of 

determining access or assigning natural persons to educational and vocational training institutions; 

(b) AI systems intended to be used for the purpose of assessing students in educational and 

vocational training institutions and for assessing participants in tests commonly required for 

admission to educational institutions.  

4. Employment, workers management and access to self-employment: (a) AI systems 

intended to be used for recruitment or selection of natural persons, notably for advertising 

vacancies, screening or filtering applications, evaluating candidates in the course of interviews or 

tests; (b) AI intended to be used for making decisions on promotion and termination of work-

related contractual relationships, for task allocation and for monitoring and evaluating 

performance and behavior of persons in such relationships.  

5. Access to and enjoyment of essential private services and public services and benefits: (a) 

AI systems intended to be used by public authorities or on behalf of public authorities to evaluate 

the eligibility of natural persons for public assistance benefits and services, as well as to grant, 

reduce, revoke, or reclaim such benefits and services; (b) AI systems intended to be used to 

evaluate the creditworthiness of natural persons or establish their credit score, with the exception 

of AI systems put into service by small scale providers for their own use; (c) AI systems intended to 

be used to dispatch, or to establish priority in the dispatching of emergency first response services, 

including by firefighters and medical aid.  

6. Law enforcement: (a) AI systems intended to be used by law enforcement authorities for 

making individual risk assessments of natural persons in order to assess the risk of a natural person 

for offending or reoffending or the risk for potential victims of criminal offences; (b) AI systems 

intended to be used by law enforcement authorities as polygraphs and similar tools or to detect 

the emotional state of a natural person;(c) AI systems intended to be used by law enforcement 

authorities to detect deep fakes as referred to in article 52(3); (d) AI systems intended to be used 

by law enforcement authorities for evaluation of the reliability of evidence in the course of 

investigation or prosecution of criminal offences; (e) AI systems intended to be used by law 

enforcement authorities for predicting the occurrence or reoccurrence of an actual or potential 

criminal offence based on profiling of natural persons as referred to in Article 3(4) of Directive (EU) 

2016/680 or assessing personality traits and characteristics or past criminal behaviour of natural 

persons or groups; (f) AI systems intended to be used by law enforcement authorities for profiling 

of natural persons as referred to in Article 3(4) of Directive (EU) 2016/680 in the course of detection, 

investigation or prosecution of criminal offences; (g) AI systems intended to be used for crime 

analytics regarding natural persons, allowing law enforcement authorities to search complex 

related and unrelated large data sets available in different data sources or in different data formats 

in order to identify unknown patterns or discover hidden relationships in the data.  
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7. Migration, asylum and border control management: (a) AI systems intended to be used by 

competent public authorities as polygraphs and similar tools or to detect the emotional state of a 

natural person; (b) AI systems intended to be used by competent public authorities to assess a risk, 

including a security risk, a risk of irregular immigration, or a health risk, posed by a natural person 

who intends to enter or has entered into the territory of a Member State; (c) AI systems intended 

to be used by competent public authorities for the verification of the authenticity of travel 

documents and supporting documentation of natural persons and detect non-authentic documents 

by checking their security features; (d) AI systems intended to assist competent public authorities 

for the examination of applications for asylum, visa and residence permits and associated 

complaints with regard to the eligibility of the natural persons applying for a status.  

8. Administration of justice and democratic processes: (a) AI systems intended to assist a 

judicial authority in researching and interpreting facts and the law and in applying the law to a 

concrete set of facts. 

 

The applicability of the proposal would thus depend on the use cases, but given its public sector 

focus, GLASS could potentially be qualified as a high-risk initiative, due to its relevance to “Access 

to and enjoyment of essential private services and public services and benefits” (point 5 in the list 

above), and notably “AI intended to be used by public authorities or on behalf of public authorities 

to evaluate the eligibility of natural persons for public assistance benefits and services, as well as 

to grant, reduce, revoke, or reclaim such benefits and services” (assuming of course that any AI 

systems are involved in such decisions). 

 

This does not imply that GLASS usage would be unlawful if the proposal were to be adopted, of 

course. However, the proposal does provide that high-risk AI systems need to respect a set of 

specifically designed requirements, which include the use of high-quality datasets, the 

establishment of appropriate documentation to enhance traceability, the sharing of adequate 

information with the user, the design and implementation of appropriate human oversight 

measures, and the achievement of the highest standards in terms of robustness, safety, 

cybersecurity and accuracy. 

 

High-risk AI systems must be assessed for conformity with these requirements before being placed 

on the market or put into service. To smoothly integrate with existing legal frameworks the 

proposal takes account, where relevant, of the sectorial rules for safety, ensuring coherence 

between the legal acts and simplification for economic operators. 

 

Finally, the proposed Regulation lays down a ban on a limited set of uses of AI that contravene 

European Union values or violate fundamental rights. The prohibition covers AI systems that distort 

a person’s behaviour through subliminal techniques or by exploiting specific vulnerabilities in ways 

that cause or are likely to cause physical or psychological harm. It also covers general purpose social 

scoring of AI systems by public authorities. None of these use cases are likely to apply to GLASS.  

 

The precise impact of the AI Regulation is thus hard to define, given that the use cases are not yet 

clearly set out. The principal obligations that are certain to apply is the need for transparency 

towards end users on the logic of the AI service, and the availability of human intervention (i.e. a 

human contact point) to minimise the risk of detrimental impacts.  

 

Related to the issue of AI is the topic of smart contracts. It is envisaged that GLASS will support the 

programming of smart contracts in the GLASS network, allowing them to be enforced automatically, 
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while the ledger acts as a legal evidence. Smart contracts are presently not targeted by specific 

European rules, other than the generic rules for contracts concluded by electronic means in the 

aforementioned eCommerce Directive. These principally require Member States to ensure that 

contracts generally30 can be concluded by electronic means; and that service providers concluding 

such contracts must receive certain information, including:  

 

(a) the different technical steps to follow to conclude the contract; 

(b) whether or not the concluded contract will be filed by the service provider and whether it will 

be accessible; 

(c) the technical means for identifying and correcting input errors prior to the placing of the order; 

(d) the languages offered for the conclusion of the contract. 

 

Under the Directive, contract terms and general conditions provided to the recipient must be made 

available in a way that allows him to store and reproduce them. DLTs are of course eminently 

suitable to satisfy this requirement.   

 

A final legal topic to briefly examine in the GLASS project is the issue of data governance and data 

sovereignty. While not formally described in any legislation, data governance generally relates to a 

framework to define, maintain and enforce a common ruleset in relation to data acquisition and 

management (including use, sharing, and deletion). In simpler terms, data governance is a system 

for defining who within an organization or system has authority and control over data assets and 

how those data assets may be used.  

 

Data sovereignty is a potential aspect of data governance since it generally relates to the ability of 

European citizens and organisations to act independently in relation to their digital data. 

Collectively and specifically in the context of GLASS, data governance refers to the need for a shared 

ruleset in relation to permissible collection and use of data, and data sovereignty relates to the 

ability of citizens to retain control over their data through the use of the GLASS infrastructure.  

 

Neither data governance nor data sovereignty are currently explicitly regulated, although obviously 

many of the legal frameworks analysed above touch upon key aspects of these topics. The GDPR 

(discussed in section 2.2 above) essentially provides a horizontal framework and legality 

requirements for the governance of personal data (e.g., by defining acceptable legal bases for data 

processing and by imposing operational and procedural constraints, as well as independent 

supervision by national authorities), and provides some measure of data sovereignty to data 

subjects by granting them data subject rights. The SDGR (discussed in section 2.3) contains a 

governance framework for competent administrations exchanging evidence in the context of once-

only procedures and supports a certain degree of data sovereignty for citizens by ensuring that data 

can only be exchanged upon their request, and after they’ve been able to preview it. Thus, certain 

building blocks for governance and sovereignty are indirectly present in EU law, which can and will 

affect the GLASS project, as indicated by the legal requirements identified in prior sections.  

 
30 The Directive permits exceptions in relation to: 

(a) contracts that create or transfer rights in real estate, except for rental rights; 

(b) contracts requiring by law the involvement of courts, public authorities or professions exercising public 

authority; 

(c) contracts of suretyship granted and on collateral securities furnished by persons acting for purposes 

outside their trade, business or profession; 

(d) contracts governed by family law or by the law of succession. 
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Beyond these frameworks, a new set of legislation was proposed in November 2020, known as the 

Data Governance Act31. While the Act is still in proposal stage and therefor not legally binding, it 

none the less provides useful insights on potential future legal requirements. The proposed Act 

aims to provide a legal underpinning for responsible data sharing, especially in sectors where data 

sharing could be a driving force for the European data economy and for society in general. The 

proposed Act aims to make more data available and facilitate data sharing across sectors, including 

by directly creating new legally mature governance mechanisms that can support responsible 

sharing.  

 

It aims to do so through four pillars of the proposal:  

• Firstly, it facilitates the reuse of certain public sector data that cannot be made available 
as open data under current law, due to e.g. intellectual property rights or privacy concerns. 
The reuse of such data would now be encouraged under the proposal, although specific 
mechanisms are defined in this case (including supervised data processing in a privacy-
preserving manner), to ensure that the confidentiality of the data remains safeguarded. 
Member States must transparently communicate the conditions that apply to such reuse.  

• Secondly, it creates a new role in the data economy: so called data sharing service 
providers that will function as data intermediaries, responsible for trustworthy data sharing 
or pooling.  

• Thirdly, it creates a legal framework for data altruism, allowing citizens and businesses to 
make their data more freely available for the benefit of society, under the auspices of so-
called data altruism organisations. Such organisations may choose to undergo a prior 
registration in the EU if they meet the applicable requirements (including that they must 
be independent, and may not be for profit), thereafter being permitted to refer to 
themselves as “data altruism organisation recognised in the Union”. Furthermore, they 
must periodically report on their activities. 

• And fourthly, it creates a framework for cooperation, supervision, and enforcement of 
these rules, including both national competent authorities and a new European Data 
Innovation Board. The latter is charged with advising and assisting the Commission in 
developing a consistent practice of public sector bodies, competent bodies and competent 
authorities, advising on the prioritisation of cross-sector standards, advising on 
interoperability of data, and facilitating the cooperation between national competent 
authorities through capacity-building and the exchange of information. 

The proposal thus contains very relevant ideas on privacy preserving data sharing, data sharing 

service providers as an independent service, and data altruism in particular. With respect to 

governance too, the emphasis on independent supervision and complaints resolution can be useful 

for GLASS.  

 

While not final or binding at this stage, the Act contains several components that could be usefully 

integrated into GLASS. These include notably the following:  

 

• The new re-use rules contain explicit provisions in relation to the use of so-called “pre-
processed data”, where such pre-processing by public sector bodies aims to anonymize or 
pseudonymise personal data or delete commercially confidential information before 
allowing it to be re-used by third parties, and to the use of secure processing environments 
(a legally defined concept) when this is required to safeguard the interests in the data.  

 
31 See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767


D2.2 GLASS EU legal framework  

 

 
Document name: GLASS EU legal framework Page:  53 of 92 

Reference: D2.2 Dissemination:  PU Version: 1.00 Status: Final 

 

• The new framework for providers of data sharing services (including the legal and 
procedural safeguards to ensure their independence and trustworthiness, and the quality 
of their services) could be used as an input for the creation of any intermediaries that 
would intervene as a trusted third party in making data accessible (including by pre-
processing it where necessary or by providing dynamic data services) to public sector 
bodies.  

• Finally, the Governance Act makes it clear that there should be supervision over data 
sharing ecosystems, which could comprise mechanisms such as audits, certification, 
notification or registration, and authorisation. These may not be universally viable or 
suitable for a decentralised model such as GLASS that aims to make centralised supervision 
unnecessary. In more practical terms, complaints handling mechanisms must be available.  

 

Since the Data Governance Act is still in a proposal stage, it would be imprudent to rely too strongly 

on its potential impacts. None the less, the issues mentioned above could certainly prove to be 

beneficial in order to build an efficient and trustworthy GLASS governance framework. 

 

Specific impacts and relevance for GLASS 

 

When examining the section above, it is clear that the legal framework is currently undergoing 

fundamental changes, with virtually every single topic undergoing legal review and being subject to 

new legislative proposals. The applicability of these frameworks to GLASS depends not only on 

future evolutions in the GLASS project itself, but also and arguably more importantly on the 

revisions of the law itself.  

None the less, some conclusions can already be drawn at this stage. Firstly, in relation to the 

responsibility and liability of the content of evidences managed or exchanged via GLASS, it will be 

important to leverage the eIDAS framework to the fullest, since this allows the integrity and 

authenticity of documents to be validated. This is however not sufficient to determine legal value 

of documents, since this depends on nationally defined legal competences (who exactly is capable 

of providing correct and trustworthy information?). On this point, GLASS will have to provide its 

own solution framework. 

Secondly, in relation to the local (via the eWallet) and distributed (via the IPFS) storage of 

information, the legal framework of the eCommerce Directive should be able to protect GLASS 

users against liability claims – with the important caveat of course that this feature should be clearly 

communicated to the GLASS users via appropriate terms and conditions. 

In terms of AI and smart contracts, the EU legal framework is currently highly in flux. Smart contracts  

are legally viable under EU law, as is the application of AI; but this requires both transparency to 

the users on the terms of the smart contract, and protections against automatic decision making. 

The potential intervention of human agents is critical for legal and ethical compliance.  
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Resulting constraints and evaluation points 

 

An infrastructural model such as GLASS would be incapable of assuming and bearing legal liability 

for the integrity, authenticity and accuracy of all information exchanged via the platform. Thanks 

to the existing legal framework, that is also not required. However, care should be taken that not 

all matters and topics are merely delegated to a transparency statement in which all responsibilities 

are simply disclaimed. To consistently and fairly apply the user centric and decentralised philosophy 

of GLASS to its legal responsibility and liability model, a GLASS Responsible Usage Policy should be 

created that determines how the technology should be used in practice. This will not only assist in 

legal compliance, but will also be useful to foster trust, and to support usability of project outcomes 

in the longer term.  

Based on the overview provided above, a shortlist of legal requirements can be derived in relation 

to data governance and data sovereignty. As in prior sections, requirements that were already 

represented elsewhere (e.g., under the GDPR, SDGR or eIDAS sections above) are not reprised here 

in order to avoid overlaps. These cover several key governance and sovereignty principles already, 

including the role of consent and citizen rights in relation to the GLASS infrastructure. 

 

Table VII: Legal requirements related to data governance and sovereignty 

Identifier Description 

GS-01 Information exchanged via GLASS must be electronically signed or sealed in a way 

that allows its integrity and authenticity to be determined by relying parties. 

Qualified signatures or seals as regulated by eIDAS are one way in which this 

objective can be achieved; but any trustworthy signature or seal technology can 

achieve the same effect.  

GS-02 For any information issued by an evidence issuer (i.e. excluding any declarations 

from the user itself), GLASS must maintain or provide access to infrastructure (e.g. 

a database) that allows the verifier to determine the issuer’s legal mandate in 

relation to that evidence. In other words, it should be possible for a verifier to 

determine not only who issued the evidence and that it was not tampered with, 

but also what that verifier’s legal competence is, since this is a key assessment 

factor in determining its value. This infrastructure can be kept lightweight given 

GLASS’ status as a research project, but should conceptually be scalable. 

GS-03 The GLASS project should have a GLASS Responsible Usage Policy, that outlines 

how responsibilities and liabilities must be addressed and communicated to the 

user by all relevant stakeholders. These can be kept lightweight given GLASS’ status 

as a research project, but they must be transparent, and should never be able to 

deviate from the primacy of citizen consent. 
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GS-04 

 

The GLASS architecture should create and promote privacy preserving data access 

mechanisms. While using them should not be mandatory, service providers in 

particular should be incentivised to assess whether more privacy preserving data 

access (notably based on smaller or pseudonymous data sets) wouldn’t also meet 

their needs.  

  

GS-05 Governance of the GLASS infrastructure should be independent and not for profit, 

in the sense that it should not be controlled or unduly influenced by the interests 

of service providers, and that the platform itself should not aim to gain commercial 

profits or benefits from the data that it holds without the consent of the citizen.  

GS-06 The GLASS infrastructure should establish a complaints handling mechanism, so 

that citizens can direct specific problems to the GLASS project itself. This does not 

mitigate or diminish the legal responsibility and liability of service providers, but 

should provide practical assistance to citizens who may struggle to identify 

responsible parties themselves.  

GS-07 The liability and responsibility of GLASS infrastructure operators must be clearly 

and explicitly communicated to service providers interacting with the platform, 

including notably any exclusions in terms of monitoring, intervention, and 

quality/integrity/authenticity assurance. 

GS-08 In any situation involving AI usage or smart contracts, human intervention must 

be available to the user. I.e. the user should be able to raise questions on why a 

specific decision was made, and/or why a specific contract was executed.  

GS-09 Transactions (including AI decisions and smart contract creation and execution) 

must be logged in a manner that is accessible to the user, either directly by the 

user itself, or through the intermediation of a trusted third party who has no 

interest in obfuscating, proactively monitoring or exploiting or manipulating the 

logs. 
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2.6. Security requirements – Critical Information Infrastructure 

Protection and the Cybersecurity Act  

Summary – scope and general impacts 

 

The EU has established a particularly broad range of relevant initiatives relating to information 

security, that is presently undergoing significant reform under the influence of the December 2020 

EU Cybersecurity Strategy for the Digital Decade32.  Prior to the adoption of this Strategy, most of 

the crucial initiatives at the EU level in relation to information security related to harmonising 

national legislation and national capabilities, and improving EU level coordination between 

principally national level resources. By way of illustrative examples:  

 

• The 2016 NIS Directive33 contains the principal current legal framework relating to 

cybersecurity for network and information systems. While allowing Member States to 

exceed the requirements of the Directive, it requires them to designate and maintain 

national information security bodies (national competent authorities, single points of 

contact and CSIRTs), and to define national NIS strategies. It also establishes the NIS 

Cooperation Group to streamline EU level strategic cooperation between the Member 

States, and creates a network of national CSIRTs.  

• The 2008 Critical Infrastructures Directive34, which is the central legal framework for the 

protection of critical infrastructures in the Member States. The Directive fundamentally 

applies an all-hazards approach - a concept built on the conviction that hazards may vary 

in source, but affect critical infrastructures across industries in similar ways, so that a 

generalise approach is viable. None the less, the Directive is limited to the energy and 

transport sectors, which is presently considered a shortcoming, and has resulted in calls for 

broadening its scope and for refocussing the Directive on resilience rather than just 

protection, and on interconnectivity of critical infrastructures.  

 

In tandem with the adoption of the new Cybersecurity Strategy, a Cybersecurity package has also 

been presented at the EU level to increase capabilities and readiness, both at the Member State 

level and across the EU.  

 

 
32 Joint communication to the EP and the Council - EU cybersecurity strategy for the Digital Decade, 

JOIN(2020) 18 final (https://digital-strategy.ec.europa.eu/en/library/eus-cybersecurity-strategy-digital-

decade-0)  
33 NIS Directive (Directive (EU) 2016/1148 of 6 July 2016 concerning measures for a high common level of 

security of network and information systems across the Union); see https://eur-

lex.europa.eu/eli/dir/2016/1148/oj  
34 Critical Infrastructures Directive (Council Directive 2008/114 of 8 December 2008 on the identification and 

designation of European critical infrastructures and the assessment of the need to improve their protection), 

see https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:345:0075:0082:EN:PDF  

https://digital-strategy.ec.europa.eu/en/library/eus-cybersecurity-strategy-digital-decade-0
https://digital-strategy.ec.europa.eu/en/library/eus-cybersecurity-strategy-digital-decade-0
https://eur-lex.europa.eu/eli/dir/2016/1148/oj
https://eur-lex.europa.eu/eli/dir/2016/1148/oj
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:345:0075:0082:EN:PDF
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An early indication of the shift in focus was the Cybersecurity Act35 (a 2019 legislative initiative, thus 

preceding the adoption of the Strategy). The Act promotes the security certification of ICT products, 

services and processes at the EU level, based on a European Cybersecurity Certification Framework 

for the establishment of voluntary European cybersecurity certification schemes. The Act also 

reinforced and stabilised the legal mandate of ENISA, the European Network and Information 

Security Agency which is discussed in greater detail in the Governance section below. Through the 

Act, ENISA’s existence was now made permanent (as opposed to the prior periodic renewal of its 

mandate), and was given a role that now also focused more strongly on operational tasks (such as 

preparedness, cybersecurity incident exercise, and supporting the adoption of certification 

schemes), as opposed to its prior focus on a coordination and advisory role.  

 

The Act established the European Cybersecurity Certification Group36, and created the possibility 

of establishing relevant security standards at the EU level, and adopting them via the mechanisms 

foreseen in the Act37; this is a new procedure that was unavailable prior to the Act.  

 

The recently renewed focus on capability building and resilience can be seen in other initiatives as 

well. In 2020, the European Commission presented two new proposals that would address some of 

the shortcomings of the existing NIS Directive and Critical Infrastructures Directive:  

 

• The Proposal for a NIS 2 Directive38 aims to add new sectors to the current Directive, taking 

into account their criticality for the economy and society. It also eliminates the distinction 

between operators of essential services and digital service providers. Entities would be 

classified based on their importance, and divided respectively in essential and important 

categories with the consequence of being subjected to different supervisory regimes. Any 

EuroQCI infrastructure operated by telecom operators will likely be classified as essential, 

and supervised accordingly, including by adhering to a minimum list of basic security 

elements that have to be applied. The proposal also enhances the role of the NIS 

Cooperation Group in shaping strategic policy decisions on emerging technologies and new 

trends, and increases information sharing and cooperation between Member State 

authorities39. In these ways, the NIS 2 Directive could establish key requirements for the 

EuroQCI.  

• The proposed Critical Entities Resilience (CER) Directive40 expands both the scope and 

depth of the 2008 Directive, including the coverage of 10 sectors: energy, transport, 

banking, financial market infrastructures, health, drinking water, waste water, digital 

 
35 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the 

European Union Agency for Cybersecurity) and on information and communications technology cybersecurity 

certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act). See https://eur-

lex.europa.eu/eli/reg/2019/881/oj  
36 See https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-certification-group  
37 See https://www.enisa.europa.eu/topics/standards/certification  
38 Proposed directive on measures for high common level of cybersecurity across the Union (revised NIS 

Directive or ‘NIS 2'), 2020/0359 (COD) (https://digital-strategy.ec.europa.eu/en/library/proposal-directive-

measures-high-common-level-cybersecurity-across-union)  
39 See also https://ec.europa.eu/home-affairs/what-is-new/work-in-progress/initiatives/european-critical-

infrastructure-eci_en  
40 See the Proposed Critical Entities Resilience (CER) Directive, 2020/0365 (COD) (https://ec.europa.eu/home-

affairs/sites/default/files/pdf/15122020_proposal_directive_resilience_critical_entities_com-2020-

829_en.pdf)  

https://eur-lex.europa.eu/eli/reg/2019/881/oj
https://eur-lex.europa.eu/eli/reg/2019/881/oj
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-certification-group
https://www.enisa.europa.eu/topics/standards/certification
https://digital-strategy.ec.europa.eu/en/library/proposal-directive-measures-high-common-level-cybersecurity-across-union
https://digital-strategy.ec.europa.eu/en/library/proposal-directive-measures-high-common-level-cybersecurity-across-union
https://ec.europa.eu/home-affairs/what-is-new/work-in-progress/initiatives/european-critical-infrastructure-eci_en
https://ec.europa.eu/home-affairs/what-is-new/work-in-progress/initiatives/european-critical-infrastructure-eci_en
https://ec.europa.eu/home-affairs/sites/default/files/pdf/15122020_proposal_directive_resilience_critical_entities_com-2020-829_en.pdf
https://ec.europa.eu/home-affairs/sites/default/files/pdf/15122020_proposal_directive_resilience_critical_entities_com-2020-829_en.pdf
https://ec.europa.eu/home-affairs/sites/default/files/pdf/15122020_proposal_directive_resilience_critical_entities_com-2020-829_en.pdf
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infrastructure, public administration and space. As such it would require critical entities (i.e. 

including digital infrastructure and public administration) to perform risk assessments, take 

resilience measures, conduct background check and notify incidents to competent 

authorities. 

 

Specific impacts and relevance for GLASS 

 

The existing EU legal framework defines high level information security requirements and 

expectations. However, for an initiative such as GLASS, it is not particularly constrictive or 

prescriptive – there is no need to undergo certification under the Cybersecurity Act, or to qualify as 

critical infrastructure, or to establish extensive supervision mechanisms.  

None the less, in order to safeguard the future usability of GLASS results, it is worth taking into 

account the key aspects defined by the Cybersecurity Act as assessment factors for a security 

certification scheme. These are specified in Article 51 of the Act, and include as a minimum the 

following security objectives:  

 

(a) to protect stored, transmitted or otherwise processed data against accidental or 

unauthorised storage, processing, access or disclosure during the entire life cycle of the ICT 

product, ICT service or ICT process; 

(b) to protect stored, transmitted or otherwise processed data against accidental or 

unauthorised destruction, loss or alteration or lack of availability during the entire life cycle 

of the ICT product, ICT service or ICT process; 

(c) that authorised persons, programs or machines are able only to access the data, services 

or functions to which their access rights refer; 

(d) to identify and document known dependencies and vulnerabilities; 

(e) to record which data, services or functions have been accessed, used or otherwise 

processed, at what times and by whom; 

(f) to make it possible to check which data, services or functions have been accessed, used or 

otherwise processed, at what times and by whom; 

(g) to verify that ICT products, ICT services and ICT processes do not contain known 

vulnerabilities; 

(h) to restore the availability and access to data, services and functions in a timely manner in 

the event of a physical or technical incident; 

(i) that ICT products, ICT services and ICT processes are secure by default and by design; 

(j) that ICT products, ICT services and ICT processes are provided with up-to-date software and 

hardware that do not contain publicly known vulnerabilities, and are provided with 

mechanisms for secure updates. 

These requirements can be taken as a starting point for a GLASS information security baseline 

policy.  
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Resulting constraints and evaluation points 

While the legal framework is not overly prescriptive, based on the overview provided above, a 

shortlist of legal requirements can be derived in relation information security. As in prior sections, 

requirements that were already represented elsewhere (e.g., under the GDPR, SDGR or eIDAS 

sections above) are not reprised here in order to avoid overlaps.  

 

Table VIII: Legal requirements related to information security 

Identifier Description 

IS-01 Information stored or exchanged via GLASS must be protected against accidental 

or unauthorised access or use, including via effective encryption.  

IS-02 GLASS should maintain an overview of any known dependencies and 

vulnerabilities.  

IS-02 GLASS should incorporate updating mechanisms that allow software to be 

updated securely, and for functionalities to be reduced or terminated when 

software is found to be insecure (e.g. due to a failure to apply updates). For the 

avoidance of doubt, this requirement is satisfied when outdated software is no 

longer capable of interacting with updated software components, even if the 

outdated software remains ‘as is’.  
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3. Demonstrators and the impact of national laws 

and policies 

3.1. Introduction 

 

In the sections above, the main EU level legal requirements have been outlined, focusing mainly on 

generic topics that apply to the GLASS infrastructure as a whole, independent of any use cases. 

Arguably, some of the requirements are only applicable and relevant in specific situations: the 

requirements in relation to smart contracts only apply when an agreement needs to be concluded 

(and not for a mere transfer of specific information); and the requirements in relation to the SDGR 

are principally relevant in use cases that fall within the relatively narrow scope of the SDGR, thus 

excluding any use cases that are purely private sector oriented. None the less, even in those cases, 

requirements have been derived that are generally useful to support the legal credibility of GLASS.  

To complete the picture, account should also be taken of requirements which are specific to 

individual demonstrators, or to specific countries. For that reason, in the sections below we will 

briefly describe the planned demonstrators in GLASS, summarising the main legal points of 

interests, and highlighting any generic legal conclusions that could be drawn. The objective is not 

to amend the general list of legal requirements from prior chapters, since the additional elements 

in this particular section 3 are by definition use case specific, and cannot be generalised to GLASS 

as a whole. Rather, the objective is to recognise that specific use cases and national laws could 

conceptually impact the legal feasibility of our work, by introducing diverging requirements at the 

national level. A systematic legal analysis of all potentially relevant national laws is not in scope of 

this exercise; national level legal requirements will be driven by partner feedback. 

 

 

3.2. Scoping of the demonstrators and legal challenges 

 

In the course of the GLASS project, three real use case scenarios are expected to be piloted, each 

focusing on enabling digital only administration. The scenarios are fully elaborated in D3.1 - Use 

Cases definition & End-user Requirements Analysis, but they will be briefly reprised below to 

facilitate revision, followed by an analysis of the legal requirements which are substantially unique 

to each pilot case, and on any working assumptions.  

 

As described in more detail in D3.1, for every case a persona is introduced, and the actors that play 

a part are identified. Personas from multiple countries are included: blue represents Greek actors, 

red represents Turkish actors and green and red represents Portuguese actors. Fictitious names 

and roles are stated for all actors.  
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Demonstrator #1: Alice goes to Portugal 

 

Short description 
 
In this demonstrator, an individual wishes to move to a foreign EU country for working or 
educational purposes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Age: 27 
Status: Single 
Occupation: Data Analyst 
Location: 
Kalamata/GREECE 
 

Alice likes walking her 
Chihuahua, trekking and 
making new friends. 

Is hired to the 
job she wanted 
 

Wants to 
discover a new 
country 

Doesn't know 
Portuguese 
 

Doesn't want to 
wait long times in 
government 
offices 

There are various obstacles for Alice to start her new life in 
Portugal, such as the difficulty of understanding the 
bureaucratic processes due to the lack of clear guidance 
and sufficient information, the long waiting times for 
appointments in the involved administration authorities, 
as well as the language barrier. 
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Actors: 

 
 
General steps: 
 

 
 
 
 
 
 
 

Alice downloads the Wallet app  

 
• Alice needs to obtain a Portuguese Residence title, rent an apartment and open a bank 

account in Portugal. 

• Her new workplace (PDM) recommends using GLASS wallet for gathering the required 

documents and applying.  

• Thus, she registers her account using her identification documents. 
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Alice gathers information about required documents 

 
• Alice gets an initial list from PDM and finds out she can easily apply to these documents 

through GLASS 

 

 

Evidence List: 

• a proof of validated ID documentation 
• birth certificate 
• a nationality certification validated by a Greek Authority 
• proof that she works in Portugal 

Alice applies for documents in Greece 

 
• Alice logins to her wallet, and she logins to MoDG’s API using her Greek Tax Credentials. 

• She requests her ID, passport, birth certificate, nationality certificate from MoDG. 

• For the Employment Proof, Alice decides to upload her offer letter from PDM to her 

wallet. 

 

Alice receives her documents 

 
• Alice receives a notification that her documents are ready.  

• Alice opens her wallet and saves the documents to her wallet. 

• While she is browsing through MoDG site, she decides to request her criminal records, 

school records and medical history, just in case. 

 

Alice applies for Social Security Number in Portugal 

 
• Now that Alice has gathered the initial documents, Alice is ready to apply for social 

security number she needs in Portugal. 

• She opens her wallet, and creates a smart contract, attaches her ID, birth certificate 

and PDM’s offer letter and issues this to MoJ. After this she connects to MoJ’s API and 

uploads her nationality certificate to complete her application. 
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Happy End! 

 
• Alice receives the approval message from the rental and has everything ready for her 

next life in Portugal! 

 

Alice rents the apartment 

 
• The owner of the apartment wants to know her economic situation as well as her 

criminal status. 

• Thankfully Alice already has the documents ready in her wallet, she creates a contract 

and attaches the documents, she grants this contract as one time only, and issues this 

to the owner’s company. 

 

Alice receives second batch of evidences 

 
• Alice then gets another notification that her other documents are ready. 

• She saves her evidences in her wallet. 

• She also receives the notification that her social security number is ready and she can 

forward this to her employer PDM to register her credentials to the payroll system. 

 

Alice finds a rental house and opens bank account 

 
• Alice finds a cozy apartment with ocean views while searching. 

• To rent this apartment, she needs a few documents, as well as a bank account in 

Portugal. 

• She goes to the bank and is again asked for her ID and Social Security Number. As she 

already has those in her wallet she opens her account easily. 
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Legal analysis – case specific points of attention 
 

Based on the demonstrator description, the following points of attention can be raised:  

 
Table IX: Legal requirements related to Demonstrator #1 

 

 

Demonstrator #1 – Summary of specific legal attention points 

In relation to data protection and privacy 

• Alice chooses to upload information into her Wallet voluntarily, including information 
that is not strictly required for the case (her offer letter, criminal records, school records 
and medical history). This is not unlawful, but it is her choice. The GLASS infrastructure 
should not encourage her to do so, since that would be contrary to the data minimisation 
principle.  

• Moreover, some of the data is legally sensitive (notably criminal records and medical 
history at a minimum). This information may be shared by the authorities with Alice if 
this is permissible under their national laws; but it should not be shared with third parties 
without Alice’s consent. The information can be stored on the IPFS if Alice chooses to do 
so; in this case the information should of course be fully encrypted first, and only 
decryptable with Alice’s consent. The information should be unpinned by default if it is 
stored on the IPFS, so that the documents will expire over time unless Alice chooses 
otherwise.  

• Some of the questions asked by the landlord (notably in relation to criminal status) are 
disproportionate under data protection law, at a minimum contentious, and illegal in at 
least some Member States. When sharing sensitive information, GLASS should not only 
caution the user (which is already foreseen); but it should also examine options to notify 
the aspiring recipient (the landlord in this case) that the information is legally sensitive, 
and that the recipient must have an appropriate legal basis to request and process such 
information.  
 

In relation to e-Government and public services 

• No particular challenges, other than the general requirements (notably that documents 
must be available in electronic form, signed and sealed by the issuers; and that recieving 
authorities must be willing to accept them and verify them. This implies that they can 
assess the competence of the issuing authorities as well. This can be piloted in a fictitious 
case; it is highly likely that the required infrastructure is not available in operational 
systems).  

• Some aspects of the case are purely private transactions, notably the renting of the 
appartment. This is not covered by the SDGR, but this is not an impediment to the case. 
  

In relation to identification and authentication 

• The case foresees the use of Greek tax credentials to pre-load information into the 
Wallet. This is permitted, but the tax credentials are not EU notified, and therefore have 
no automatic legal recognition under the eIDAS Regulation. For piloting purposes this is 
not a problem provided that the Portugues piloting partner voluntarily chooses to accept 
it; it is however not under any legal obligation to do so.  
 

In relation to responsibility and liability 
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• The case foresees the use of a smart contract, to govern the availability and accessibility 
of documents by the MoJ. This is not legally problematic, and can be useful in practice; 
but Alice should be advised that retention of shared documents will be governed by 
national law, not by the smart contract. In other words, expiration of the smart contract 
does not imply that the DoJ will need to delete its own copies of the documents; only 
that it can no longer access these via the DLT.  
 

In relation to security 

• No particular challenges 
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Demonstrator #2: Konstantinos visiting Istanbul for 6 months  

 

Short description 
 

This case relates to a short-term, cross-border moving situation (e.g. short-term work, education, 

traveling) of vulnerable people such as elderly, disabled people etc., who may require special 

treatment and special services to facilitate their moving. In this case, the process also takes place 

outside the EU: the persona is Greek, and the destination (including several verifying public 

administrations) is in Turkey.   

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Age: 60 
Status: Widowed 
Occupation: Retired 
Location: Athens/GREECE 
 
Has a daughter (40 y.o. with son 
Nikos) and a son (38 y.o. with 
daughters, Kayla and Eleni, 
living in Istanbul, TURKEY) 

Wants quality time 
with grandchildren 
 

His grandchildren 
invite him every year 
to visit them in 
Istanbul 

Hates high tech tools 
 

Doesn't want to be 
bothered with clerical 
issues 
 

Fears of being an 
economical burden to 
his family 

Has 20% mobility disability 
(arthritis) and goes to a 
sports rehabilitation center 
in Athens twice a week 
 

Receives other health, 
transportation and psycho-
social services for elderly 
and disabled 

Hesitates long stay, because 
he needs to gather a lot of 
documents and go through a 
long complicated process 
 

His grandchildren assured him 
GLASS wallet makes life easier 
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Actors : 
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General steps: 

 

  

Konstantinos downloads the Wallet app with the encouragement from his 

grandchildren 

 
• He registers his account using his identification documents. 

• He assigns his grandson Nikos (who lives in Athens) as his Proxy. For this he creates a 

smart contract within the Wallet and grants Proxy rights to his grandson in order to 

start his application process. He sets this grant for a month. He issues this contract to 

Nikos. 

• Nikos confirms this request after logging into his own wallet and viewing his inbox. The 

contract is added to his wallet. 

 

Nikos receives the list on behalf of Konstantinos 

 
• Nikos gets the required list of evidences published for Konstantinos. They both view the 

List of Evidence as this was received in their inboxes. They decide to require the help of 

Konstantinos’ granddaughter Kayla for the evidences need to be procured in Turkey. 

 
Evidence List to be delivered to Directorate of People with Disabilities in Istanbul: 

• a proof of validated ID documentation  

• a validated disability report taken from a hospital (stamped and approved in 
Greece)  

• health insurance valid in Turkey 

• a residence paper which shows his residence address in Turkey (stamped and 
approved by Turkish authorities)  

Konstantinos adds his granddaughter as Proxy 

 
• Konstantinos again creates a smart contract within the Wallet and grants Proxy rights 

to his granddaughter to gather the evidences on his behalf. He again sets this grant for 

a month. He attaches this list in his contract. He issues this contract to Kayla. 

• Kayla receives Konstantinos’ contract in her inbox. Kayla opens the contract and 

confirms this request. This contract is added to Kayla’s Wallet. 

 

Konstantinos has his disability report ready. 

 
• Nikos opens his Wallet, connects to MoDG’s API. Sends his proxy contract and uploads 

and attaches Konstantinos’ report for approval. 
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Nikos also requests Konstantinos’ citizen ID and passport. 

 
• Nikos opens his Wallet, connects to MoDG’s API. Sends his proxy contract and requests 

his grandfather’s current identity documents.  

• Nikos also requests his grandfather’s medical history from MoDG, as he might need it 

someday in Istanbul 

Kayla applies for documents in Istanbul 

 
• Kayla applies for insurance and Residence Paper, wishing the insurance company was 

integrated to Wallet. 

• Kayla applies for Residence Papers via Turkish e-government system. 

 

Konstantinos understands how easy to use GLASS Wallet is. 

 
• A few days after Nikos’ application, Konstantinos receives the approved report and his 

identification documents on the way to his physio-therapy session. 

• He saves the documents to his wallet, he also starts getting excited about his visit to 

Istanbul. 

• He buys a guidebook on the way home. 

 

Kayla uses an authorized translator 

 
• Kayla creates a contract, attaching her Proxy contract, Konstantinos’ disability report to 

request translation of this document to Turkish. 

• The translator accepts the contract and attach the requested document to the contract 

after translation, and sends it back to Kayla. 

• Kayla and Konstantinos save this document to the wallet. 

•  

All the documents are gathered 

 
• In Istanbul, Kayla uploads the insurance and residence papers using her Proxy status to 

Konstantinos’ wallet. 

• With this Konstantinos is ready to apply to the Directorate of People with Disabilities in 

Istanbul. 
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Legal analysis – case specific points of attention 
 

Table X: Legal requirements related to Demonstrator #2 

 

Demonstrator #1 – Summary of specific legal attention points 

In relation to data protection and privacy 

• Konstantinos is described as a vulnerable person, who will be assisted by his son Nikos 
and his granddaughter Kayla as a proxy, supported by a smart contract. This can imply 
that Nikos and Kayla will have access to sensitive data. At a minimum, the GLASS Admin 
should validate the vulnerability of Konstantinos, and assist in scoping the smart contract 
to ensure that the legal competences of Nikos and Kayla are as minimal as required.  

• The case description references a request for information that is not strictly required for 
the case (“Nikos also requests his grandfather’s medical history from MoDG, as he might 
need it someday in Istanbul”). This should not be done or encouraged, since that would 
be contrary to the data minimisation principle.  

• Moreover, some of the data is legally sensitive (notably the validated disability report at 
a minimum). This information may be provided to the proxy if this is permissible under 
their national laws; but it should not be shared with third parties without the consent of 
either Konstantinos or his proxies. The information can be stored on the IPFS if 
Konstantinos or his proxies choose to do so; in this case the information should of course 
be fully encrypted first, and only decryptable with the consent of Konstantinos or his 
proxies. The information should be unpinned by default if it is stored on the IPFS, so that 
the documents will expire over time unless Konstantinos or his proxies choose otherwise.  

• The case involves a transfer of personal data from the EU to Turkey. In this particular 
instance however, this is not problematic, since the person transferring the information 
(the user) is not a data controller itself and therefore not subject to the obligations of 
the GDPR. Moreover, the transfer by definition happens with the data subject’s consent, 

Konstantinos revokes proxy 

 
• Konstantinos revokes the proxy contract of Nikos as they assembled the documents. 

• Kayla forwards all the required evidences to IMM, including her Proxy contract to the 

evidences. 

• Granddaughters start getting Konstantinos’ room ready. 

 

Happy End! 

 
• She puts Konstantinos’ Greek ID in the evidence list but they want his passport. Thus, 

the application was rejected. 

• Kayla adds the passport and sends the contract again. 

• Konstantinos’ request is approved. 

• Konstantinos comes to Istanbul, knowing that his needs will be met. His sports therapy 

sessions already booked. 
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and is limited to national authorities who can only use the data for their legally defined 
duties. Provided that there is transparency on all of these points, the transfer is 
permissible.  
 

In relation to e-Government and public services 

• No particular challenges, other than the general requirements (notably that documents 
must be available in electronic form, signed and sealed by the issuers; and that recieving 
authorities must be willing to accept them and verify them. This implies that they can 
assess the competence of the issuing authorities as well. This can be piloted in a fictitious 
case; it is highly likely that the required infrastructure is not available in operational 
systems).  

• Some aspects of the case are purely private transactions, notably the insurance aspects 
and translation services. This is not covered by the SDGR, but this is not an impediment 
to the case. 
  

In relation to identification and authentication 

• The case cannot fully rely on the eIDAS Regulation for cross border identification and 
authentication, since part of the case occurs outside of the EU, where European identity 
credentials or signatures have no automatic legal recognition. For piloting purposes this 
is not a problem provided that the Turkish piloting partner voluntarily chooses to accept 
it; it is however not under any legal obligation to do so.  

• The existence of the proxy must be divulged to the relying parties. The lawfulness of 
proxies may be subject to national constraints, and if the proxy is unknown, the 
represented party is effectively open to identity theft.  
 

In relation to responsibility and liability 

• The case foresees the use of a smart contract, to govern the proxy powers of Nikos and 
Kayla. This is not problematic and useful; but the contract must be scoped in terms of 
competences, and should contain an automatic expiration date (not be entirely 
dependent on active revocation by the proxy giver). The proxy should be signed by both 
parties (Konstantinos and Nikos/ Kayla).  
 

In relation to security 

• Given the proxy approach, which is particularly sensitive to abuses, Konstantinos should 
be able to access all logs of actions undertaken by Nikos and Kayla in relation to his data. 
Nikos and Kayla should be informed that their actions are logged and can be audited by 
Konstantinos, or by any persons acting on behalf of Konstantinos.  
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Demonstrator #3: Helin is hired as a Java developer  

 

Short description 
 

This third case relates to the validation of educational credentials by an employer seeking to hire 

young individuals. In this case, the applicant is Turkish; the employer is a Portuguese entity.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Actors: 

 

  

Age: 23 
Status: Single 
Occupation: Java Developer 
Location: Çanakkale/TURKE
Y 
 
Helin likes discovering new 
restaurants and cafes, 

Wants to work in a 
foreign country 
 

Has good grades and 
certificates to prove 
she is eligible for the 
job 

Application is very 
expensive (to send all 
of the certificates) 
 

Application is very 
time consuming 

Helin wants to apply to a job she is qualified in Portugal. 
PDM (the employer) needs to validate all of the 
educational achievements in the recruitment selection 
process. Helin went on Erasmus to Greece while she was 
a student and attended extra professional training 
school for Javascript Programming. 
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General steps: 

 

 

 

Helin is excited as she finds the perfect job 

 

• Helin was browsing recruitment ads when she saw the call for a Java Developer. 

• As Helin is a Computer Programming graduate who likes coding in JavaScript, she gets 

very excited and decides to apply. 

• She understands that she needs to include all of her related educational achievements 

written in her CV. 

 

Helin downloads the GLASS Wallet 

 

• Instead of applying the traditional way, Helin decides to use GLASS Wallet for her 

application. 

• She creates and validates her personal account. 

• She uploads her university diploma into Wallet. 

 

Helin remembers her certificates from Erasmus 

 

• A few years ago, Helin went to Greece for Erasmus and attended some additional 

programming classes and received certificates of participation. 

• Helin uploads these documents to Wallet 

 

Helin is ready to apply 

 

• Helin opens her Wallet and creates a new smart contract for her application. 

• She selects PDM’s human resources group, sets validity period for a month with 

unlimited access frequency and authorized 3rd party access rights. 

• Human resources group include delegated professionals to evaluate her skills. 

• She attaches the validated documents, her diploma and CV to the contract. 

 

Helin gets the job after a thorough examination 

 

• After attending several rounds of interviews and the initial examination of her 

documents, PDM decides to hire Helin. 

• Helin receives her offer mail and starts her application for work permit. 

• She is very happy with how easy GLASS made her application process and decides to 

continue using GLASS whenever she can! 
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Legal analysis – case specific points of attention 
 

Table XI: Legal requirements related to Demonstrator #3 

 

Demonstrator #1 – Summary of specific legal attention points 

In relation to data protection and privacy 

• The case involves two cross-border transfers of personal data: an upload of Erasmus 
certificates from a EU educational instutition to a Turkish user; and an upload of 
certificate from the Turkish user to the company where Helin is applying . In this 
particular instance however, this is not problematic, since Helin is not a data controller 
herself and therefore not subject to the obligations of the GDPR, and since the transfer 
to the employer occurs from Turkey to the EU, rather than the other way around. 
Moreover, the transfer by definition happens with the data subject’s consent. Provided 
that there is transparency on all of these points, the transfer is permissible.  

• Part of the validation is done by external (delegated) professionals; these should be 
bound by a data processing agreement, but this is not particularly challenging from a 
compliance perspective, nor is it unique to the GLASS context.  
 

In relation to e-Government and public services 

• No particular challenges, other than the general requirements (notably that documents 
must be available in electronic form, signed and sealed by the issuers; and that recieving 
authorities must be willing to accept them and verify them. This implies that they can 
assess the competence of the issuing authorities as well. This can be piloted in a fictitious 
case; it is highly likely that the required infrastructure is not available in operational 
systems).  

• Some aspects of the case are purely private transactions, notably the transfer of a 
diploma to a company. This is not covered by the SDGR, but this is not an impediment to 
the case. 
  

In relation to identification and authentication 

• The case cannot fully rely on the eIDAS Regulation for cross border identification and 
authentication, since part of the case occurs outside of the EU, where European identity 
credentials or signatures are unavailable (as a general rule, i.e. excepting the situation 
where Helin would already have a permanent residence in an EU Member State that has 
a notified eID for foreign residents). For piloting purposes this is not a problem provided 
that the Portuguese company voluntarily chooses to accept it; it is however not under 
any legal obligation to do so.  

• The existence of the proxy must be divulged to the relying parties. The lawfulness of 
proxies may be subject to national constraints, and if the proxy is unknown, the 
represented party is effectively open to identity theft.  
 

In relation to responsibility and liability 

• The case foresees the use of a smart contract, to govern access to stored documents. 
This is not problematic and useful; but the contract must be scoped in terms of 
competences, and should contain an automatic expiration date (not be entirely 
dependent on active revocation by Helin.  
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In relation to security 

• No particular challenges 
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4. Conclusions 

4.1. General observations  

 

The analysis of the preceding sections shows that there are no legal blocking points in implementing 

and testing the GLASS project, but clearly there are many contentious points that warrant specific 

attention. These are briefly summarised in the sections below. 

Data protection and privacy 

From a data protection perspective, the reliance on DLT and on distributed file storage via the IPFS 

is legally defensible, but requires a strong emphasis on data minimisation. Unencrypted personal 

data should never be stored on the IPFS – and indeed this would not be possible, due to the 

standard IPFS protocols – but moreover care should be taken that, by default, personal data stored 

in the IPFS should expire. When DLT is used to manage personal data, the DLT should not be used 

to store substantive personal data, but rather pointers to personal data stored externally from the 

DLT implementation, which is the only way to substantially comply with the legal requirement that 

personal data must be deleted when it is no longer useful.  

The GLASS project also aims to support proxies to facilitate access and exchange of personal data. 

This is useful, but requires some degree of supervision on the definition and scoping of the proxies, 

appropriate logging to determine actual use of the proxies, and transparency towards relying 

parties on the intervention of a proxy.  

Finally, GLASS relies on smart contracts as an innovative approach to implementing data protection 

by design. This is highly beneficial, since the standard approach is that access to data is granted by 

default, rather than making copying of data the default – i.e. organisations can access and use data 

as long as the contract permits it. A caveat is that these contracts should have an expiration time 

by default, and shouldn’t rely purely on active revocation of the contract by the end user. Time 

limited access and usage rights should thus be the default behaviour. Moreover, transparency is 

required to ensure that users understand the effects of the contract in a clear way, including the 

fact that smart contracts cannot avoid situations where a recipient is legally entitled (or even 

required) to retain copies of the provided information even after the contract expires – e.g. public 

administrations will typically need to retain copies of the provided documentation, irrespective of 

any smart contract duration. 

e-Government and once-only 

With respect to e-government services, the European legal and policy landscape is currently 

dominated by the recent Single Digital Gateway (SDG), which foresees a very specific concept and 

architecture for exchanges of information between public administrations. GLASS cannot be 

considered an implementation of this concept and architecture (and nor is it intended to be), since 

GLASS has a much stronger focus on user control, data sovereignty, distributed technology, and 

trust frameworks that are based on technical solutions rather than legal mandates.  

A central point of distinction is that the SDG requires direct information exchanges between 

competent authorities, with the user acting as a gatekeeper that requests or denies these direct 

exchanges. GLASS in contrast sees the user as the holder of their own data, and public 
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administrations principally as a source to feed data to the user, or as a recipient that can receive 

data from the user as long as he or she permits it. GLASS thus puts the user in greater control, has 

no limitation to public sector use cases and competent authorities, and permits advanced 

functionalities such as extended access and usage rights over a longer period of time (rather than 

just punctual transfers which cannot last longer than the duration of a single log-on session).  

As a result, GLASS does not perfectly comply with the vision of the SDG Regulation, but this is also 

not necessary. It is more important that GLASS integrates the functional, ethical and legal controls 

that the SDGR foresees, such as initiating data sharing only at the prior request of the user, and 

only initiating a data transfer provided that the user has been able to preview the information to 

be exchanged. These are generally useful requirements that also support compliance with data 

protection legislation, and more broadly protect the users against abuses.  

Identity and authentication 

With respect to identification and authentication, GLASS can substantially build on the 

mechanisms of the eIDAS Regulation to build some of its key functionalities. Use of European 

notified identities is not legally required, and neither is the use of qualified signatures or seals; but 

ideally these are supported and recognised by the GLASS infrastructure since this facilitates cross 

border recognition within the EU.  

A common challenge is that signatures and seals applied to documents will serve to determine 

integrity and authenticity (i.e. to determine that the document is not corrupted in any way, and to 

determine who issued it); but not to determine the legal value or authority of a document. E.g. an 

electronically signed diploma will allow a verifier to determine that the diploma has not been 

modified, and to determine which institution issued it; but it does not allow the verifier to 

determine whether that institution is indeed an actual educational institution. On that point, GLASS 

will have to implement a lightweight solution that can act as a proof of concept (e.g. by simply 

verifying that an organisation in a pilot is on a trusted list or specific database), which can be scaled 

up to more mature solutions in the future.  

A second challenge is the role of the GLASS Admin service, which will be in charge of onboarding 

users. This implies that identity checks must be done in accordance with predefined criteria, agreed 

within the consortium. This deliverable argues in favour of re-using the identity assurance criteria 

established under the eIDAS Regulation, which is mature, credible and well established in the EU. 

The assessment would not have specific legal authority since it is done purely within and by GLASS 

consortium members (rather than the peer reviewed and Member State controlled mechanism of 

eIDAS), but none the less this approach would be suitable for piloting purposes, and conducive to 

enabling long term sustainability.  

The European legal framework is currently undergoing substantial revisions to provide better 

support for ledgers, attribute attestations and eWallets; but this does not imply that GLASS’ 

solutions cannot be lawfully implemented or piloted at this stage already. The current legal 

framework is sufficient to allow piloting to continue.  

Responsibilities and liabilities 

With respect to the responsibilities and liabilities of various stakeholders, these vary depending 

on the roles within the GLASS consortium. Briefly summarised, the liabilities and responsibilities in 
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relation to IPFS usage are largely covered and exempted under the intermediary liability regime of 

the eCommerce Directive; this is arguably the least problematic aspect of GLASS.  

The accuracy and correctness of the documents stored in the Wallet or on the IPFS is mainly 

resolved by the use of electronic seals and signatures, where the sole responsibility and liability of 

the GLASS consortium is to ensure that these are not corrupted in any way, so that responsibility 

and liability for the contents remain entirely and exclusively with the evidence issuers. In that 

respect, the GLASS consortium need not assume any particular responsibilities.  

Where the responsibility and liability of GLASS does need to be managed are the components where 

GLASS is supposed to undertake a fundamental verification role. Mainly this relates to:  

• The design and functioning of the eWallet, including access control, onboarding of 

documents, encryption (both during storage and exchange), creation and enforcement 

(including execution and termination) of smart contracts, and introduction of data into the 

IPFS. Responsibility and liability here can be managed through the terms and conditions, 

which can be conservative during the project’s duration, given that GLASS is a research 

project where this infrastructure is provided gratis.  

• The role of the GLASS Admin, both in onboarding users and in registering proxies. This is 

the principal part where GLASS acts as the safekeeper and verifier without relying purely 

on technical infrastructure. Again, terms and conditions can and should be drafted to 

address the main challenges here.  

• The role of legal validity and competences in relation to specific evidence (i.e. when is a 

document that looks like a diploma or birth certificate an actually legally valid diploma/birth 

certificate?). Clearly, this is a problem external to GLASS, and in the long run GLASS should 

have no role to play in resolving it. Purely for piloting purposes, GLASS could opt to create 

a trivial database of participants in the demonstrators, simply listing that their 

signatures/seals are valid for the purposes of piloting only.  

• Finally, the permissible use cases. GLASS could opt to take a fully ‘hands off’ approach, 

where it only provides the infrastructure and lets the users, issuers and verifiers sort out 

any difficulties. However, this offers little to no protection to end users, who are fully 

exposed to malicious or irresponsible issuers and verifiers. To address this point, as will be 

explained below, GLASS can and should propose a Responsible Usage Policy, indicating 

which behaviours will and will not be tolerated.  

Security requirements 

With respect to information security, the existing EU level legal framework is not particularly 

prescriptive, other than the generic requirement to implement appropriate technical and 

organisational measures.  

Routine measures should of course be applied, including securing access to the eWallet through 

specific authentication of the user; encryption of all evidences and other information in the eWallet, 

on the ledger and in the IPFS; and systematic logging of transactions, including creation and 

execution of smart contracts. Additionally, some recommendations can be obtained from the 

Cybersecurity Act and relate to monitoring and mitigation of any known dependencies and 

vulnerabilities, integrating appropriate updating and phase-out functionalities, and implementing 

appropriate incident response policies.  
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Cross border challenges and non-European piloting 

GLASS’ ambition is not to create a purely EU level solution, but to build a framework that can be 

used and applied globally, while respecting European fundamental rights and standards. This is 

legally complicated, given that most of the legal framework examined in this deliverable is specific 

to the EU: while the GDPR has extraterritorial application provisions, it remains a European Union 

framework; and all other EU level initiatives lack any extraterritorial applicability.  

As a result, some of the recommendations cannot be easily generalised: eIDAS identities are not 

legally privileged outside of the EU, the SDGR has no impact on e-government procedures outside 

the EU, and notions of e-contracting may differ widely from country to country.  

Within the GLASS project, this challenge is mitigated to some extent by incorporating 

demonstrators that involve non-EU Member States as partners, which will allow testing of the 

validity of the general principles and requirements in this report,  and identification of any national 

level requirements that differ fundamentally from European approaches. Future GLASS deliverables 

will report on any lessons learned in this respect.  

 

4.2. General conclusions and foundational legal principles  

The analysis above shows that there are several legal frameworks that already affect the use of 

decentralised frameworks in e-government transactions, as well as the obligations of issuers and 

verifiers or other roles in the GLASS infrastructure. It also shows that much of the legal framework 

is in very significant flux, as almost every single topic is presently under review, under amendment, 

or incomplete:  

• The GDPR is clearly mature and established, but the e-Privacy Directive is still under review 

and may be replaced by an e-Privacy Regulation in the course of the project;  

• The SDGR is complete, but an Implementing Act is still only available in a draft stage; 

• The eIDAS Regulation is mature and established, but a newly proposed amendment was 

published during the preparation of this deliverable; 

• A new Data Governance Act was proposed, and may be adopted in the coming year, also 

potentially influencing the GLASS project; 

• A new Digital Services Act may overhaul liability exemptions of intermediary service 

providers;  

• The legal framework in relation to critical infrastructure protection is presently being 

revised.  

Thus, the present deliverable principally provides a snapshot of critical principles that are certain 

(or extremely likely) to remain stable for the duration of the project, even as the legal framework 

evolves and matures.  

 

Attempting to somewhat simplify and derive some foundational legal principles in relation to each 

of the five topics explored in this deliverable, the following graphic arguably captures the most 

critical and stable elements:  
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Figure IV: Foundational legal principles of GLASS 

 
 

 

4.3. The GLASS Governance components from a legal perspective, and 

future compliance approach 

 

This deliverable has principally focused on assessing the legal feasibility of the GLASS project, and 

identifying the main legal requirements. These have been extensively commented in section 2 in 

particular; and have been reprised in a summary table in the Annexes.  

Beyond the identification of these requirements, it is important to have  a strategy in place for 

operationalising the requirements as a part of GLASS’ governance model, and to ensure that they 

are maintained, refined, and enforced in the course of the project. The general approach is captured 

in the figure below:  

 

Figure V: GLASS legal governance components 
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As the figure shows, four pillars will support the operationalisation of GLASS legal requirements: 

 

• A GLASS Responsible Usage Policy will provide behavioural requirements for any aspects 

of GLASS that cannot be automated and enforced by technological means only. This is 

intended to be a statement of the principles along which all participants in the GLASS 

ecosystem – including the issuers, verifiers, GLASS Admin and GLASS consortium members 

– are required to conduct themselves. While subject to further elaboration and refinement, 

an initial draft of this Policy is provided as an Annex. 

• A clear contractual framework – in the form of standardised terms and conditions – will be 

drafted and maintained for any services provided by the GLASS consortium, including the 

eWallet, the GLASS Admin onboarding, and the basic register describing the legal 

competences and legal value of piloted documents.  

• A risk management approach will be applied, including notably the completion of a data 

protection impact assessment (DPIA) satisfying the requirements of the GDPR in relation to 

the demonstrators. This will ensure that the principles of data protection by design and by 

default are adhered to, that transactions are logged in an auditable manner, and that 

compliance with legal requirements is monitored in GLASS.  

• Finally, a statement of user rights and data sovereignty principles should be provided, 

describing fundamentally what the rights of GLASS users are, and how they can exercise 

them. On this point too, a basic initial draft is provided as an Annex.  

 

As this summary shows, the present deliverable needs to be maintained and expanded throughout 

the project, to reflect new legislation (the SDGR implementing Act, eIDAS Revision, the Data 

Package, the AI Regulation, and any other emerging issues); and moreover the four pillars above 

need to be implemented still. This will be addressed as a part of future WP2 activities, and will be 

reported upon in the course of the project.  
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Annexes 

Summary table of legal requirements 

 

Identifier Description of data protection requirements 

DP-01 Any citizens are free to choose to use the GLASS infrastructure, on the basis of their 

consent, which must satisfy the requirements of the GDPR. This implies that alternatives 

must be available, and that consent can be withdrawn, which must result in their data being 

removed from the platform. This legal basis doesn’t necessarily apply to the service 

providers use of any received information.  

DP-02 Any distributed operator of the GLASS infrastructure (including the IPFS nodes, DLT nodes 

and the Trusted Registration Entity) may not use the data for other purposes than those to 

which the citizen consented. This includes a prohibition on tracking, profiling, data selling or 

trading, surveillance, or direct marketing – except where a user consented to this.  

DP-03 In accordance with the data minimisation principle, GLASS should not encourage users to 

insert personal data into decentralised storage when this is not useful for a specific use case. 

Similarly, when applying DLT, the information on the DLT should reference (i.e. point to) 

personal data stored elsewhere (e.g. on the IPFS), rather than including substantive personal 

data on a DLT implementation where it cannot be easily deleted.  

DP-04 Given the consent requirement, the GLASS infrastructure may not be used by minors under 

13 without parental consent, nor by any other persons who are not capable of providing 

legally binding consent. 

DP-05 GLASS must implement policies and interfaces towards the service providers that specify 

what service providers are allowed to do, and what they are not allowed to do. This 

includes a clear communication of the purposes of use, and a legal commitment to respect 

this constraint; and implementation of the data minimisation principle – no service provider 

may request more data than they strictly need.  

DP-06 GLASS must foresee transparency notices that inform citizens of their rights and of the key 

features of GLASS. The use of distributed infrastructure is a critical point; operators must be 

identified, and information on exercising data subject rights should be provided.  

DP-07 GLASS must foresee features that ensure that no personal data is shared with third parties 

without user consent. 

DP-08 GLASS must foresee transparency interfaces towards the citizens that allow them to 

manage data storage, availability and use. The eWallet is a viable option on this point, but 

care should be taken that this also addresses the IPFS and DLT components of GLASS.  

DP-09 GLASS must foresee data subject rights interfaces, allowing citizens to see, update and 

erase their personal data on the GLASS infrastructure, and to exercise this erasure right also 
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towards third party recipients (the so-called right to be forgotten); and that allow them to 

obtain copies of that data (data portability). 

DP-10 GLASS must implement storage limitation policies – by default, data should be deleted after 

a pre-set period of time, which the citizen may set or modify. Pinning in the IPFS should not 

be permanently used by default (i.e. in the absence of future action by the user, at some 

point personal data should expire from the IPFS).  

DP-11 GLASS must implement the data protection by default principle, meaning that any data 

protection features must be enabled (not disabled) by default. This includes data deletion by 

default after a set period of time, and no sharing or monetisation of data by default (without 

user consent).  

DP-12 GLASS must implement appropriate technical and organisational security features. At a 

minimum, this entails:  

• Access controls: data on the platform may not be accessible to third parties without 

citizen consent. Data can be effectively encrypted, and/or it may be protected by 

other suitable access controls (such as multifactor authentication).  

• Any DLT usage involving personal data should rely on permissioned chains only.  

• Transfer controls: any personal data sent from the ACROS infrastructure to a service 

provider must be protected against unlawful interception through effective 

encryption. 

• Logging and audit trails: exchanges of information to and from the GLASS 

infrastructure must be logged in a way that allows interactions to be identified and 

examined. Logs should comprise metadata only.  

DP-13 GLASS must implement third country transfer controls, meaning that the citizen must be 

able to see whether data will be sent to a recipient outside of the EEA prior to consenting to 

sending that data (which is likely to be the case given the DLT and the intended 

demonstrators). The transfer must satisfy the requirements of the GDPR. 

DP-14 Prior to piloting, a data protection impact assessment should be conducted on the general 

GLASS architecture, given the innovative use of new technologies that can conceptually pose 

risks to the rights and interests of the citizens.  

DP-15 Both the platform operators and any service providers with whom the citizen chooses to 

interact must be clearly and unambiguously identified to the citizen, including a description 

of their role and responsibility.  

DP-16 No profiling or automated decision making should be engaged in within GLASS, except after 

obtaining user consent.  
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Identifier Description of e-government requirements 

SDG-01 Citizens must always have an alternative to using the GLASS infrastructure. The alternative 

may be electronic, analogue or physical, but the alternative may not be made artificially 

difficult or inaccessible.  

SDG-02 Recipients of information from the GLASS infrastructure must always be able to determine 

the identity of the entity that issued it. This may be a private entity, public authority, or the 

citizen itself; and the identity may be a pseudonym; but the identity must always be 

assessable to relying parties.  

SDG-03 No information exchange relating to the citizen may occur via the GLASS infrastructure 

without the prior request from the citizen. 

SDG-04 Prior to exchanging any information relating to the citizen, the citizen must be given the 

opportunity to view the information, and to decide whether to proceed or cancel. It is not 

mandatory that the citizen actually previews the information; it must only be possible for 

them to do so.  

SDG-05 If the citizen decides not to exchange any information via the GLASS system after previewing 

it, then this may not be visible to the relying party. The relying party should only be able to 

detect whether an exchange was successful or not, but not whether the failure occurred 

before or after a preview. Otherwise, the GLASS infrastructure inadvertently creates a 

profiling option, since citizens who decide to cancel an exchange after previewing the 

information may be considered as suspicious profiles.  

SDG-06 Information exchanges must be granular. I.e. the citizen must be informed of the information 

that the service provider wants, and when multiple sets of information have to be provided 

to relying parties, the citizen should be able to select which sets of information (if any) it would 

like to exchange; the decision should not be ‘all or nothing’. 

SDG-07 In order to support once-only information exchanges, the GLASS architecture should be 

conceptually capable of retrieving data from one source and sending it to its destination in a 

single integrated step, rather than requiring multiple and unconnected actions from the 

citizen.  
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Identifier Description of identification and authentication requirements 

IA-01 The GLASS architecture must be capable of supporting eIDAS notified identification. This 

implies that service providers should be able to determine who the user is and whether they 

asserted their identity using an eIDAS notified eID, along with the level of assurance of that 

eID under the eIDAS Regulation. Note that this doesn’t imply that eIDAS notified eIDs must 

always or exclusively be used in GLASS. It is perfectly acceptable for non-eIDAS eIDs to be 

used. However, eIDAS notified eIDs must also be usable and recognisable as such, to allow 

usability of GLASS for SDGR purposes.  

IA-02 The GLASS architecture must be capable of supporting log-on through eIDAS nodes. As 

above, this doesn’t imply that eIDAS nodes must always or exclusively be used in GLASS. 

However, eIDAS nodes must also be usable, to allow usability of GLASS for SDGR purposes.  

IA-03 The GLASS architecture must be capable of supporting electronic attestations of attributes 

(attribute based credentials), including through pseudonymous assertions.  

IA-04 Whenever pseudonymous transactions are done (including through pseudonymous 

electronic attestations of attributes), it should be possible to link these to an identifiable 

citizen with the assistance of third parties (i.e. fully anonymous assertions which are by 

definition entirely unverifiable should not be supported).  

IA-05 The GLASS architecture must be capable of supporting qualified trust services, including 

qualified signatures and qualified seals. This only entails that, when the GLASS 

infrastructure is used to store or exchange (e.g. via the eWallet or via a DLT) electronic 

information which is electronically sealed or signed at the qualified level, the architecture 

does not in any way change, modify , remove or corrupt these seals or signatures. Re-signing 

or re-sealing is therefore only permissible if the original signatures and seals remain intact 

and verifiable to relying parties.   

IA-06 The GLASS architecture must be capable of supporting single sign-on for the citizens.  

IA-07 The GLASS Admin (i.e. the Trusted Registration Entity) must apply the eIDAS authentication 

assurance framework to determined the assurance level of the means of identification used 

by users in GLASS transactions.  
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Identifier Description of responsibility and liability requirements 

GS-01 Information exchanged via GLASS must be electronically signed or sealed in a way that 

allows its integrity and authenticity to be determined by relying parties. Qualified signatures 

or seals as regulated by eIDAS are one way in which this objective can be achieved; but any 

trustworthy signature or seal technology can achieve the same effect.  

GS-02 For any information issued by an evidence issuer (i.e. excluding any declarations from the 

user itself), GLASS must maintain or provide access to infrastructure (e.g. a database) that 

allows the verifier to determine the issuer’s legal mandate in relation to that evidence. In 

other words, it should be possible for a verifier to determine not only who issued the 

evidence and that it was not tampered with, but also what that verifier’s legal competence 

is, since this is a key assessment factor in determining its value. This infrastructure can be 

kept lightweight given GLASS’ status as a research project, but should conceptually be 

scalable. 

GS-03 The GLASS project should have a GLASS Responsible Usage Policy, that outlines how 

responsibilities and liabilities must be addressed and communicated to the user by all 

relevant stakeholders. These can be kept lightweight given GLASS’ status as a research 

project, but they must be transparent, and should never be able to deviate from the primacy 

of citizen consent. 

GS-04 

 

The GLASS architecture should create and promote privacy preserving data access 

mechanisms. While using them should not be mandatory, service providers in particular 

should be incentivised to assess whether more privacy preserving data access (notably 

based on smaller or pseudonymous data sets) wouldn’t also meet their needs.  

  

GS-05 Governance of the GLASS infrastructure should be independent and not for profit, in the 

sense that it should not be controlled or unduly influenced by the interests of service 

providers, and that the platform itself should not aim to gain commercial profits or benefits 

from the data that it holds without the consent of the citizen.  

GS-06 The GLASS infrastructure should establish a complaints handling mechanism, so that 

citizens can direct specific problems to the GLASS project itself. This does not mitigate or 

diminish the legal responsibility and liability of service providers, but should provide 

practical assistance to citizens who may struggle to identify responsible parties themselves.  

GS-07 The liability and responsibility of GLASS infrastructure operators must be clearly and 

explicitly communicated to service providers interacting with the platform, including notably 

any exclusions in terms of monitoring, intervention, and quality/integrity/authenticity 

assurance. 
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GS-08 In any situation involving AI usage or smart contracts, human intervention must be 

available to the user. I.e. the user should be able to raise questions on why a specific 

decision was made, and/or why a specific contract was executed.  

GS-09 Transactions (including AI decisions and smart contract creation and execution) must be 

logged in a manner that is accessible to the user, either directly by the user itself, or through 

the intermediation of a trusted third party who has no interest in obfuscating, proactively 

monitoring or exploiting or manipulating the logs. 

 

Identifier Description of security requirements  

IS-01 Information stored or exchanged via GLASS must be protected against accidental or 

unauthorised access or use, including via effective encryption.  

IS-02 GLASS should maintain an overview of any known dependencies and vulnerabilities.  

IS-02 GLASS should incorporate updating mechanisms that allow software to be updated 

securely, and for functionalities to be reduced or terminated when software is found to be 

insecure (e.g. due to a failure to apply updates). For the avoidance of doubt, this 

requirement is satisfied when outdated software is no longer capable of interacting with 

updated software components, even if the outdated software remains ‘as is’.  
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GLASS Responsible Usage Policy 

Fundamental objectives of GLASS 

At its core, the GLASS project aims to deliver a novel eGovernance model and address the 
challenges that governance structures in the EU are currently facing, spanning from divergent and 
legal groundwork to physical and technological limitations, towards the democratization and 
openness of the public administration services.  

The GLASS project is citizen-centric by design, promotes the once-only principle and it builds on 
state-of-the-art technologies. GLASS envisions the creation of an open, cross-sector and cross-
border model of interaction among public administration, citizens and businesses with a strong 
social, societal, economic, technological and scientific impact. 

In this way, GLASS puts the user in charge of their own data, and ensures that their choices are 
respected in a verifiable manner. 

This Policy summarily outlines the main pillars of the GLASS project. 

 

Pillar 1: Respect of user choice 

Within the GLASS project, users control their data. They are able to access it, control it, make it 

available to third parties, withdraw access, and modify or delete it.  

 

All stakeholders in the GLASS ecosystem are required to respect the user’s choices. No user will be 

required to use GLASS, or to permit access to their data via GLASS. No effort may be undertaken to 

undermine or avoid the user’s choices as expressed via the GLASS infrastructure, including by 

retaining copies of data after access rights are withdrawn, or by attempting to identify a user that 

wishes to remain anonymous, except where required by law.  

 

Pillar 2: Data minimisation 

Minimising the collection, sharing and use of data is paramount to ensuring information security, 

confidentiality and privacy. No information issuer will submit data to a GLASS user that was not 

requested, or coerce or manipulate the user’s choices in this regard. No information verifier will 

collect or use data from a GLASS user that is not strictly required for its business purposes. No 

attempts will be made to access, use or retain data after access rights are withdrawn, except where 

required by law. No information will be shared with a third party when this is not required by the 

user.  

 

Pillar 3: Independent not-for-profit governance of GLASS 

GLASS will be governed with the user in mind. The interests of privacy and security aware users 

take precedence at all time. No participant in the GLASS project shall place their own interests over 
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those of the users, either in infrastructural design choices, piloting and testing activities, or in 

interactions with the users.  

 

Pillar 4: No data exploitation 

No user data will be exploited or used in any way without the consent of the user. This includes any 

form of systematic monitoring or analysis of user behaviour for purposes other than ensuring the 

correct and safe execution of the project, any profiling of users, or any commercial trading or 

exploitation of user data by GLASS project participants.  

 

Pillar 5: Transparency 

Access, availability and use of user data will be transparent to the users and auditable at all times. 

This includes the questions of whether any third party is able to access and use user data via GLASS, 

whether any smart contracts are still valid at any given time, and which actions (if any) have been 

taken by a third party on the basis of a smart contract.  

 

Pillar 6: Fairness 

No GLASS participant shall engage in any behaviour that they know or should reasonably know to 

be unlawful, unethical, or harmful to the legitimate interests of the user and/or the GLASS network. 

This includes any exploitation of user weaknesses, GLASS vulnerabilities, or exceeding any mandate 

to access and use user data. Any known GLASS vulnerabilities must be proactively notified to the 

GLASS consortium at the earliest reasonable opportunity.  
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User rights policy 

 

Introduction 

 

Within GLASS, the interests of the user take precedence at all times. For that reason, all participants 

in the GLASS project will be required to adhere to this user rights policy and to provide reasonable 

support to all users in exercising these rights.  

 

Data subject rights 

 

Users who are natural persons have legally defined rights in relation to personal data pertaining to 

them. Specifically, such users will have the following rights in relation to their personal data, where 

applicable and technically possible: 

 

a. Right to access - the right to request (i) copies of the information GLASS holds about you at any 

time, or (ii) that GLASS modify, update or delete such information. 

 

b. Right to correct - the right to have your data rectified if it is inaccurate or incomplete. 

 

c. Right to erase - the right to request that we delete or remove your data from our systems. 

 

d. Right to restrict our use of your data - the right to "block" us from using your data or limit the 

way in which we can use it. 

 

e. Right to data portability - the right to request that we move, copy or transfer your data. 

 

f.  Right to object - the right to object to our use of your data including where we use it for our 

legitimate interests. 

 

Note that GLASS participants may ask for proof of your identity, and that the applicability or 

consequences of your exercising of your rights may vary depending on the piloting context.  

 

If you are not satisfied with the way a question in relation to your personal data is handled by us, 

you may refer your complaint to the relevant personal data protection authority in your own 

country of residence. 

 

Contact information 

 

All GLASS participants – including the evidence verifiers and issuers and the GLASS Admin – will 

provide contact information, including at a minimum an e-mail address, to allow the user to make 

enquiries, or to exercise any of the rights set out above. The eWallet will also contain contact 

information for users who have specific questions in relation to GLASS’ handling of their data.  
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Human intervention 

 

GLASS users always have the right to human intervention as described in the GDPR, i.e. the right 

for a GLASS user to express his or her point of view towards a human being, and to contest any 

decisions made. This does not imply that automated execution of smart contracts or the use of AI 

services is not permissible, but rather that a human being must be available upon request to explain 

the underlying logical of any automated decision making.  

 


