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Executive Summary  

The document that follows includes D1.2, presenting the Legal and Ethics Manual of GLASS project, 
issued to assure the ethical assurance, the gender equality, and the compliance with national and 
EU legislation.  
It is structured in three main sections; initially presenting GLASS Compliance with EU and National 
Regulations, then highlighting the Ethics Competent Bodies of the project and all requirements as 
identified in the Ethics WP9 and respective deliverables. The last section is devoted to the strategy 
the project as a whole will follow, to enhance gender equality.  
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Introduction  

Purpose of the document 

D1.2, Legal – Ethical issues and guidelines, is the first version of GLASS Ethical Manual; it aims 

at defining the legal framework and the ethics policy that had been adopted by the project with 

the view to safeguarding the ethical assurance, the gender equality, and the compliance with 

national and EU legislation.  

Under this perspective it is planned to be delivered once at the beginning of the project [M02] 

providing the overall approach, with reference to all the processes and requirements as 

identified in the Grant Agreement (GA), presenting the mechanism and procedures for the 

monitoring of legal and ethical compliance; a final, revised version of this Manual is expected in 

M24, with the view to capturing and validating the above-mentioned requirements of the 

project at more mature stage. 

The ethics principle will be primarily applied to the design of the GLASS enhanced suite (WP6), 

the management and execution of demonstrators (WP7). There, ethics and data protection 

legislation, guidelines and principles will be followed, during the execution of questionnaires or 

interviews. Additionally, the ethics framework will be implemented in the stakeholders’ 

workshops and training programs; Stakeholder workshops will be carried to gather information, 

as required, and enhance stakeholder involvement and awareness of the project. Training 

sessions (live and recorded) will provide the required knowledge to interact with the pilots. 

Potentially there might be a need at an earlier stage, when the partners are defining the 

different components and elements of the whole GLASS system architecture (WP2 and WP3). 

However, this will be evaluated accordingly.  

 

Scope and Objective  

The scope of this Ethics Manual is to compose a Legal and Ethics Guide for all the researchers 

within GLASS and it is a living document. As the information flow is constant, multi-dynamic and 

layered, it is imperative to define early in the project the overarching ethical principles 

governing all activities within GLASS project including the pilots conducted during the project. 

Therefore, a dynamic approach is required with regards to application of Ethics principles across 

various activities within the project. As such, this document addresses the following user 

clusters: 

 

● WP3 uses cases; 

● WP7 Demonstrators;  

● WP8 stakeholder engagement; 

● Consortium members and most importantly those being involved in testing, data 

management (of the GLASS system flow, but also of the pilot data), treatment, analysis, 

and reporting, as well as communication; 

● Partners involved in the development of engagement, recruitment strategies; to ensure 

ethics code of conduct is considered and applied; 
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● The Ethics Committee. 

 

Apart from that and being a public document, this is supposed to serve also as an Ethics Guide 

for relevant service-oriented projects moving in the field of Identity Management. 

 

Structure of the document 

The report is structured in three main sections: the first section is devoted to the ethical compliance 

of GLASS, as it is captured in the adoption of EU and National frameworks. To this end, it is provided 

a certain reference to the legal framework for Privacy protection, focusing to the cases of Greece, 

Portugal, and Turkey, where demonstrators are located. The next section presents, the current 

framework of Ethics in GLASS project, as identified by the competent bodies, respective 

deliverables, and the identified processes. The high-level presentation of the Ethics deliverables 

that have to be prepared, provides an overview of all the research parameters that will be taken 

into consideration and how they will be monitored during the lifecycle of the project. The report 

closes with a section that identifies the steps to follow to safeguard gender equality in the project.  
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1. GLASS Compliance with EU legal frameworks and 

National Regulations 
The GLASS consortium will carefully consider European and National legislation and directives 

relevant to the country where the data collection will take place. The most important issues that 

are included in the national and international policies and will therefore be given special attention 

throughout this document are compatible with EU and international law and meet the data 

protection requirements set out in the European regulations.  

The GLASS consortium is aware of ethical, privacy, copyright and data protection issues that might 

be raised by the activities to be performed in the scope of the project. Subsequently, this report 

revolves around ethical and legal compliance issues, as for instance the consent for data 

preservation and sharing, protection of the identity of individuals and how personal data will be 

handled to ensure it is stored and transferred securely.  

In light of the aforementioned, the consortium deemed appropriate to peruse on the one hand the 

legal framework that governs the activities of the project i.e. a) the European Union e-Privacy 

Directive 2002/58/EC1, b) the Directive 2016/680 of the European Parliament and of the Council of 

27 April 2016 on the protection of natural persons with regard to the processing of personal data 

by competent authorities for the purposes of the prevention, investigation, detection or 

prosecution of criminal offences or the execution of criminal penalties, and on the free movement 

of such data, thus repealing Council Framework Decision 2008/977/JHA2, c) the (EU) Regulation 

2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such 

data, thus repealing Directive 95/46/EC3, d) the Charter of Fundamental Rights of the European 

Union4; on the other hand, the ethical guidelines for research projects in the EU under Horizon 2020 

which must comply with the ethical principles and relevant national and EU legislation i.e. a) 

Horizon 2020 Rules for Participation: Ethics Reviews (Article 14)5, b) Horizon 2020 - Regulation of 

Establishment: Ethical principles (Article 19)6, c) Model Grant Agreement: Ethics (Article 34)7 and d) 

the document “H2020 Programme Guidance - How to complete your ethics self-assessment”.8 

                                                           
1 Available at https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32002L0058  
2 Available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32016L0680  
3 Available at HTTPS://EUR-LEX.EUROPA.EU/LEGAL-CONTENT/EN/TXT/PDF/?URI=CELEX:32016R0679  
4 Available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT  
5Available at 

https://ec.europa.eu/research/participants/data/ref/h2020/legal_basis/rules_participation/h2020-rules-

participation_en.pdf#page=10  
6 Available at https://ec.europa.eu/research/participants/data/ref/h2020/legal_basis/fp/h2020-eu-

establact_en.pdf#page=11  
7 Available at https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/amga/h2020-

amga_en.pdf  
8 Available at 

https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-

assess_en.pdf  

https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32002L0058
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32016L0680
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT
https://ec.europa.eu/research/participants/data/ref/h2020/legal_basis/rules_participation/h2020-rules-participation_en.pdf#page=10
https://ec.europa.eu/research/participants/data/ref/h2020/legal_basis/rules_participation/h2020-rules-participation_en.pdf#page=10
https://ec.europa.eu/research/participants/data/ref/h2020/legal_basis/fp/h2020-eu-establact_en.pdf#page=11
https://ec.europa.eu/research/participants/data/ref/h2020/legal_basis/fp/h2020-eu-establact_en.pdf#page=11
https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/amga/h2020-amga_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/amga/h2020-amga_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf
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The GLASS consortium will act in accordance with the above-mentioned legislation and Horizon’s 

2020 ethical principles as it pertains to any individual that might be involved in the project either 

as a participant or not. 

It will follow all national frameworks, as identified in Greece, Turkey and Portugal, where 

demonstrators are located: respective partners, relevant national laws and regulations and 

competent authorities, are depicted in the following table:  

Consortium partner Relevant national laws and regulations Competent Authority 

MoDG, Greece  GDPR, applicable legislation | Law 

4624/2019 

https://www.dpa.gr/  

IMM, Turkey  Law No. 6698 on Protection of Personal 

Data has been introduced (“PDPL”).  

www.kvkk.gov.tr 

MoJ, Portugal  GDPR, applicable legislation | The 

Portuguese Data Protection Law and the 

Law 59/2019 are applicable from 9 August 

2019. 

www.cnpd.pt 

 

Table 1-1 Regulations on national and organizational levels 

 

 

https://www.dpa.gr/
https://www.kvkk.gov.tr/
http://www.cnpd.pt/
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2. GLASS Ethics Framework  

2.1. Rational of the approach 

GLASS is a complex project with ethical issues related to ID management such as security, 

privacy, and interoperability. Each phase of the project will be addressed accordingly from the 

project concept development to the project closure. Core ethical issues within GLASS are 

related to: 

 

[1] Data privacy protection, confidentiality, and transparency. 

[2] Informed consent. 

[3] Incidental findings. 

[4] Transparency of the collected data management by the final system and during its pilots. 

[5] IT-Security and identity management. 

[6] Risk assessment (Insurance). 

[7] Delegation of control. 

[8] Incentives (Financial inducements, etc.). 

[9] Transfer of Data outside the EU. 

 

The Ethics deliverables, planned to be prepared within the 1st and the 10th month of the project, 

safeguard that all approvals from ethics committees and /or competent authorities will be timely 

in place. On top of that, all parameters related to the participants’ involvement and data protection 

with special reference to non-EU countries are also one - by - one identified and handled, so as to 

guarantee the ethical compliance of the GLASS research initiative.  

The active involvement of both the Ethics Manager and the Ethics Committee at project/ internal 

level and DPOs across all demonstrators, guarantees an on- going monitoring and alert, pointing 

and sorting out any inconsistency related to the requirements identified, the EU and national 

regulations’ framework. 

An ethics checklist will be provided to leaders of WP3, 7 and 8 and Demonstrators by the Ethics 

Manager summarizing all the requirements that have to be fulfilled and procedures to be followed, 

when involving participants in GLASS research. Ethics checklist will be delivered on M04 and 

updated, when needed, following the progress of the project. The Ethics Manager will then oversee 

that the procedures run smoothly; in case of any non-compliance, the Ethics Manager in 

collaboration with the Ethics Committee will decide the timeline and mitigation measures, so as to 

take all the necessary actions in a timely manner and ensure full compliance with the legal and 

ethical requirements of the project. In all cases, all non-compliant actions will be immediately 

suppressed or suspended, and the partners will implement a mitigation action within 5 working 

days. D3.1, D7.4 and D8.3 will include a brief report, summarizing all processes, the measures and 

actions followed for the implementation of the legal and the ethical framework of the GLASS 

project. 
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2.2. Competent bodies and requirements in GLASS project 

 

The internal, ethical compliance of the project is monitored by the Ethics Manager, the Ethics 

Committee the Project Security Board and WP9, Ethics. 

2.2.1. Ethics Manager  

Ms. Georgia Livieri has been appointed as Ethics Manager of GLASS, as Luis Miguel Campos 

(PDM) wished to step down from this role. Ms. Livieri has a long-term experience in the ethical 

oversight of research projects and her contribution both in the monitoring of processes and 

respective documents is of critical importance. 

2.2.2. Ethics Committee  

GLASS Ethics Committee (EC) is planned to be formulated in M03, as described in Tech. Annex 

(Section 3.2.2). The set-up of the EC is of great significance due to the debating and challenging 

ethical issues treated in the project, composed of experts acting in an interdisciplinary framework, 

coming from the fields of computer science, law, e-government, research ethics and all these 

should be guided by a policy maker and an ethicist. The Ethics Manager (EM) who will chair the 

Ethics Committee (EC) of the project in cooperation with the Project Coordinator (PC), the Research 

Manager (RM) and WP leaders will supervise all the ethical issues of the project, according to the 

above laws and guidelines set by EU Commission.  

Due to the nature of the project, which deals with sensitive personal, corporate and government 

data, it has significantly focused on all the ethical issues that may arise. The Ethics Committee (EC) 

envisages to establish the following: 

 Provide each partner with the ethical guidelines to perform the research, tasks, or any part 

of the process.  

 Guarantee that the legal framework is adopted by all partners.  

 Ensure the correct and ethical treatment of all gathered information.  

 Safeguard the ethical dimension during the activities of GLASS.  

 Ensure that any action of exploitation or dissemination during the project does not 

compromise any actor involved in the project nor any personal or protected data. 

 Managing any incident or incidental findings during the research process.  

 Reviewing all study-related materials before and during the project.  

 Performing periodic reviews in a continuous way throughout the project’s lifetime.  

The research will be conducted with the highest standards of rigor and integrity, as it is guaranteed 

by the overall project coordinator (Unisystems Greece) as well as the rest Consortium Members 

always being consistent with the EU Commission’s Regulations. All consortium partners attach 

considerable importance to the maintenance of high ethical standards in the research undertaken 

by its academic, industrial, research and social services staff. 

https://www.linkedin.com/in/georgia-livieri-07a203b3/
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2.2.3. Project Security Board  

In order to strengthen the security sector, a Project Security Board (PSB) will be formed, chaired by 

an appointed member of a European Security Organization and specific member of the consortium, 

as described in Tech. Annex (section 3.2.2). PSB will monitor and evaluate the processes related to 

the security of the overall GLASS system, ensuring the integrity of information exchanged and the 

data confidentiality and guaranteeing that the structure of the network is aligned with the 

guidelines of the EU Commission, such as GDPR and Directive 2016/680. PSB will be in constant 

contact with the Project Technical Board (PTB), reviewing the security issue, predicting and advising 

participants of any vulnerable issues that may arise. Partners, with every deliverable that handles 

personal data, will provide documentation on what kind of data is collected, stored and shared. In 

addition, the Ethics Committee (EC) will also verify that the EU rules are complied with, providing 

the necessary recommendations when necessary. 

2.3. GLASS Ethical Oversight | WP9 

The continuous legal and ethical monitoring is ensured via T1.4 where the Consortium led by the 

Project Coordinator will dedicate the necessary effort to cover all legal aspects related to the GLASS 

project through its duration. The two deliverables dedicated to the Ethics, Legal Manual will 

document the legal framework, the ethical concerns and will report the mitigation measures that 

will be enforced to achieve legal compliance and ethics reassurance. 

On top of the work under WP1, all documentation and processes monitoring the GLASS research 

and participants’ engagement are captured in detail in WP9, Ethics. This WP foresees the delivery 

of 5 deliverables between months 01 and 10 covering the following requirements:  

[1] POPD - Requirement No. 10 | D9.5 [M01]: Appointment of a Data Protection Officer (DPO) 

along with the contact details of the DPOs; the contact list of all DPOs of GLASS consortium has 

already been submitted as a deliverable.  

[2] H - Requirement No. 1 |D9.1 [M06]: It covers all the documentation that has to be collected 

and submitted as a part of a deliverable, including the following: 

 The procedures and criteria that will be used to identify/recruit research participants; 

 The informed consent procedures that will be implemented for the participation of humans 

and in regard to data processing; 

 Templates of the informed consent/assent forms and information sheets covering the 

voluntary participation (of humans) and the data protection issues (in language and terms 

intelligible to the participants). 

 Policy to be followed in case on incidental findings;  

 Identification of the measures to be taken, in case vulnerable individuals/groups would be 

involved, how GLASS consortium would protect them and minimize the risk of their 

stigmatization; 

[3] NEC - POPD - Requirement No. 3 | D9.3 [M06]: this deliverable covers all documentation 

needed for the activities planned to take place in non-EU countries; in GLASS case, one of the 

demonstrators is located in Turkey, since Istanbul Metropolitan Municipality will pilot GLASS 
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services; to this end, the consortium should submit as part of a deliverable the following 

documentation:  

 Research conducted outside the EU, is legal in at least one EU Member State;  

 The materials, which will be imported to/exported from the EU; 

 In case personal data are transferred from the EU to a non-EU country or international 

organization, confirmation that such transfers are in accordance with Chapter V of the 

General Data Protection Regulation 2016/6799; 

 In case personal data are transferred from a non-EU country to the EU (or another third 

state), confirmation that such transfers comply with the laws of the country in which the 

data were collected. 

[4] POPD - Requirement No. 4 | D9.4 [M06]: it oversees all the processes that safeguard the 

protection of personal data; to this end, the consortium should prepare as a part of deliverable 

the following:  

 Declaration of compliance with respective national framework(s); in case sensitive personal 

data will be collected, processed, and stored, the beneficiary must check if special 

derogations pertaining to the rights of data subjects or the processing of genetic, biometric 

and/or health data have been established under the national legislation of the country 

where the research takes place; 

 Justification of how sensitive personal data will be processed, in case sensitive personal 

data will be collected, processed, and stored; 

 Explanation of how all the data intended to be process is relevant and limited to the 

purposes of the research project (in accordance with the Data Minimization principle); 

 Description of all the technical and organizational measures that will be implemented to 

safeguard the rights and freedoms of the data subjects/research human participants; 

 Description of the anonymization/pseudonymization techniques that will be implemented; 

 Explicit confirmation that the data used in the project is publicly available and can be freely 

used for the purposes of the project; 

 Evaluation of the ethics risks related to the data processing activities of the project. This 

also includes an opinion, if data protection impact assessment should be conducted under 

the article 35 of the General Data Protection Regulation 2016/679.  

[5] H - Requirement No. 2 | D9.2 [M10]; this deliverable collects the copies of opinions/approvals 

by the ethics committees and/or the competent authorities for the research with humans, 

which  must be obtained before the start of the relevant activities. 

2.4. Ethical, Privacy and Data Protection Requirements  

The important principles that define the conditions under which it is legitimate to process personal 

data are: 

● Lawfulness, Fairness and Transparency (purpose and contact points are publicly available 

typically by a “Registrar”). 

                                                           
9 Available at https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679  

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
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● Legitimate purpose  

● Data minimisation 

● Proportionality (purpose is constrained to specific need) 

● Security Safeguards 

● Purpose Limitation 

● Storage limitation 

● Accuracy 

● Integrity and Confidentiality 

● Openness 

 

In this perspective, GLASS project management team will ensure the collection, recording, storage 

and any other form of use of personal data on persons identified or identifiable, even indirectly, 

will be made on the basis of a rigorous ethics code of conduct to which each partner will be given 

a priority to join, without injuring the rights of citizens and without affecting the fundamental 

freedoms of the persons concerned. 

The network of GLASS will comply with, therefore, the law relating to the protection of personal 

data of the individual countries and other relevant provisions applicable in the legal reference, i.e. 

the existing rules of the civil and criminal matters concerning the unauthorized interference in 

private life, on the remote control of workers, on security at stadiums and sports facilities, or in 

relation to museums, state libraries and state archives, in relation with filming installations on 

passenger ships engaged on domestic voyages, and again, in ports, railway stations, metropolitan 

railways and lines in urban transport etc. 

2.4.1. Research Participants 

GLASS is related to sensitive personal, corporate and government data, so their protection and 

privacy is valued at all stages of the project. The technologies chosen to be used for the 

implementation of the project were primarily focused on the protection and privacy of the above 

data. For the successful implementation of a government model and for the end-user privacy and 

protection (citizens, businesses, etc.), technologies that can provide it, have been assessed and 

examined a-priori. The above features enable GLASS to be a safe model of digital governance, 

facilitating public services, reducing government costs, and increasing public transparency with 

respect to privacy of citizens and other stakeholders involved. All Demonstrators involved in the 

project will showcase at the early stages of the project that they have the mandate and legal 

frameworks in place to implement their use-cases. 

In WP1 key employees in the participating consortium’s pilot partners will be identified and 

recruited. We will provide them with informed consent forms and information sheets to sign on a 

voluntary basis as a choice under free will. We may keep some information (such as name of case, 

role in project etc.). No personal information will be recorded, as this is not needed necessary in 

this research. The participants will be able to terminate their participation in the study at any point 

without providing a reason and without any repercussions. All these will be also included in the 

Informed Consent form.  
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In WP7, people that have used the GLASS services will be asked to participate in an anonymous 

survey to express their opinion, e.g., on the ease of use and usefulness of the service. The 

participation on this survey will be volunteer and anonymous. Electronic informed consent form 

will be provided and asked to be electronically signed (via ticking). Information about the project in 

plain language will be provided. It will be made clear that the participation in this survey is 

volunteer, anonymous and does not affect their eligibility to consume the GLASS services. 

In WP8 Stakeholder workshops will be used to gather information as required and enhance 

stakeholder involvement and awareness of the project. Training sessions (live and recorded10) will 

provide the required knowledge to interact with the pilots. It is planned to have one training event 

during the second year and then two training events in the final year, with additional if needed. 

These training events will be made available online as recordings.  

GLASS will follow an ethical guideline, with respect to the rights of citizens and their fundamental 

freedom of right to privacy to ensure the collection, monitoring, storage, and any other form of use 

of personal data. The Ethics Manager (EM), who will chair the Ethical Committee (EC) will confirm 

that all data and its processing will be carried according to EU legislation. EM will also have an 

advisory and mentoring role during their implementation and testing of GLASS framework to 

continuously ensure the compliance of the ethical guidelines and respecting EU privacy laws. Any 

other collected or processed data in the framework of the project beyond the research, such as 

electronic communications (mailing lists, time sheets and staff working in the project, 

dissemination and exploitation tools), information of any kind concerning the partners or any other 

actor involved in the project, using to this end the informed consent forms, will be done, as it has 

already been mentioned, in accordance with the Regulation (EU) 2016/679 of the European 

Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to 

the processing of personal data and on the free movement of such data, as well as with national 

regulations, specifically concerning the tracking or observation of users and participants. Moreover, 

GLASS consortium will take into consideration the ethics guidelines for Trustworthy AI published on 

the 8th of April 2019 by the High-Level Expert Group on AI11. 

2.4.2. Technical and organisational measures to safeguard the rights and freedoms of 
the data subjects/research participants 

The technical and organizational requirements will be addressed as part of D1.5 (Data Management 

Plan) and will be submitted in M06. Each beneficiary participating in the demonstrators will 

describe internal technical and organizational measures that might affect the project, under D3.1 

and D7.3. 

2.4.3. Protocol for recruiting research participants  

Recruitment of research participants involves presenting potential participants with information 

about the study to make them interested and willing to serve as research subjects. Human 

participants are involved especially in the case studies in WP7, where professionals participate, but 

                                                           
10 Training sessions will be recorded as long as participants have given their permission. 
11 Available at https://ec.europa.eu/futurium/en/ai-alliance-consultation  

https://ec.europa.eu/futurium/en/ai-alliance-consultation
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also to a certain degree in WP8, where we will be using surveys and focus group interviews. No 

children or adults not able to give an informed consent will take part in GLASS. 

Arrangements will be prepared by the researchers to carefully protect the confidentiality of 

participants and their personal data. All personal information collected will be considered privileged 

information and be dealt with in such a manner as not to compromise the personal dignity of the 

participant or to infringe upon his/her right to privacy. Before consent is obtained, the researchers 

will inform prospective participants of any potential risks that might mean that the confidentiality 

or anonymity of personal information may not be guaranteed and the purpose for which personal 

information provided will be used. 

Participation in the studies does not involve any physical interventions, invasive techniques, nor 

will any samples be taken from humans. It is important that the information is presented in an 

accurate and understandable way and that ethical issues in the recruitment process is taken into 

consideration. Participation in research must be voluntary, as a choice under free will. To assure 

that participation of professionals is voluntary, the investigation will be introduced in a way that 

allows participants adequate time to ask questions, looking for internal or external assistance and 

to freely consider whether or not they wish to take part. The recruitment of participants will involve 

the following steps: 

[1] Researchers will meet potential participants in groups in order to recruit and inform them 

of the research, e.g. at the introduction of a course. 

[2] The participants will be provided with adequate information in their native language about 

the study. Researchers contact details will be provided, for available to participants so as 

to contact the researchers for additional information and after being given the time to 

make research and decide whether they wish to join in. 

[3] When making surveys, participants will be given the necessary information in a foreword 

to the questionnaire.  

[4] Participants in demonstrators will be asked to sign the informed consent form. In surveys, 

participants will give their consent by ticking a box.  

[5] The partner who is responsible for the research is also responsible for storing the signed 

forms for future reference. 

[6] Participants can withdraw from the study at any point without providing the reason and 

with no repercussions; it will be made clear that participation is voluntary, as a choice under 

free will. 

2.4.4. Information sheet  

The information sheet will explain that the study involves research and it also includes information 

on the purpose of the study. We will explain clearly, what the role of the person /company will be 

in the study and how much time of participating in it requires. All research participants will receive 

an information sheet for their involvement in the study. The information sheet is supposed to help 

the participant to make an informed decision about joining the research project or not. The 

information sheet should be kept concise to make the potential participants read it in full. The 

Participant Information Sheet includes the following information: 

● the researchers, their affiliations and contact details 

● the purpose and the plan of the research 



D1.2 Legal- Ethical issues and Guidelines - a 
 

 

 

 
Document name: Legal- Ethical issues and Guidelines - a Page:   18 of 22 

Reference: D1.2 Dissemination:  Final  Version: 1.0 Status: Final  

 

● risks and benefits of taking part 

● what the role of the person will be in the study 

● and how much time participating in it requires 

● how the participant’s information will be used and stored 

● how confidentiality and anonymity will be preserved 

● information on how to withdraw from the study  

2.4.5. Informed consent forms 

In research involving humans, participants have to get information about the research and the 

participation has to be consented. Informed Consent is the decision, which must be written, dated, 

and signed, to take part in research, taken freely after being duly informed of its nature, 

significance, implications, and risks12 (European Commission. Ethical Review in FP7. Guidance for 

Applicants: Informed Consent. 2013.) 

The consent also includes how data is stored and used for future research. GLASS is an Open 

Research Data Pilot, which aims to make the research data generated by Horizon 2020 projects 

accessible with as few restrictions as possible, while at the same time protecting sensitive data from 

inappropriate access. That means that data underpinning published research and have a longer-

term value must be deposited in a research data repository where they will be findable and 

accessible for others.  

The purpose of the informed consent is to verify that participants:  

● understand that taking part is voluntary as a choice under free will and they are free to 

withdraw at any time and phase of the research without providing the reason and with no 

repercussions. 

● have fully understood the information provided in the information sheet. 

● have been given the possibility to ask questions about the study to researchers. 

● recognize that the data they provide with will be de-identified. 

● agree that the research team has the right to access the data. 

● recognize that the data will be stored for use in another future research.  

 

2.4.6. Anonymity of interviewed people  

Researchers will guarantee the anonymity of the interviewed people throughout all the process and 

keep completely anonymous any information that interviewees wish to hide for reasons of personal 

safety or privacy. The procedures the partners will implement for the collection, storage, 

protection, retention, and destruction of the data comply with national and EU legislation. 

                                                           
12 Available at https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf  

https://ec.europa.eu/research/participants/data/ref/fp7/89807/informed-consent_en.pdf
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2.4.7. Data Anonymization in GLASS 

Only demonstration partners may have access to real data. Every other consortium partner will 

have access only to anonymized or synthetic data. PDM, which is a partner of the GLASS consortium, 

will use the owned CHIMERA tool for the anonymization/pseudonymization of data. 

2.4.8. Transfer of data between EU and non-EU countries 

 It is not foreseen to transfer any personal data from the EU to a non-EU country, however we 

confirm that if such a case occurs the transfer of data will be compliant with Chapter V of General 

Data Protection Regulation 2016/679 and the corresponding national laws. We also confirm that 

no materials will be imported to/exported from the EU in the GLASS project.  

Demonstration 2 of the GLASS project includes the participation of the Istanbul Metropolitan 

Municipality (IMM) in Turkey. For this reason, all the requirements and guidelines with respect to 

the data protection legislation will be taken into consideration and will be submitted as a 

deliverable to prohibit transferring personal data outside of the EU, unless certain set conditions 

are met in M06. The European Commission has deemed the country provides an adequate level of 

protection for the data (adequacy decision), or that appropriate safeguards are in place as per the 

legislation. All participants who intend to transfer data outside of the EU must comply with these 

conditions. Regarding the participation of the Napier University (Edinburgh, UK), it is confirmed that 

this partner will have access only to anonymized/pseudonymized data for research purposes only. 

Furthermore, “The Withdrawal Agreement means that the UK can continue to participate in EU 

programmes that are financed by the 2014- 2020 Multiannual Financial Framework (MFF) until their 

closure”. This does not affect the UK’s participation in the current (2014-2020) programmes. Under 

the Withdrawal Agreement negotiated with the EU, the UK will continue to fully participate in the 

current (2014-2020) EU funding programs. This means that the projects successfully bid for during 

the current programs will continue to receive EU funding for the full duration of the project, 

including those where funding runs in 2020 and until the end of the transition period. 



D1.2 Legal- Ethical issues and Guidelines - a 
 

 

 

 
Document name: Legal- Ethical issues and Guidelines - a Page:   20 of 22 

Reference: D1.2 Dissemination:  Final  Version: 1.0 Status: Final  

 

3. Gender Equality 
According to the Article 33 of the Grant Agreement “The beneficiaries must take all measures to 

promote equal opportunities between men and women in the implementation of the action. They 

must aim, to the extent possible, for a gender balance at all levels of personnel assigned to the 

action, including at supervisory and managerial level”. 

GLASS adopts the European Policy of equal opportunities between women and men as defined 

under the Articles 2 and 3 of the Treaty of the European Union13. More specifically, the Treaty aims 

at establishing equality between women and men based on sex and gender criteria. GLASS’s policy 

ensures both genders full and effective participation and equal opportunities for leadership within 

all levels of decision making, design, implementation, management, and coordination phases of the 

project. Also, GLASS corresponds to the objectives of the Gender Equality Strategy 2020-2514 

adopted by the Commission.  

The project coordination is carried out by a female coordinator and a male co-coordinator, resulting 

in the best possible gender balance of GLASS coordination. In terms of the other main roles of 

project, namely Ethics Manager, Innovation Manager, Exploitation Coordinator, Technical 

Coordinator, females are overrepresented, reaching a 75%. In the case of WP leaders and task 

leaders, female and male colleagues, the representation is 45% and 55% respectively.   

The partners of the consortium are already proactive in promoting gender balance within their 

organization and community. Possible actions against institutions that are not respecting the 

principles concerning equal opportunities will also be foreseen. GLASS will further assure that both 

genders are involved in authoring design, specification and development phases to represent 

gender issues and to support developers in addressing these issues. This means that both genders 

will be included in the process of defining end-user and technical application requirements. In 

addition, after the implementation and delivery phase of the project, end-users will not be subject 

to any gender restriction, as it is addressed equally to citizens of both sexes. Moreover, direct 

actions need to be taken to promote a gender equality policy within the consortium work and family 

life. 

                                                           
13 Available at Article 23 - Equality between women and men | European Union Agency for Fundamental 

Rights (europa.eu) 
14 Available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0152  

https://fra.europa.eu/en/eu-charter/article/23-equality-between-women-and-men
https://fra.europa.eu/en/eu-charter/article/23-equality-between-women-and-men
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0152
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Conclusions and Next Steps  

D1.2 sets the framework for monitoring, enhancing the legal compliance and ethics reassurance of 
GLASS project and reporting on the mitigation measures that will be enforced. Additionally, it maps 
the overall approach for safeguarding gender equality within the project. 

 This report will be updated in M24 as all Ethics deliverables will have been submitted and piloting 
with the users will be in progress. On that respect, this report is a living document, capturing the 
project activities in the course of the project implementation. 
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